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Introduction

The WinEyeQ VolIP call monitor and protocol analyzer is the ideal tool for anyone
who needs to monitor Voice and Video over IP calls and Voice quality, detect
errors in VolIP traffic, debug signaling problems or capture media streams.
WinEyeQ'’s intuitive user-interface makes setup and operation a snap.

With WinEyeQ you view your network traffic in an intuitive manner. From
network overview to media stream and protocol details, each piece of information
is presented in context. WinEyeQ’s analysis does not stop at the call flow level;
however, it provides unparalleled analysis of each individual call component
making difficult diagnostics simple.

WinEyeQ is designed for the advanced 32 bit Windows operating systems. The
following operating systems are supported:

Windows 2000 Professional, Windows 2000 Advance Server, Windows XP
Professional, Windows 2003 Server.

WinEyeQ'’s capabilities automatically scale with the hardware on which it is
installed.

Minimum recommended configuration:

e 2.4 MHz Pentium 4 Processor
e 512MB Ram

e 60 GB hard drive

e 1280x1024

WinEyeQ is optimized for 1280 x 1024 displays.

The WinEyeQ software is copy protected and is licensed for use on a single
machine. Please make sure that you install WinEyeQ on the machine with which
you intend to use it. Installation of WinEyeQ on multiple machines is not possible
without authorization from Touchstone.

The following pages will demonstrate how to install, setup, and get started with
WinEyeQ. The next session is an overview of the latest additions.

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved 6
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Version 1.5.0 Summary

New Definitions

Component
A tangible, measurable, or quantifiable element of an environment.

Data Scope

A graphical representation of a logical group of components organized in a
“zoom-able” or variable-power fashion. Depths vary based upon logical grouping
level, ranging from telescopic through microscopic.

Histogram
This is a historical representation of a component’s value.

Anonymous or Rogue Media Streams
Any audio or video stream transmitted via RTP that WinEyeQ does not associate
with an active or watched call.

Comments

Initially conceived as strictly a VolP analyzer with monitoring capabilities;
WinEyeQ is evolving into a comprehensive core component for monitoring,
analyzing and diagnosing today’s converging networks. The addition of Data
Scope presentations and support for anonymous or “Rogue” media streams
provide both breadth and depth to WinEyeQ'’s capabilities.

New Features

Continuing with WinEyeQ'’s “VolP-centric” approach, Data Scopes provide a
dramatic, immediately intuitive picture of the VolP and non-VolP components of
your network. These groupings represent a broadening of scope for WinEyeQ,
enabling engineers to have a clear, high-level picture of the network. This
capability allows them to quickly identify and detect anomalies while
simultaneously providing the ability to dril-kdown on any component at any time.

Another, much-requested capability makes its debut in 1.5.0. WinEyeQ now
supports the detection, tracking, quantifying and qualifying of “Rogue” RTP
media streams for both audio and video. These streams are defined as any
RTP-based media connections that have been detected outside of analyzed
capability exchanges. This new capability allows WinEyeQ to be used in any
media-rich environment to analyze, quantify and qualify both audio and video
streams regardless of the signaling protocol used to provide session control.

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved 7
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Version 1.5.1 Summary

New Features

This version of WinEyeQ contains a Mode of Operation feature. There are three
Modes of operation:

Analyze Network

J Mu:ude:l.ﬂ'-.nal_l,lze M etwark, j

This is the normal mode of operation for WinEyeQ. Packets are captured either
from a live network or read in from files of previously captured data. VolP calls
are assembled and displayed on the screen. Individual call metrics are
displayed. Various reports may be generated and network statistics are
calculated and displayed. This is the suggested mode of operation.

Analyze and Record

J M ode: I.-'l'-.nal_l,lze % Recard j

This mode of operation is the same as the Analyze Network mode except that a
trace file of all the packets received by WinEyeQ is also created. The user can
specify the name of the file and its format, either native WinEyeQ or WinPcap,
and the maximum file size. This mode of operation could be used create a trace
of an error condition that includes the events that lead up to that condition.

Record Only

J b ode; IHE:::::n:I Ol j

This mode of operation only creates a trace file of the packets received by
WinEyeQ. The packets are not examined and nothing is displayed on the
screen. The user can specify the name of the file and its format, either native
WinEyeQ or WinPcap, and the maximum file size. This mode of operation can
be used to create trace files for offline analysis.

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved 8
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If you start WinEyeQ in Analyze & Record Mode or Record Only Mode, the
following dialog will be displayed:

Recording Settings B x|

Filename: lE: Y inE el Dump Files'WinEyell Recording. 000 Evel

ik

- File Farmat Cancel

" winEyel " WinPCap

— File: Limits
Lirmit Each File Created To | 0 Megabytes OF Digk Space. [£ero Indicates M aximum File Size]

Create & b awimum Of | 1 Files Befare Recycling Them, [£ero Indicates Mo Limit)

Please enter the name of the file you want to create, the format for that file, the
maximum size of each file that will be created, and the maximum number of files

to create.

When WinEyeQ begins recording (using the above example), it will create up to
10 files in the WinEyeQ format, each up to 100 megabytes in size. The first file
created will be named WinEye_Recording.000.EyeQ. If it reaches 100
megabytes in size, it will be closed and a new file named
WinEye_Recording.001.EyeQ will be created. If that file reaches 100
megabytes, it will be closed and another file named

WinEye_ Recording.002.EyeQ will be created and so on up to a maximum of 10
files. When 10 files have been created, the file-naming scheme will start over
again with WinEye_Recording.000.EyeQ.

Note: The trace files that WinEyeQ creates can grow very large especially if
there is a lot of traffic on the network. Be sure to filter out as much unnecessary
traffic as possible (See Selecting the Network Adapter and Packet Capture
Filter).

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved
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Version 1.5.2 Summary

New Features

This version of WinEyeQ implements a new folder structure that separates
reports, captures, traces, etc. out of the main WinEyeQ folder. At the present
time the folder names are fixed and are as follows:

Audio Capture Files

Audio streams (Rogue or from Watched calls) that are captured will be created
here. These streams are in their raw form, i.e. as if they were taken directly from
the output of the CODEC that generated them.

Video Capture Files

Video streams (Rogue or from Watched calls) that are captured will be created
here. These streams are in their raw form, i.e. as if they were taken directly from
the output of the CODEC that generated them.

Trace Files

When the user selects ‘Call Trace,” ‘Watch Trace,’ or ‘Error Trace,’ the trace files
will be created here. These trace files are text files that show each packet of a
call.

Reports

All user-selected reports will be created here.

Record Files

When the user selects “Record Watched Calls,” the recorded files will be created
here.

Dump Files

When the user selects “Analyze and Record” or “Record Only” in the “Mode”
dropdown list, the recorded files will be created here.

Capture Files

When the user selects “Capture Watched Calls” or “Capture Calls With Errors,”
the recorded files will be created here.

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved 10
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Version 1.5.3 Summary

New Features

This version of WinEyeQ allows the user to capture rogue media streams to the
disk by right clicking the stream on the Audio or Video channels screen, then
select Start Capture or Stop Capture.

There is a new Alert / Alarm that detects duplicate media stream destinations, i.e.
two different source endpoints sending to the same destination endpoint.

WinEyeQ will now not report a SIP response of 486 Busy as an error.

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved 11



WinEyeQ User’s Guide

Version 1.5.4 Summary

New Features
WinEyeQ added support for H.264 Video and AAC LD Audio for H.323 calls.

There is a new tab on the Active Calls and Watched Calls screen that provides
metrics for data (neither audio nor video) channels.

The select adapter screen now accepts a range of IP addresses.

A WinEyeQ user can now configure the jitter buffer and international QoS
settings.

Support has been added to decode and analyze RTCP XR messages. A new
RTCP XR report saves this information to the disk.

All WinEyeQ reports now support size, interval, and time of day constraints. The
current report file will be closed and a new one opened when the report reaches
a certain size (in megabytes), or periodically (hours and minutes) or at a certain
time of the day (midnight for example).

There is a new idle timeout parameter on the Settings menu: Calls Tab. This
parameter specifies the amount of time a call will be considered active when it is
not transmitting data in one direction or the other. The other idle timeout
parameter is for calls that are not transmitting in both directions.

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved 12
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Version 1.7.0 Summary

New Features

In past versions of WinEyeQ, there was ‘Maximum Calls’ configuration
parameter. This parameter was the maximum number of calls and registrations
that WinEyeQ would track and was based on the version of the application
(Professional, Lite, and Demo). There are now two parameter values, first,
‘Maximum Calls’ which limits the number of calls and second, ‘Maximum
Registrations’ which limits the number of registrations. These two parameters are
independent of each other but are still limited by the version of the program. The
maximum number of registrations is twice the number of call allowed.

There is now a ‘Top Talkers’ sub-tab on Endpoints screen. This tab shows the
endpoints that have placed / received the most calls, have been connected the
longest, and have used the most bandwidth.

WinEyeQ now has the ability to capture media streams in raw or packetized
format. Previously the streams were only captured in the raw format. The
packetized format preserves the RTP header information of each packet that is
saved to the disk. Both of these file formats can be used by Touchstone’s call
generators to generate RTP test patterns or another application that can post
process the media file.

A 'Recent Calls' tab has been added to the main screen. This screen shows the
calls that have completed successfully after they have been removed from the
Active Calls screen. Calls that are unsuccessful are still added to the Recent
Errors screen.

This version of WinEyeQ now can generate SNMP traps. The traps are triggered
by exceeding Alert / Alarm thresholds as configured by the user. See Appendix
B for SNMP samples.

A new call scoring method has been added to WinEyeQ. This provides a simple
way for the user to evaluate the quality of the call. Each call is given a letter
grade and a numerical score. Each media stream present as well as the
signaling time is factored together to for an overall call score. Please see
Appendix C for scoring details.

An option has been added to the Reports tab that ensures that all report files will
have unique names.

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved 13
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Version 1.7.1 Summary

Changes for Release 1.7.1

e Corrected problem using SNMP default IP address 255.255.255.255
e Replaced file extension *.cap with *.pcap in all file dialogs

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved
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Installation Types

WinEyeQ on CD-ROM

If you received WinEyeQ on CD-ROM, please use the following procedure:

Insert the WinEyeQ CD in your CD-ROM drive.

The installation program should start automatically. If it does not, use
Windows Explorer to browse the CD and double-click the Setup.exe file.
Continue to the next section.

WinEyeQ via E-Mail

If you received WinEyeQ via E-Mail, please use the following procedure:

Double-click on the e-mail attachment.

Select “Save to Disk” option and select a temporary folder to store the
self-extracting file.

Use Windows Explorer to browse to the folder in which you saved the self-
extracting file.

Double-click the self-extracting file. Select a folder with which to extract
the files.

Use Windows Explorer to browse to the folder you extracted the files in
and double-click the Setup.exe file.

Continue to the next section in this document.

WinEyeQ via the Internet

If you downloaded WinEyeQ via the internet, please use the following procedure:

WinEyeQ's setup.exe is compressed using WinZip. Download
wineyeq.zip and extract the setup.exe to a temporary location on the
destination computer.

Double-click on the Setup.exe file.

Continue to the next section in this document.

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved 15
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WinEyeO Installation

The next few screens will appear during the installation process. Please follow
the directions carefully using the “Next” button to navigate forward and the “Back”
button to return to a previous page.

WinEyeQ Install Screen 1
Preparing Setup Wizard
Wait for the wizard to complete or press the “Cancel” to quit the installation.

nstallshield Wizard

I

Preparing to Install...

"WinEpell Setup iz prepanng the |nstallShield Yizard,
which will quide vou through the program setup process.
Flease wait.

|

Cancel

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved 16
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WinEyeQ Install Screen 2 - Beginning the Installation

Press the “Next” button to continue the installation or “Cancel” to quit.

|T WinEyel] - InstallShield Wizard

InstallShield

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved
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WinEyeQ Install Screen 3 - Beginning the Installation

Press the “Next” button to continue the installation or “Cancel” to quit.

iiF WinEyeq - InstallShield Wizard x|

Welcome to the InstallShield Wizard for
WinEyel)

The InstallshigldiR) Wizard will install WinEveQ an wour
computer, To conkinue, click Mext,

WARMIMG: This program is protected by copyright laim and
inkernational kreaties,

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved 18
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WinEyeQ Install Screen 4 - End-User License Agreement

Carefully read the End-User License Agreement. If you accept the terms, select

the “I Accept” option, if you do not; select the “I do not accept” option.

Press the “Next” button to continue the installation or “Cancel” to quit.

i WinEye() - InstallShield Wizard x|

License Agreement ﬁ

Please read the following license agreement carefully,

EMD-USER. LICENSE AGREEWENT FOR WinEyel) ﬂ

IMPORTANT - READ CAREFULLY: This End-User License Agreement (EULA™) is a

legal agreement between you {either an individual or a single entity) and
Touchstone Technologies, Inc. ("Touchstone™) for the software product

identified aboye, which includes computer software and may include associated
media, printed materials, and “online™ or electronic documentation ("SOFTWARE
PRODUCT™). The SOFTWARE PRODULT also includes any updates and

supplements to the original SOFTWARE PRODULT provided to you by Touchstone
Technologies. Any software provided along with the SOFTWARE PRODUCT that is
associated with a separate end-user license agreement is licensed to you under

the terms of that license agreement. By installing, copying, downloading, j

—_———— i e e =L L . Rl _ rOAArTIOIARMIEOOOARINET oo . L L L.

% I accept the kerms in the license agreement:

™ 1 do not accept the berms in the license agresment

[ristall5hield

= Barck I Mext = l Cancel

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved
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WinEyeQ Install Screen 5 - Readme Information

Press the “Next” button to continue the installation or “Cancel” to quit.

r.;';'n WinEye( - InstallShield Wizard

Readme Information

Please read the following readme information carefully,

Thank you for your interest Touchstone Technologies” WinEye Q).

WinEye iz a comprehensive YolP monitoring and analysis tool for the H.323 and SIP
pratocols.

WinEyeQ was designed to allowy system engineers and quality control specialists to
quickly and easily monitor and pinpoirt trouble areas on VolP networksin a
heterogensous environment.

Press the Hext button to continue installing WinEyeQ.

InstallShield

« Back

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved
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WinEyeQ Install Screen 6 - Customer Information

Please fill in your customer information and select the appropriate security
option.

Press the “Next” button to continue the installation or “Cancel” to quit.

ir_‘.!", WinEye() - InstallShield Wizard ) x|
Customer Information k

Please enter wour information.

Llzer Mame:

Ic:‘fu:uur MName Here >

Drganizakion:

Ic:‘fu:uur Organization Here >

Install this application Far:

¥ arvone who uses Ehis: cornputer (all users)

" orly For me

[rstalEhield

= Back. I hext = I Cancel

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved
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WinEyeQ Install Screen 7 - Destination Folder

Please select the folder in which you would like to install WinEyeQ and its
components.

Press the “Next” button to continue the installation or “Cancel” to quit.

ir_‘.!", WinEye( - InstallShield Wizard g x|

Destination Folder

lick Mext toinstall ko this Folder, or dick Change to install to a different Folder.

: Install WinEyed to:
{ ] CWinEye) Change... |

[rstalEhield

= Back.

Cancel |

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved
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WinEyeQ Install Screen 8 - Ready to Install

Please review the information, if you need to correct anything, use the “Back”

button to navigate to the appropriate screen, make your changes and use the
“Next” button to advance back to this point.

Press the “Install” button to continue the installation or “Cancel” to quit.

”1} WinEye( - Installshield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

If wou wank ko review of change any of wour installation settings, click Back, Click Cancelta
exit the wizard,

Current Sethings:

Setup Tvpe:

Destination Folder:
i WInE e
Llzer Infarmation:

Marne: <Your Mame Here =

Company: <Your Drganization Here =

IrstallShield

< Back:

iZancel |
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WinEyeQ Install Screen 9 - Installing WinEyeQ

This screen will appear during the installation to inform you of the progress.

Typically this screen will only appear for a very brief period of time.

|§L WinEye( - InstallShield Wizard ;Iglil

Installing WinEyel)

The program features yvou selected are being installed.

[ Please wait while the InstallShield Wizard installs WinEve. This may take
several minutes,

Skatus;

Install5hield

& Bach (e
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WinEyeQ Install Screen 10 - Installation Complete

This screen will appear at the completion of the installation process. Any errors
that may have occurred will be reported at this time. Should you encounter any
errors, please contact Touchstone for technical assistance at +215.672.6550 or
support@touchstone-inc.com.

Press the “Finish” button to complete the installation.

|§L WinEye( - InstallShield Wizard X

InstallShield Wizard Completed

The Installshield Wizard has successfully installed WinEved,
Click Finish to exit the wizard,

= Back

Zantel |
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WinPcap Installation

Before the installation is complete, it is necessary to install the WinPcap driver. If
you have installed other products that use this driver (such as Ethereal), you will
probably need to restart the computer after installation. The following screens
will appear during the WinPcap installation process. Please follow the directions
carefully using the “Next” button to navigate forward and the “Back” button to
return to a previous page.

WinPCap Install Screen 1 - Welcome to the installation Wizard

Press the “Next” button to continue or the “Cancel” to quit the installation.
=10
i\‘) - WinPcap 3.1 Installer
» 1h caP Welcome to khe WinPoap 3.1 Installation WWizard

This page conkains news and updates From the WinPoap website, wwiw winpcap,ord,
Click on Mext to proceed with WinPcap installation.

= Mew \WinPcap versions available online:
Mo updates are currently available,

# Mews and announcements From the WinPoap website:
Mo news currently. available,

# WinPcap Support
Mailing lists
Commercial suppork

=
Cancel |

mullsark Imstall Syetem w208
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WinPcap Install Screen 2 - End-User License Agreement

Carefully read the License Agreement. If you accept the terms, press the “I

Agree” button, if you do not, press the “Cancel” button.

ﬁlWinPcap 3.1 Setup =
E\ l) . License Agreement
» 1“ caP Please review the license kerms before installing WinPoap 3.1,

Press Page Down ko see the rest of the agreement,

Copwright () 2005 CACE Technologies, Davis (California),
all rights reserved.,

R edistribution and use in source and binary faorms, with o without modification, are
permitted provided that the Following conditions are met:

1. Redistributions of source code must rekain the above copyright notice, this list of
conditions and the Following disclaimer.
2, Redistributions in binary Form must reproduce the above copyright notice, this lisk of

If wou accept the kerms of the agreement, click I Agree to continue, You musk accepk the
agreement ko install WinPcap 3.1,

mullsark Imstall Syetem w208

"~ opyright (c) 1999 - 2005 MetGroup, Politecnico di Torino (Tkaly), -

I:I:Il'lljit_il:ll'_ls aljl:l !:he fl:ulll:u_wing disclaimer in the documentation and/or other materials j

% Back I I Agree I Cancel

Press the “Next” button to continue the installation or “Cancel” to quit.
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WinPcap Install Screen 3 - Installation Progress

This screen will appear during the installation process.

ﬁlWinPcap 3.1 Setup
i\ [) - Installing
) !h caP Please wait while \WinPcap 3.1 is being installed.

=10 x|

ExecDos plug-in: npf_mam. exe -+

(]

mullsark Imstall Syetem w208

= Back Mexk =

Zanel
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WinPcap Install Screen 4 - Installation Complete

The following screen will appear at the completion of the WinPcap installation.

S

Completing the WinPcap 3.1 Setup
Wizard

WinPcap 3.1 has been installed on yvour computer,

Click. Finish to close this wizard,

= Back l Finish I Zanel
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Installation Notes

The installation process will create a shortcut on your Windows desktop for the
WinEyeQ application. The “Start” menu’s “Programs” section will also contain an
entry for WinEyeQ. You may use either of these to run your WinEyeQ
application.

If there are other applications from Touchstone Technologies installed on your
PC, a message similar to the one below may appear at the conclusion of the
installation.

@ IUnable to copy file From CWinEye Crypsery, exe bo CYWINNT system 32 Crypsery exe,

Reason: The process cannot access the file because it is being used byw another process,

You can safely ignore this message.
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Running WinEyeQ for the First Time

WinEyeQ software is copy protected and is licensed for use on a single machine.
The first time you run WinEyeQ, you will be provided with a site code. You must
contact Touchstone in order to obtain the authorization code to enable the
software.

Once the software is authorized, it may not be installed on any other machines
without a new authorization code from Touchstone. If you have installed the
software on a machine in error, do not authorize that installation. Re-install it on
the appropriate machine prior to contacting Touchstone for the authorization
code.

Obtaining the WinEyeQ Authorization Code

When you first run WinEyeQ the following authorization dialog will appear:

Authorizing WinEye(... il

TNl Al DED O CEST EB1E ADEC 75

Authorization Code:

Authonize WinEyell. .

To obtain the autharization code for this
application, pleaze copy the site code above
and wizit our website at:

vy touchstone-ing. com and select the
"Support" menu option followed by the
"Fequeszt Demo Key'" option.

Fleaze note that we require valid corparate
infarmation prior o izzuing an autharization
code and cannot zend autharization codes ta

web portals.
Advanced > |

In the field labeled “Site Code” a series of numbers and letters will appear. To
authorize the application, contact Touchstone with the exact value of the site
code field. Touchstone will provide the code to enter in the “Authorization Code”
field. You must enter this exactly as it is provided to you in order to enable the
software. It is strongly suggested that you ‘copy’ the site code into an email that
you send to Touchstone, and then ‘paste’ the authorization code from the email
you receive from Touchstone. Once you have enabled the software, you are just
moments away from being able to construct your first test scenarios!
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Transferring a License

The method of transferring a license is the same for all Touchstone Technologies
products. For demonstration purposes WinEyeQ will be used to explain the
license transfer procedure.

At the time of installation there are two options for licensing WinEyeQ. The first
is to have a new key issued from Touchstone Technologies, and the second is to
transfer a license from an existing WinEyeQ application to the newly installed
version of WinEyeQ. Touchstone’s software licenses are fully transferable from
PC to PC within a customer’s physical location. To transfer a license to a
different location, please contact Touchstone Technologies at (215) 672-6550.

A floppy diskette or USB memory device is required to transfer a license.
There are three basic steps in transferring a license:

¢ Initialize transfer media on the PC with newly installed WinEyeQ.
e Export license from the PC with the originally installed WinEyeQ.
e Import license to the PC with newly installed WinEyeQ.

Note: Touchstone Technologies licenses will have to be re-issued if:

e The original installation directory of WinEyeQ is:

o Copied or moved to a new directory on the original PC.

o Copied or moved to a different PC.

0 Renamed
e One of the hidden files (deltapts.ckn or deltapts.inf) is deleted or modified.
e The license service (crypserv.exe) is stopped or uninstalled.
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After a new installation is finished and the application is run for the first time, an
‘Authorizing WinEyeQ’ screen will appear. By clicking on the ‘Advanced’ button,

an expanded dialog will be displayed:

Authorizing WinEyel... x|

Site Code: |DEF.-5-. 03EE EBS7 BO2491

Authonzation Code; |

Authonze WinEyell ..

To obtain the authorization code for this
application, pleaze copy the site code above
and wigit our website at:

sy touchstone-ine. com and select the
"Suppart' menu optian fallowed by the
"Requezt Demo Key'' option,

Fleasze note that we require valid corporate
infarmatian prior ko i#2uing. an autharization
code and cannot zend authanzation codes to
web partals:

You may import a license from another installation of thiz application, Importing the licehze wil
dizable the ather inztallation.

[Fyou wizh toimport & license from another installation, please prezs the “mport License!
bttarn befaw,

Import License

Press the ‘Import License’ button to begin the license transfer procedure.
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Step One - Import License, Media Initialization

The first step of the ‘Import License’ transfer requires initialization of a diskette or
USB device that will be used as the ‘License Transfer Media’.

Import License - Step 1 ﬂ

Thiz procesz will intialize a floppy dizk or USE device az a 'License
Tranzfer Media®, The media must be "FAT" [file allocation table]
formatted;

Pleaze inzert the formatted ""License Transfer Media! into an appropriate
device and select itz location below.

Lfter completing this process, please press the "Nest" button.

r [f o have previouzly completed this step. check here and
prezs the "Mext'" button,,

"Licenze Transter Media'! device location: I_ "’I

< -Hach I [ et > I Cancel

To initialize the transfer media, select the drive to be used as the transfer device,
insert the transfer media and press the ‘Next’ button.

Note: If you have completed this step from a previous execution of WinEyeQ
and already have the initialized transfer media, click the checkbox and then press
the ‘Next’ button.

When step one is complete, the transfer media is initialized.
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The ‘Import License - Step 2’ dialog will then appear:

Import License - Step 2 ﬂ

Lizenze Transfer Media successfully initialized.

Fleaze remove the Licenze Transfer Media from its current lozation,

Mote - For USE devices, pleaze use the conect 'Unplug’ procedure
for thiz type of device.

After removing the media, please take it to the ingtallation you wigh
to expart the licenze from and Follaw the procedures detailed there:

After completing the licenze export process from the exizting
installation, please press the 'Next’ buttan bo continue with the
import process,

< Back I [ et > I Cancel

The next step is to eject or unplug the transfer media and take it to the PC that
has the license you want to remove.

Note: For USB devices please follow the correct unplug procedure for your
device.
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Step Two - Export License

On the PC that you have selected to remove the WinEyeQ license, click on the

‘Help’ menu and then select ‘Licensing Information’.

The Following dialog will appear:

About Your WinEye() License...

Type: |F'rufe'ssiunal"»-‘ers_icuri

Restrictions: ILlhre_stricted

Term: INever eRpires,

| nformation; I

LCloze

Advanced

Next click on the ‘Advanced’ button to expand the dialog:

About Your WinEye() License...

Type: |F'rufe'ssiunal"»-‘ers_icuri

Restrictions: ILlhrEjstricted

Touchstone Technologies
Term: INE'-.fn_ar Expires.
Infarmnation; I Uparade License |
Cloze |
Hide <«

ou may export the licenge from thiz installation
b another installation. To export the license,
press the "Export License! button.

WARNMING: Thiz aperation will dizable thiz
application upon completion of the transfer.

Export Licenze

Now click on the ‘Export License’ button.
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A warning dialog will be displayed next. It instructs you to read the procedure
carefully and that the version of WinEyeQ currently running will be disabled after
the procedure is completed.

If you are certain you want to transfer this license, press ‘Yes,’ if not, press ‘No’.
The existing WinEyeQ application will not be uninstalled nor will any WinEyeQ
files be removed from the WinEyeQ directory, the software will simply be
disabled. Later if you wish, you can re-enable the application with a new license
from Touchstone or with a WinEyeQ license transferred from another PC.

Step one of the export procedure displays the following dialog:

Export License - Step 1 ﬂ

To beqin the licensze export process, pleaze ingtall the new
application on the PC wow wish to transfer the icense to,

After inztalling the new application, you must wn it to initialize a
"License Transfer Media" device. Please press the “Advanced"
button on the “Authorization'" dialog and then presz the “lmport
License' button.

Follaw the directions detalled in stepz 1 and 2 of the import process.

After you have intialized the 'Licensze Tranzsfer Media", pleasze
press the "Mest'" button,

< Back I M et = I Cancel Help

Click the ‘Next’ button.
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Step two of the license export procedure displays the following dialog:

Export License - Step 2 x|

Inzert the "License Tranzfer Media" into an appropriate device.

Choge the device location below and prezs the "Mext" buttan.

"Licenze Transfer Media" device location: I_ vI

< Back I MHext = I Cancel Help

Insert the transfer media that was initialized from ‘Step One — Media
Initialization,” select the drive to be used as the transfer device and press the
‘Next’ button.
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When the license has been successfully exported, the following dialog will
appear:

Export License - Step 3 ﬂ

Lizehze successiully exported.

Fleaze remove the Licensze Transfer Media from itz curent location.

Mate - For USE devices, pleaze uze the carrect 'Unplug’ procedure for
thiz type of device.

After removing the media, please take it to the installation you wish
toimpart the license to and follow the procedures detailed there.

Fleaze press the "Finizh" button to complete the transfer.

< Back

Cancel Help

When the ‘Finish’ button is pressed, the application will terminate. This
completes the license export.

Remove and take the ‘License Transfer Media’ to the newly installed WinEyeQ.

Note: For USB devices please follow the correct unplug procedure for your
device.
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Step Three - Install Exported License

The PC with the newly installed version of WinEyeQ should still have the

following screen displayed, ‘Import License — Step 2’

Import License - Skep 2

Lizenze Transfer Media successfully initialized.

Fleaze remove the Licenze Transfer Media from its current lozation,

Mote - For USE devices, pleaze use the conect 'Unplug’ procedure
for thiz type of device.

After removing the media, please take it to the ingtallation you wigh
to expart the licenze from and Follaw the procedures detailed there:

After completing the licenze export process from the exizting
installation, please press the 'Next’ buttan bo continue with the
import process,

x|

< Back I [ et > I Cancel

After the export procedure is complete, and you have the license on the transfer

media, insert or plug in the media and then press the ‘Next’ button.
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Select the proper ‘License Transfer Media’:

Import License - Skep 3 L

buttan to continue with the import process.

"Licenze Transfer Media" device location: Iw *I

Flease inzert the License Transfer Media containing the lisense you
wigh to import. Select the device location below and press the 'Mest"

< Hack I Hest > I

Cancel

Press the ‘Next’ button when done.
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When the license has been successfully imported, the following dialog will
appear:

Import License - Step 4 : x|

Lizenze successzfully imported.

Fleaze remove the Licenze Tranzfer Media from itz current location.
Mate - Far USE devices, pleaze uze the carect 'Unplug’ procedure
for thiz type of device.

Fleaze press the "Finizh'" buthon to complete the transfer.

< Back

Cancel |

The newly installed WinEyeQ is now fully enabled and ready to run when you
press the ‘Finish’ button.
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Action

New Installation

Existing Installation

1.Install New Software

Select the machine on

which you would like to
install the new instance

of the product and follow
the installation
instructions.

Once installed, run the
application and the
licensing dialog will
appear.

2. Initialize License
Transfer Media

When the new
installation asks for the
Authorization code,
press the ‘Advanced’
button then, press the
‘Import License’ button.
This will bring up a
dialog that asks you to
initialize a ‘License
Transfer Media Device’.
This device may be a
diskette or USB device.

Enter the letter of the
drive where the transfer
media is located and
press the ‘Next’ button.
Once you have pressed
the ‘Next’ button, you
may remove the License
Transfer Device.

You must then take that
diskette or USB device
to the PC that has the
license you want to
export.
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Action

New Installation

Existing Installation

3. Export License

Run the application on
the PC that has the
license you want to
export, go to the Help
menu and press
Licensing Information.

Press the ‘Advanced’
button to reveal the
advanced options.
Once visible, press the
‘Export License’ button.

Follow the step-by-step
directions to export the
license onto the License
Transfer Media Device.

Remove the License
Transfer Media Device.
The existing installation
is now deactivated.

Return to the new
installation.

4. Import License

Insert your License
Transfer Device into the
appropriate device.
Follow the instructions to
import the license. The
new installation is now
activated.
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Selecting the Network Adapter

One of the first steps in preparing to run WinEyeQ is to select the network
adapter you wish to monitor. WinEyeQ will automatically display the Select
Adapter screen immediately after starting it for the first time. You may also
access this dialog from the Edit | Select Adapter menu item.

Select The Network Adapter And Packet Capture Filter x|

Adapter | Index | IP Addiesses I Mame | ok I
(1] Generic: dialup adapter 1} “Device\WPF_GenericDislupddapter
= (2) Intellf) PROA 00 VE Network Connection 1 120.243.0.135,120.243.0136 “Device\NPF_{D4EB5307-F873-4C05-BE 8B-5457072371 Eancel
(3] Intel(R] PRO/100+ PCI Adapter (Miciosoft's Packet S... 2 192168.1.14 WDevice\NPF_{J18C76AD-AF50-4796-B861-F224E 096E0...
Select
- Filter
Packet Capture Filter IP Sub-hets /P Addresses Protocols
(lip and [tcp or udp)) and ([tepl0:2] » 1024 and tep(2:2] » 1024) or (udp(0:2] » 1024 and udp(2:2] » 1024))) or ([+lan and ip and [tcp o udp)] w0l P
and ([tep(0:2] > 1024 and tep(2:2] > 1024) or [udp[(:2] > 1024 and udp[2:2] > 1024])) W] TCP
[w]UDP
[HTTF
[HTTPS
[JPOP2
[1SMTP
[CIFTP
Test Filter Beset Filter C1SHMP
Ignore Traffic On Ports Below 1024 ; _—I CIRTSP
[ 1Telnet
[v1302.10 [¥Lan)
Add Delete |

On the top part of the screen is a list of the Network Adapters that WinEyeQ has
discovered on your PC. Select the adapter you want to monitor by clicking the
adapter line and then pressing ‘Select’ or by just double clicking the adapter line.

This window will be discussed in great detail later in the manual.

WinEyveQ User Interface

WinEyeQ was designed to facilitate diagnostics by representing the network in a
natural, intuitive, top-down manner. This presentation allows users to “drill-down”
into areas of interest at the same time bypassing information that is neither
relevant nor interesting at the moment.

Data Scopes™

Version 1.5.0 of WinEyeQ implemented a new series of graphical
representations of both the Voice and Video over IP and non-VolP components
of your network. The “Data Scope” metaphor reinforces WinEyeQ'’s drill-down
user-interface approach. Each Data Scope ™ is represented at its topmost level
by a view of logically grouped components (e.g. network protocols) in a view that
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can be toggled between a pie chart and a bar chart. Each of these components
has at least one level of depth beyond the first, which minimally would be a
historical representation of the values of the component over time, which we refer
to as a “histogram”. At its most complex, the topmost Data Scope™ will be the
highest representation of a series of cascading views which each end at a
histogram. The following gives you an overview of the typical mechanism of a
Data Scope™ for isolating the G.723 bandwidth utilization on a live VoIP
network.

Network Monitor View

If we zero in on the Network Bandwidth Data Scope™ (found in the bottom of the
upper right quadrant), we see a Data Scope™ that appears as follows:
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Network Bandwidth Consumption; top view

B andwidth Congumption by Protocol

Telnet

Notice that the components are grouped logically and that this Data Scope ™
provides a high-level view of the bandwidth utilization of the various protocols on
the network. The leftmost component is the VolP component. To further explore
the bandwidth utilization of the VolP component, we can drill down by double-
clicking on it. This action would yield a view of the VoIP breakdown as:

VolP Bandwidth Consumption; level 2

Yol P Bandwidth Consurmption

MEGACD

Once again, the components of this sub-level Data Scope™ are grouped
logically, representing the top-level view of the bandwidth utilization of the VolP
components. The leftmost component is the SIP component, followed by H.323,
Audio, and Video components. To further explore the bandwidth utilization of the
Audio component, we can drill down by double-clicking on it. This action would
yield a view of the Audio components as:
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Audio Bandwidth Consumption; level 3

Audio Bandwidth Conzumption

GSH HMPEG

The components of this sub-level Data Scope ™ are grouped logically
representing the bandwidth utilization of the audio component by codec type.
The leftmost component is the G.711 codec, which also has a sub-level Data
Scope™ further refining it to the Alaw and Ulaw components. To further explore
the bandwidth utilization of the G.723 component, we can drill down by double-
clicking on it. This action would yield a view of the G.723 component as:

G.711 Bandwidth Consumption Histogram; level 4

By clicking the “+” sign on the histogram, we can “Zoom In” on the series of
values.
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G.711 Bandwidth Consumption Histogram; zoomed

By clicking the “-" sign on the histogram, we can “Zoom Out” on the series of
values back to:

Once you reach the histogram of a component you are at the end of the journey.
You may back out from any sub-level at any time by using the “X” in the upper-
right corner. The following section provides the user-interface tips and tricks for
using the data scopes:

Data Scopes™ in Bar Graph View provide high-water marks for the component
with the highest value on the scope. These marks, indicated by an arrow on the
left scale, have the same color as the component that they are associated with.
These watermarks are re-calculated every 10 updates of the Data Scope.
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¢ Rightclick the background area of a Data Scope ™ to toggle between Bar
Graph View and Pie Chart View.
e Double-click components to drill-down.

e Click the “X” box on a sub-level component to navigate backwards.
e Right-click any component to view its histogram.

e Click the “+” box to zoom-in the scale on a histogram.

e Click the “” box to zoom-out the scale on a histogram.

User Interface: Step-By-Step

WinEyeQ'’s user interface is comprised of eleven (11) major views each
containing up to eleven (11) sub-views. The ten major views represent the

following categories:

e Network Monitor

e Active Call

e Recent Calls
e Recent Errors
e User Alerts

e User Alarms

e User Watches
¢ Endpoints

e Other Audio Channels
e Other Video Channels

e Registrations
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The Network Monitor View

For the main view (Network Monitor) the Data Scopes™ are paired in
Activity/Bandwidth pairs for logical groups of components. For example, Network
Protocol Activity and Network Bandwidth Consumption by Protocol are paired
together.

=l
;
0

R

The Network Monitor View is designed to provide an overall picture of VolP and
Non-VolP network traffic and resource utilization both instantaneously (top half)
and historically (bottom half). You may elect to “drill into” any of the component
elements as demonstrated earlier. The network monitor view has the following
sub-views:

Network Summary
Network Details

VoIP Summary
Media Summary
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Network Summary

This view presents the high-level Data Scopes™. The graphs represent the
Network Bandwidth and Packet Profiles by component over the duration of the
session. In this example, the Network Packet Profile Data Scope™ is in Bar
Chart Mode while the Network Bandwidth Summary is in Pie Chart Mode. These
modes can be toggled back and forth by right clicking on the background of the
Data Scope™.

Network Surmiaty | Netwerk Detals | VolP Summany | Meia Sury

Network Details

Metvork Summay Netwerk Detais | volP Summary | Media Sunmary |

Protocol [ Packets | Bytes| Packets | ) | [[CallMetrics Value
P 16,372,645 7,327,712,016 16,372,667 Current 5IP Calls 29
Total 5TP Calls Passed 14,572
1P 13,497 1,180,157 16,372,664 100,00 | | Total SIP Calls Failed 0
upp 15,506,954 6,973, 746,744 [ 0.00
Tcp 550,170 25,330,127 il 0,00 | | Current H.323 Calls 24
Total H,325 Cals Passed 14,670
= 321,574 12,124,950 Totel RTF Packets Lost o 0.00 | | Total H,323 Calls Falled 0
RAS a q
TPKT 308,550 13,411,246 49
H.225 56,775 4,504,614 24
H248 262,79 7,540,336 Packets/Sec, (Ava) 522048
102
sip 102,146 54,863,916
mecp 0 0
VEGACO 0 0
aver valie | [Masroms value
RTP 15,616,208 6,774,823,538 Audi 120 | | volP calls 7
RICP 90,010 17,506,208 A 477 | | voIP Bandwicth{ibis) 5722
A = pirnal) 9553 | [VoIP Packets/Sec 1105783
HITP 0 0 A al MO (% of Optimal) 94,26
HITES ol ol A 1l R, Fackor (% of Cptimal) 52,77
sMrP 0 0
FOP3 il il videa Jitter {ms) 143
FTP 0 0
ShHP il il Plecka Jitter {ms) 128
RTSP 0 0
Telnet o o Initial Response Time (ms) 0.0383
Cther 3,17 508,024

This view provides a numerical summary of the packets and byte counts
analyzed by layer. The layers include:

e |P,ICMP, UDP, TCP

e H.323, RAS, TPKT, H.225, H.245

e SIP

e MGCP, MEGACO

e RTP,RTCP

e HTTP, HTTPS, SMTP, POP3, FTP, SNMP, RTSP, Telnet, Other
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Additional network metrics include:

Processing:

Total Packets Received: The total number of packets that WinEyeQ has
received from the WinPcap driver.

Packets Processed: The number of packets that WinEyeQ has processed
and analyzed.

Packets Missed: The number of packets that the WinPcap driver has
been unable to send to WinEyeQ.

Packets Discarded: The number of packets that WinEyeQ has discarded
due to packet overload.

Total RTP Packet Lost: The total number of RTP packets that were
expected minus the total number actually received.

Packets per Second (Average): The average number of packets per
second that WinEyeQ has processed since the analyzer was started.

Call Metrics:

Current SIP Calls

Total SIP Calls Passed
Total SIP Calls Failed
Current H.323 Calls
Total H.323 Calls Passed
Total H.323 Calls Failed
Current Calls with Audio
Current Calls with Video
Current Endpoints

Average Network Metrics:

Audio Jitter (ms): The average jitter (as calculated from RFC 3550) for all
audio streams of all completed calls.

Audio Listening MOS (% of Optimal): The average Listening MOS score
attained for all audio streams of all completed calls. See below.

Audio Listening R Factor (% of Optimal): The average Listening R factor
attained for all audio streams of all completed calls. See below.

Audio Conversational MOS (% of Optimal): The average Conversational
MOS score attained for all audio streams of all completed calls. See
below.

i nversational R Factor (% of Optimal): The average
Conversational R factor attained for all audio streams of all completed
calls. See below.

Video Jitter (ms): The average jitter (as calculated from RFC 3550) for all
video streams of all completed calls.
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Media Jitter (ms): The combined average of the audio and video jitter
values.

Initial Response Time (ms): The average time it took for the called
endpoint to return its first response to the calling endpoint.

Maximums:

VoIP Calls: The maximum number of concurrent calls that WinEyeQ has

analyzed.

VoIP Bandwidth (Mb/s): The highest VolP bandwidth analyzed.

VoIP Packets / Sec: The highest number of VoIP packets per second
analyzed.

Packets/Second: The highest number of packets per second analyzed.

Optimal MOS Scores and R Factors.

Different codec types have different highest attainable Listening and
Conversational MOS scores and R factors. WinEyeQ computes the normalized
average network MOS scores and R factors by taking the MOS scores and R
factors calculated for the audio media stream and dividing them by their
theoretical maximum values. For example, if a G.728 audio stream received a
Listening MOS score of 3.5, the normalized value would be 86.6 %. If a G.723.1
5.3 kb audio stream received a Listening MOS score of 3.5, the normalized value
would be 96.9 %.

Note: Please see Appendix A for a chart of theoretical maximum MOS scores
and R factors.
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VolIP Summary

The VolP Summary paints a picture of the packet and bandwidth activity of the
VoIP signaling and media components as well as detailing call activity by
protocol, call distribution by protocol, and call status history.

BRI

Media Summary

The Media Summary shows the bandwidth consumption and activity of the media
components of the VolP activity on your network. The bandwidth and packet
activity are broken down by audio and video components. The right half of the
screen breaks audio and video down by codec type as well as summarizing the
active audio and video streams on the network.

ey | Netuork Detais | VolP Sunmary
=] et Activiy by Catecory s fcivity by Type
7038
30
H F TS
040
0 e 0o 00 o 0o 0o 00 0o 000
=9 Bl v G.711 G.721 G.722 G.723 G.728 G723 AMF G5 MPEG Other
=] N Meska Bandwicth Cansumption by Category Video Aciviy by Tpe O
40
cH] 29
o 00
21l 8
2 £ 20 el
100
T — IR
50 Seconds 0 H.261 [E H 264 MFEL i id

B
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Active Calls View

leo Monitoring and Analysi =l5lx|

Fle Edit Capture Record Vew Heip

e T

Network MontorAetive Cals | Recent Cals | Recent Errors | User alets | User alams | Userwatches | Endpoints | Other Audio]| Gther Vides | Regitiations |
Skatus [[Protocol [ Started [ Duration [ Terminator | Source Address | Source IDJE.164 | Source NamefH.32310 | Destination Address | Destination IB/E. 164 | Destination MamefH.323 1D | Call 10 Registered With __+
Comected  SIP 12:04:28 120.249.1.13 100117 120.249.L.12 200117 “Devie 117" 4fb0-43346484-0005-Calll 17
Comnected  SIP 12:04:28 120.249.1.13 100116 120.249.1.12 200116 “Devie 116" de3-43346437-0005-Call1 16
Commected  SIP 12:04:28 120.249.1.13 100115 120.249.1.12 200115 Device 115" 9533-43346390-0005-Cal1 15
Commected  SIP 12:04:28 120.249.1.13 100114 120.249.1.12 200114 Device 114" 1662-43346343-0005-Call 114
Connected  SIP 12:04:28 120.249.1.13 100113 “WIRSIP 113" 120.249.L.12 200113 “Devie 113" bebe-43346281-0005-Call 13
Connected  SIP 12:04:28 120.249.1.13 100112 WinSIP 112" 120.249.1.12 200112 "Device 112" 365c-43346234-0005-Call 12
Connected  SIP 12:04:28 120.249.1.13 100111 WinSIP 111" 120.249..12 200111 "Devie 111" 2090.43346167-0005-Cal 111
Commected  SIP 12:04:28 120.249.1.13 100110 120249112 200110 17e2-43346140-0005-Cal 110
Comected  SIP 12:04:28 120.249.1.13 100109 120.249.L.12 200109 4+h7C-43346078-0005-Call 109 |
Comnected  SIP 12:04:28 120.249.1.13 100108 120.249.1.12 200108 b11f-43346031-0005-Call08
Commected  SIP 12:04:28 120.249.1.13 100107 120.249.1.12 200107 “Devie 107" 867543345384-0005-Cal 107
Commected  SIP 12:04:28 120.249.1.13 100106 120.249.1.12 200108 “Device 108" Oble43345521-0005-Cal106
Connected  SIP 12:04:28 120.249.1.13 100105 120.249.L.12 200105 “Device 105" 8714-43345875-0005-Cal105
Connected  SIP 12:04:28 120.249.1.13 100104 120.249.1.12 200104 "Device 104 6882-43345628-0005-Cal104
Connected  SIP 12:04:28 120.249.1.13 100103 120.249..12 200103 "Devie 103" 428543345765-0005-<al1 05
Commected  SIP 12:04:28 120.249.1.13 100102 120249112 200102 "Devie 102" btie-43345718-0005 calioz
Comected  SIP 1z:04:27 120.249.1.13 100101 120.249.L.12 200101 “Devie 101" 4ae-43345656-0005-Cal 101
v Reased  H323 12:03:43 oL Souce 120249113 10025 120.249.1.11 0025 60025 6572A24D7BBI4EDZCCT4CITATZIZZ0AS
v Relssed  H3Z3 12:03:43 00U Souce 120248113 10024 120.249.1.11 o024 60024 16A3264674CSDABBEZICON0DEFES74S
v Rebased  HI23 12:0343 0D Souce 120249113 10015 120.249.1.11 s0019 60019 EEB79710465E2AAST5 7675D 1ADASIE4
vReksed  H323 12:03:43 OO0 Sowce 120249113 10023 120.249.1.11 50023 60023 9741DCOCH06389DBEE7 CIDDIIBIAIEEC.
VRekased  H23 12:03:43 000 Souce  120248.1.13 10022 120.249.1.11 s0022 60022 ASBSZ606036664C577 12428080961 CEA
VRekased  H323 12:03:43 000100 Souce  120248.1.13 10021 120.249.1.11 son21 son2t 794889275 76DA0BSED 12EC1£16903C08
VRekased  Hz3  1z0m4z LoD souce 12024913 10020 120249111 so0z0 60020 75736 4BA2CEEASS 147 CBSDT0S 662561
v Relased  Ha23 12:03:42 0oL Soue  120249.1.13 10014 120,249,111 o014 60014 10618D97377444D-4B37F 146253577 7F
v Rekased  H323 120342 0oL Souce 120249113 10018 120.249.L.11 o018 60015 BEZDD210FF 2A8HABE1 20E763ECERCLE
gl | _l—I

Cal Sumaty | Call Flow | Cal Trace | CallMetrics | Aucio Summany | Audio Detais | Audio 005 | Videa Summay | Videa Detais | Data Detais | ATCP Sunmaiy | ATCR XA Summan | DTME Sunmany

Signaling | Value Audio | Value Video Value
Src Address 120.249.1,13 | [ Src Audio Channel 120.249.1,13:50516 | | 5rc video Channel 120.299.1,13:50518
ScE. 164 10002 | | 5rc Media Type 6723 | |5rc Media Type H.261
EE 20002 | [Src parket Count 27| [SrcPaket Count 07
St Average Jiter (ms) 0.727 | |Src Average Jiter (ms) 0.957
Dest Address. 120.249.1.11 Src Average Packet Interval (ms) 60,849 Src Average Packet Interval (ms) 66,774
DestE. 164 50002 | [Src Average Bandvidth (kbfs) 8.03¢ | |Sic verage Bandwickh (kbfs) 0.000
DestH.223 10 60002 | [ Src Parkets Lost 0| [sicpatetsLos: 0
St TOS/DSCP Flag Default (000000) | | 5rc TOS(DSCP Flag Defaul (000000)
Start Time Src Listering R Factor 83
Stop Time. Src Litening MOS Scare X
Duration Optimal Listening R Factor MOS Score: 83/3.95
Stream Qualty Index (501) A+ (100,00)
all Terminatar
Dest Audio Charrel 120.249.1.11:50716 | [ Dest viceo Charnel 120.249.1.11:50718
Gatekeeper Dest Media Type 6.7235.3k | | Dest edia Type H.263
Dest Patket Count 153| | Dest Padket Count 208
Recarding o Dest Average Jitter (ms) 1.089 Dest Average Jitter (ms) 0,810
Recarded Ho | | Dest Average Packet Interval (ms) 0.700 | [ Dest Average Packet Inkerv (ms) 66,362
Captured No | [Dest Average Bandwidth (kbfs) 5.423|  [Dest Average Bandwidth (kbfs) 0.000
Record Finame Dest Patkets Lost 0| |DestPadiets Lost 0
Capture Flename Dest TOSIDSCP Flag Default (000000) | | Dest TOSIDSCP Flag Defaul (000000)
Dest Litering R Factor 74
Dest Listening MOS Score 361
Optima Listening R Factor(MOS Score: 743,61
Stream Quality Index (5Q1) A+ (100.00)
Ready: For Help, press F1 [Session: 00:02:13 active Calls: 162 (Calls Completed; 112 [Bwo. Cal Rate: 0.642jser  [Evrors Detected: 0 [Eror Rate: 0.000%  Regstered: 0

The active calls view is designed to provide an in-depth view of each VolIP call
and its status. Each call is represented by an entry in the topmost report; the
entries are updated once every second. This view contains the following
columns:

Call Status: The current status of the call. These may be things such as
connecting, ringing, connected, error, etc.

Protocol: The values for this field are SIP or H.323.

Started: This is the time (local time) that the call was started.
Duration: The length of time the call is (or was) active.
Terminator: Which side of the call (Source or Destination) terminated the call.

Source Address: The address of the call initiator (caller).
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Source ID/E.164: The SIP user ID or H.323 E.164 alias of the caller.

Source Name/H.323 ID: The SIP display name or H.323 ID of the caller.

Destination Address: The address of the call receiver (party called).

Destination ID/E.164: The SIP user ID or H.323 E.164 alias of the party called.

Destination Name/H.323 ID: The SIP display name or H.323 ID of the party
called.

Call ID: The SIP or H.323 call ID associated with this call.

Reqistered With: The gatekeeper’s IP address for H.323 calls, or the Proxy’s IP
address for SIP calls.

Conference ID: The conference ID (H.323 calls only).
Each individual call has the following sub-views.

e Call Summary

e Call Flow (ladder diagram)
e Call Trace

e Call Metrics

e Audio Summary

e Audio Details

e Audio QoS

e Video Summary

e Video Details

e Data Details

e RTCP Summary

e RTCP XR Summary
e DTMF Summary

Note: To display information about a particular call, select it (click the call line) in
the call list. Whenever a call is selected, it will remain “locked” in the view for as
long as you wish to view its details.
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Call Summary

Call Summasy | Call Flow | CallTeace | CallMetrics | Audio Summany | Audio Detais | Audia G | Videa Summary | Video Detalls | Data Detais | RTCP Summary | RTCP XA Summary | DTME Summany |

Signaling

| Value Audio I Value Value

src Address
SIcE.164
SICH3Z3D

Dest Address
DestE.164
Dest H.3231D
Start Time
Stap Tive.
Duration

Call Terminator

Gatekeeper

120.249.1.13 120.249.1.13:50516 120,243.1,13:50518
1000z 6.7z Hz81

207

0,387

66,774

0.000

20002 227
0.727
120.249.1.11 60.843
50002 .03

60002 0 [
Defaul (000000) Defaul (100000)

12:04:41 63

3.95
Opti R Fact X
Stream Qualky Index (5Q1) A {100.00)
120,249, 1,11:50716 120,249, 1,11:50748
672353k H263
153 208
0,810
66,362
0.000

1089
90,709
5.423

588

[ 0
Defau (000000) | | Dest TOS/DSCP Flag Defauilt (000000)
74

ore 361
Opt R Factor/MOS Score 74[3.61
Stream Quality Index (51} A (100.00)

This sub-view provides a summary of the call elements including source and
destination addresses for signaling and media. There are three panes on this
sub-view.

Signaling Pane

Source Address: The IP address of the calling endpoint.

Source ID/Source E.164: The source ID (SIP) or E.164 (H.323) of the
calling endpoint.

Source Name/Source H.323 ID: The source name (SIP) or H.323 ID
(H.323) of the calling endpoint.

Destination Address: The IP address of the called endpoint.

Destination ID/E.164: The source ID (SIP) or E.164 (H.323) of the called
endpoint.

Destination Name/H.323 ID: The source name (SIP) or H.323 ID (H.323)
of the called endpoint.

Start Time: The time the first packet was seen on the network.

Stop Time: The time the last packet was seen on the network.

Duration: The difference between the start and stop time.

Call Terminator: The endpoint that terminated the call.
Proxy/Gatekeeper. The address of the proxy (SIP) or gatekeeper (H.323)
that participated in the call.

Recording: Whether or not the call is presently being recorded.
Recorded: Whether or not the call was recorded.

Captured: Whether or not the call was captured.

Record Filename: The file name of the record file.

Capture Filename: The file name of the capture file.
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Audio Pane

Source Audio Channel: The IP address and port of the calling endpoint.
Source Media Type: The type of codec being used to send the audio.
Source Packet Count: The number of packets sent on this channel.

Source Average Jitter (ms): The average jitter value (as calculated from
RFC 3550) for this channel.

Source Average Packet Interval (ms): The average inter-arrival time of
packets on this channel.

Source Average Bandwidth (kb/s): The average bandwidth, in kilobits per
second, calculated for this channel.

Source Packets Lost: The calculated number of packets lost by
subtracting the number of packets expected (using the sequence
numbers) minus the number actually received.

Source TOS/DSCP Flag: The value of the Type of Service (TOS) /
Differentiated Services Code Point (DSCP) flag in the IP header field.
Source Listening R Factor: The current Listening R factor for this media
stream.

Source Listening MOS Score: The current Listening MOS Score for this
media stream.

Optimal Listening R Factor / MOS Score: The highest scores that are
attainable for this codec.

Stream Quality Index: The ratio of the current R Factor and MOS score to
there optimal values.

Destination Audio Channel: The IP address and port of the called
endpoint.

Destination Media Type: The type of codec being used to send the audio.
Destination Packet Count: The number of packets sent on this channel.

Destination Average Jitter (ms): The average jitter value (as calculated
from RFC 3550) for this channel.

Destination Average Packet Interval (ms): The average inter-arrival time
of packets on this channel.

Destination Average Bandwidth (kb/s): The average bandwidth, in kilobits
per second, calculated for this channel.

Destination Packets Lost: The calculated number of packets lost by
subtracting the number of packets expected (using the sequence
numbers) minus the number actually received.

Destination TOS/DSCP Flag: The value of the Type of Service (TOS) /
Differentiated Services Code Point (DSCP) flag in the IP header field.
Destination Listening R Factor: The current Listening R factor for this
media stream.

Destination Listening MOS Score: The current Listening MOS Score for
this media stream.
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Optimal Listening R Factor / MOS Score: The highest scores that are

attainable for this codec.
Stream Quality Index: The ratio of the current R Factor and MOS score to
there optimal values.

Video Pane

Source Video Channel: The IP address and port of the calling endpoint.
Source Media Type: The type of codec being used to send the Video.

Source Packet Count: The number of packets sent on this channel.
Source Average Jitter (ms): The average jitter value (as calculated from
RFC 3550) for this channel.

Source Average Packet Interval (ms): The average inter-arrival time of
packets on this channel.

Source Average Bandwidth (kb/s): The average bandwidth, in kilobits per
second, calculated for this channel.

Source Packets Lost: The calculated number of packets lost by
subtracting the number of packets expected (using the sequence
numbers) minus the number actually received.

Source TOS/DSCP Flag: The value of the Type of Service (TOS) /
Differentiated Services Code Point (DSCP) flag in the IP header field.

Destination Video Channel: The IP address and port of the called
endpoint.

Destination Media Type: The type of codec being used to send the Video.
Destination Packet Count: The number of packets sent on this channel.
Destination Average Jitter (ms): The average jitter value (as calculated
from RFC 3550) for this channel.

Destination Average Packet Interval (ms): The average inter-arrival time

of packets on this channel.

Destination Average Bandwidth (kb/s): The average bandwidth, in kilobits
per second, calculated for this channel.

Destination Packets Lost: The calculated number of packets lost by
subtracting the number of packets expected (using the sequence
numbers) minus the number actually received.

Destination TOS/DSCP Flag: The value of the Type of Service (TOS) /
Differentiated Services Code Point (DSCP) flag in the IP header field.
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RTF DTHF

Call Gummary  Cal Flow | Call Trace | Call Metics | Audio Summary | Audic Details | Audia 0o | Video Summary | Video Detalls | Data Details | ATCP Summary | ATCPXA Surmary | DTMF Summary

INVITE sip:20015B120.249.0.112: 5060, cransport=UDF 3IF/2.0 o

Wia: SIP/2.0/TDP 120.249.0.136: 5060 hranch=z9hG4hK201012046202430

Mee-Forwards: 70

: "WinSIP 20" <zip:l00190120.249.0.151: 50605 tag=4d68-2045-ac
: "Dewice 207 <sip:200190120.249.0.112: 5060

(User-Agent: WinSIP/2.4.9

Call-ID: £966-37947216-0006-CallZ0

C3eq: 1 INVITE

Contact: "WiniIF 207 <zip:100180120.249.0.136:5060; transporc=UDF>

81low: INVITE,ACE,BYE,CANCEL,OPTIONS,UPDATE,REFER,NOTIFY, MESSAGE,

hccepr: application/sdp

lccept-Language: en

Content-Type: application/sdp

Content-Disposition: session

Content-Length: 341

il | ;lll

Length = 963 il
49 4E 56 49 54 45 20 73 69 70 34 32 30 30 31 39 INVITE sip:20019

40 31 32 30 ZE 32 34 33 2E 30 2E 31 31 32 34 35 [@120.249.0.112:5
30 36 30 3B 74 72 61 6 73 70 6F 72 74 3D 55 44 060;transpore=UD
50 20 53 49 50 2F 32 ZE 30 0D 04 56 63 &1 34 20 P SIP/2.0..Via:
53 43 50 2F 32 2E 30 2F 55 44 50 20 31 32 30 2E $IP/2.0/UDP 120.
32 34 39 2E 30 ZE 31 33 36 A 35 30 36 30 3B 62 249.0.136:5060;b
72 51 6E &3 65 3D Th 33 56 47 34 62 4B 32 30 51 ranch=zShG4bE20l

|

This sub-view provides a time-stamped ladder diagram view of the call flow
(signaling, media and media quality packets). Each “rung” in the ladder may be
highlighted to display the decoded packet in both ASCII and hexadecimal
representations.

Call Trace

Cal Summary | Cal Flow Gl Trace | Call Meics | Audio Summery | Audio Detais | Audic 0o | Videa Summary | Video Detais | Diata Dietais | RTCP Summary | RTCP 1A Summary | DTMF Summery

10:38:34.945757

10:38:35.100960
10:38:35.151830
10:38:35.304035
10:38:35.354632
10:38:35.514801
173830 SEE 7L
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120.249.0.112
120.249.0.112
120.249.0.112
120,249.0,151
120,249.0,151
120,249.0,151
120.249.0,136
120,249.0,151
120,249.0,136
120,249.0,136
120.249.0.112
120,249.0,136
120.249.0.112
120.249.0.112
120,249.0,136
120,249.0,136
120,249.0,136
120,249.0,136
120.249.0.136
120.249.0.136
120.249.0.136
120.249.0.136
120.249.0.136
120.249.0.136
190 240 0 126

5060
20010
20010
20010

5060

5060

5060
20008

5060
40068
40068
40068
40068
40068
40068
40068
40068
40068
40068
40065
40063
40063
40063
40063
40063
annes

SIP
SIP
SIP
SIP
SIP
SIP
SIP
SIP
SIP
RTP
RTP
RTP
RTP
RTP
RTP
RTP
RTP
RTP
RTP
RTP
RTP
RTP
RTP
RTP
RTP
oTo

Port. | Protocol | Method
[ 0005 TS1P -~ TIRVITE

INVITE
INVITE
INVITE
INVITE
INVITE
INVITE
INVITE
ACK

ACK

Request
Response
Response
Response
Response
Response
Response
Request

Request

Trying
Ringing
oK

Trying
Ringing
oK

120,249.0.151
120,249.0.151
120,249.0.136
120,249.0.136
120,249.0.136
120,249.0.151
120.249.0.112
120,249.0.112
120,249.0.112
120,249.0.136
120,249.0.112
120,249.0.136
120,249.0.136
120,249.0.112
120,249.0.112
120,249.0.112
120,249.0.112
120.249.0.112
120.249.0.112
120.249.0.112
120.249.0.112
120.249.0.112
120.249.0.112
190 2800 197

TNVITE sip:20017@120.249.0.112: 5060 transport=UDP SIP/2.0 -
Wia: SIP/2.0/UDP 120.249.0.136: 5060 branch-zShG4bK2000320422024%
Max-Forvards: 70

"in$IP 1" <sip:l0017BLZ0.249.0.151: S060> rtag=415a-eadc-53
evice 18" <sip:z0017B120.249.0,112: 5060>

User-igent: WinSIP/Z.4.9

Call-ID: 1748-38313437-000c-Callls

Cieq: 1 INVITE

Contact: "WinSIP 18" <sip:100170120.249.0.136: 5060  transpore=UDE>
Allow: INVITE,ACK,BYE,CANCEL,O0PTIONS ,UPDATE ,REFER, NOTIFY, MESSAGE
Accept: application/sdp

Accepr-Language: =n

Content-Type: application/sdp

Content-Disposition: session

Content-Length: 341

il | _vllI

Length = 968 i’
49 4F 56 49 54 45 20 73 69 70 34 32 30 30 31 37 INVITE sip:20017

40 31 32 30 ZE 3z 34 39 ZE 30 2E 31 31 32 3A 35 @120.249.0.112:5
30 36 30 3B 74 7z 61 6E 73 70 €F 72 74 3D 55 44 D60;transport=UD
50 20 53 48 50 2F 32 2E 30 OD 0A 56 6% 61 34 20 F SIF/2.0..Via:
53 45 50 3F 3z 2E 30 2F 55 44 50 20 31 32 30 2E SIP/2.0,/UDP 130.
32 34 39 2E 30 2E 31 33 36 34 35 30 36 30 3B 62 249.0.136:5060:b
72 61 6E 63 68 3D 7h 33 68 47 34 62 4B 32 30 30 ranch-zShG4bRZ00

|

This sub-view provides a time stamped protocol specific display of the call flow
(signaling, media and media quality packets). Each entry in the report may be
highlighted to display the decoded packet in both ASCII and hexadecimal

representations.
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Call Metrics

Protocol [ Packets | Bytes
4032 762,257

This sub-view provides a summary of the call elements including metric
measurements for response times and signaling interval and packets and byte
counts analyzed by each protocol layer.

Initial Response Time: The length of time it took for the first message that
was sent by the calling endpoint to be acknowledged by the called
endpoint or proxy/gatekeeper.

Post-Dial Delay: The length of time from the start of the call until the start
of the ring.

Ring Duration: The length of time the call was ringing.

Time to Answer: The length of time from the start of the call until it was
answered.

Time to Connect: The length of time it took for the call to be connected.
Teardown Time: The length of time it took for the call close sequence to
take place.

Time to Connect: The length of time from when the call was connected
until the close sequence started.

End to End Time: The length of time from the start of the call until it was
completed.

Signal Latency: The length of time it took for the call to connect plus
disconnect.

Source Audio Delay: The length of time from when the call was
connected until the first source audio packet was sent.

Source Video Delay: The length of time from when the call was
connected until the first source video packet was sent.

Destination Audio Delay: The length of time from when the call was
connected until the first destination audio packet was sent.

Destination Video Delay: The length of time from when the call was
connected until the first destination video packet was sent.

Time to Admit (H.323): The length of time it took for the gatekeeper to
acknowledge the ARQ message.
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Audio Summary

Call Summary | Call Flow | CallTracs | Call Metics Audio Summary | Audio Details | Audia 0o | Video Summary | Video Detals | Data Detaiks | RTEP Summary | ATCP A Summary | DTHF Summary

This view provides jitter and latency measurements for the audio stream being
sent by the calling and called parties. Included with the graphical representations
of jitter and latency are the high low and current values for each as well as the
stream type, the sender’s IP address and port, the receiver’s IP address and
port, the number of packets lost and the DTMF sequences if present within the
stream (RFC 2833 section 3 Named Telephony Events).

Audio Details
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This sub-view provides summary information including jitter and interval
measurements for the audio streams. The high, low and current values for each
stream as well as the stream type, the sender’s IP address and port, the
receiver’s IP address and port, the number of packets lost and the DTMF
sequences if present within the stream (RFC 2833 section 3 Named Telephony
Events). This sub-view contains two panes.
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Metrics Pane

Source Jitter (ms): The average, low, and high jitter measurements
calculated for the source audio stream.

Occurred at:: The time, relative to the start of the call, that the high and
low source jitter values were calculated.

Destination Jitter (ms): The average, low, and high jitter measurements
calculated for the destination audio stream.

Occurred at:: The time, relative to the start of the call, that the high and
low destination jitter values were calculated.

Average Source Packet Interval (ms): The average, low, and high inter-
arrival time of packets on the source audio stream.

Occurred at:: The time, relative to the start of the call, that the high and
low source packet interval values were calculated.

Average Destination Packet Interval (ms): The average, low, and high
inter-arrival time of packets on the destination audio stream.

Occurred at:: The time, relative to the start of the call, that the high and
low destination packet interval values were calculated.

Average Source Bandwidth: The average, low, and high bandwidth, in
kilobits per second, calculated for the source audio stream.

Occurred at:: The time, relative to the start of the call, that the high and
low source bandwidth values were calculated.

Average Destination Bandwidth: The average, low, and high bandwidth,
in kilobits per second, calculated for the destination audio stream.
Occurred at:: The time, relative to the start of the call, that the high and
low destination bandwidth values were calculated.

Parameters Pane

Address: The IP addresses for the source and destination channels.
Port: The port numbers for the source and destination channels.

Media Type: The codec type for the source and destination channels.
SSRC: The synchronization source for the source and destination
channels.

Audio/Packet (ms): The length of audio time contained in each packet for
the source and destination channels.

Frames/Packet: The number of audio frames contained in each packet for
the source and destination channels.

Total Packets: The number of packets counted for the source and
destination channels.

Packets Lost: The calculated number of packets lost by subtracting the
number of packets expected (using the sequence numbers) minus the
number actually received for the source and destination channels.
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Early Packets: The number of packets considered early as configured on
the Edit Menu | Settings | Advanced Tab for the source and destination
channels.

Late Packets: The number of packets considered late as configured on
the Edit Menu | Settings | Advanced Tab for the source and destination
channels.

DTMF Events: The value of the DTMF digits (RFC 2833) for the source
and destination channels.

Current Bandwidth (kb/s): The bandwidth, in kilobits per second,
calculated during the last second for the source and destination channels.

Longest Packet Loss Burst: The count of the longest sequence of lost
packets for the source and destination channels.

Total Payload Bytes: The number of bytes in the payload portion of the
packet for the source and destination channels.

Audio QoS

ummany | Call Flow | Cal Trace | Call

This sub-view provides a real-time display of the R-factor and MOS scores for
each stream. The R-factor/MOS scoring feature is a non-intrusive measurement
technique available for the WinEyeQ call monitor. WinEyeQ passively measures
the characteristics of live VolP calls and reports quality scores in realtime. The
algorithm used to obtain the R-Factor/MOS quality scores accurately models the
way that time-varying impairments, most notably burst packet loss and possible
jitter buffer discards, affect perceived speech quality. This sub-view has three
panes.

Listening R Factor Pane

This pane displays the source audio (upper) and destination audio (lower)
Listening R Factors in real-time.
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Listening MOS Score Pane

This pane displays the source audio (upper) and destination audio (lower)
Listening MOS Scores in real-time.

Metrics Pane

Optimal Listening R Factor: The highest score that is attainable for this
codec.

Actual Listening R Factor: The current value of the Listening R Factor for
the source and destination audio streams.

Conversational R Factor: The current value of the Conversational R
Factor for the source and destination audio streams.

Optimal Listening MOS Score: The highest score that is attainable for this
codec.

Actual Listening MOS Score: The current value of the Listening MOS
Score for the source and destination audio streams.

Conversational MOS Score: The current value of the Conversational
MOS Score for the source and destination audio streams.

P.862 Raw MOS Score: The current value of the P.862 Raw MOS Score
for the source and destination audio streams.

Stream Quality Index: The ratio of the current R Factor and MOS score to
their optimal values.

Packet Loss Rate (%): The total number packets that were lost divided by
the total number of packets that were received.

Burst Packet Loss Rate (%): The packet loss rate encountered for burst
conditions for the source and destination audio streams.

Good Packets: The number of packets received from the source and
destination audio streams.

Lost Packets: The number of network lost packets from the source and
destination audio streams.

Discarded Packets: The number of discarded packets due to excessive
delay or extremely early arrival detected for the source and destination
audio streams.

Media Type: The codec type for the source and destination audio
streams.

Jitter Buffer Minimum Delay (ms): The minimum jitter buffer emulator
delay in milliseconds occurring during a call for the source and destination
audio streams.

Jitter Buffer Maximum Delay (ms): The maximum jitter buffer emulator
delay in milliseconds occurring during a call for the source and destination
audio streams.

Jitter Buffer Average Delay (ms): The average jitter buffer emulator delay
in milliseconds occurring during a call from the source and destination
audio streams.

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved 66



WinEyeQ User’s Guide

Jitter Buffer Current Delay (ms): The current jitter buffer emulator delay in

milliseconds from the source and destination audio streams.

Jitter Buffer Mode: The type of jitter buffer (adaptive of fixer) being used
for the source and destination audio streams. Thisis configured on the
Edit Menu | Settings | QoS Tab.

The quality scores for MOS range from 0O to 4.5 and the R factor measurements
range from 0 to 105 depending on codec type. The guidelines for interpreting the
R-factor and MOS scores are shown in the table below for the G.711 codec:

Desirability Scale R-factor Range MOS Range
Desirable 94 - 80 44-4,0
Acceptable 80 -70 4.0-3.6
Reach Connection 70 -50 3.6-2.6

Not recommended 50-0 26-0

Video Summary

This view provides jitter and latency measurements for the video stream being
sent by the calling and called parties. Included with the graphical representations
of jitter and latency are the high low and current values for each stream, as well
as the stream type, the sender’s IP address and port, the receiver’s IP address
and port, the number of packets lost, the bandwidth consumption, the number of
pictures detected, and the picture rate.
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Video Details

Call Summary | Call Flow| Call Trace | Call Metries | Audio Summary | Audio Detais | Auio Qo5 | Video Summary Video Detais | DataDetais | RTCP Summary | RTCRXR Summany | DTMF Summary
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This sub-view provides summary information including jitter and interval

measurements for the video streams. The measurements include high, low, and

current values for each stream. As well as the stream type, the sender’s IP

address and port number, the receiver’s IP address and port number, the

packets lost, the number of pictures detected, and the picture rate. This sub-

view contains two panes.

Metrics Pane

Source Jitter (ms): The average, low, and high jitter measurements
calculated for the source video stream.

Occurred at:: The time, relative to the start of the call, that the high and
low source jitter values were calculated.

Destination Jitter (ms): The average, low, and high jitter measurements
calculated for the destination video stream.

Occurred at:: The time, relative to the start of the call, that the high and
low destination jitter values were calculated.

Average Source Packet Interval (ms): The average, low, and high inter-
arrival time of packets on the source video stream.

Occurred at:: The time, relative to the start of the call, that the high and
low source packet interval values were calculated.

Average Destination Packet Interval (ms): The average, low, and high
inter-arrival time of packets on the destination video stream.

Occurred at:: The time, relative to the start of the call, that the high and
low destination packet interval values were calculated.

Average Source Bandwidth: The average, low, and high bandwidth, in
kilobits per second, calculated for the source video stream.

Occurred at:: The time, relative to the start of the call, that the high and
low source bandwidth values were calculated.
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Average Destination Bandwidth: The average, low, and high bandwidth,

in kilobits per second, calculated for the destination video stream.
Occurred at:: The time, relative to the start of the call, that the high and
low destination bandwidth values were calculated.

Parameters Pane

Address: The IP addresses for the source and destination channels.
Port: The port numbers for the source and destination channels.
Media Type: The codec type for the source and destination channels.
SSRC: The synchronization source for the source and destination
channels.

Total Packets: The number of packets counted for the source and
destination channels.

Packets Lost: The calculated number of packets lost by subtracting the
number of packets expected (using the sequence numbers) minus the
number actually received for the source and destination channels.
Early Packets: The number of packets considered early as configured on
the Edit Menu | Settings | Advanced Tab for the source and destination
channels.

Late Packets: The number of packets considered late as configured on
the Edit Menu | Settings | Advanced Tab for the source and destination
channels.

Pictures: The number of picture start codes counted for the source and
destination channels.

Picture Rate: The number of pictures per second calculated for the
source and destination channels.

Current Bandwidth (kb/s): The bandwidth, in kilobits per second,
calculated during the last second for the source and destination channels.
Longest Packet Loss Burst: The count of the longest sequence of lost
packets for the source and destination channels

Total Payload Bytes: The number of bytes in the payload portion of the
packet for the source and destination channels.
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Data Details

Call Surmmary | Cal Flow | Call Trace | Cal Metics | Ausio Summany | Sudio Detais | Sudio @05 | Wideo Summary | ideo Detais  Data Detalls | RTCP Summany | RTCP R Summans | DTMF Summary
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This sub-view provides summary information including interval measurements for
the data streams, the high, low and current values for each stream as well as the
stream type, the sender’s IP address and port, the receiver’s IP address and
port, and the number of packets lost. There are two panes on this sub-view.

Metrics Pane

Average Source Packet Interval (ms): The average, low, and high inter-
arrival time of packets on the source video stream.

Occurred at:: The time, relative to the start of the call, that the high and
low source packet interval values were calculated.

Average Destination Packet Interval (ms): The average, low, and high
inter-arrival time of packets on the destination video stream.

Occurred at:: The time, relative to the start of the call, that the high and
low destination packet interval values were calculated.

Average Source Bandwidth: The average, low, and high bandwidth, in
kilobits per second, calculated for the source video stream.

Occurred at:: The time, relative to the start of the call, that the high and
low source bandwidth values were calculated.

Average Destination Bandwidth: The average, low, and high bandwidth,
in kilobits per second, calculated for the destination video stream.
Occurred at:: The time, relative to the start of the call, that the high and
low destination bandwidth values were calculated.
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Parameters Pane

Address: The IP addresses for the source and destination channels.
Port: The port numbers for the source and destination channels.
Media Type: The codec type for the source and destination channels.

SSRC: The synchronization source for the source and destination
channels.

Total Packets: The number of packets counted for the source and
destination channels.

Packets Lost: The calculated number of packets lost by subtracting the
number of packets expected (using the sequence numbers) minus the
number actually received for the source and destination channels.
Current Bandwidth (kb/s): The bandwidth, in kilobits per second,
calculated during the last second for the source and destination channels.
Longest Packet Loss Burst: The count of the longest sequence of lost
packets for the source and destination channels

Total Payload Bytes: The number of bytes in the payload portion of the
packet for the source and destination channels.
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RTCP Summary

Call Summany | CallFlow | Cal Trace | Calletics | Audio Summary | Audio Detal | Auio B0 | Videa Suvmary | Video Detat| Data Detale - RTCP Sunmary | RTCP XA Summany | DTMF Summan |
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120.249.0,150:26593 120.249.0.150:26595 er Address 120,249.49.11:29883 120.749.49.11:29891

This sub-view provides summary information that has been gathered from the
RTCP packets that WinEyeQ has analyzed for the audio and video streams that
have been sent by both endpoints of the call. This sub-view has two panes that
are identical except for source and destination.

RTCP Channel Summary Pane

Sender Address: The IP address and port number of the sending RTCP
channel.

Receiver Address: The IP address and port number of the receiving
RTCP channel.

Sender Reports: The number of RTCP Sender Reports sent.

Receiver Reports: The number of RTCP Receiver Reports sent.

SDES: The number of RTCP SDES Reports sent.

Bye Reports: The number of RTCP Bye Reports sent.

Application Reports: The number of RTCP Application Reports sent.
Senders Packet Count: The total number of RTP data packets transmitted
by the sender since starting transmission.

Senders Byte Count: The total number of payload octets transmitted in

RTP data packets by the sender since starting transmission.

Reported Jitter (ms): The jitter measurement calculated on the stream
being received from the other endpoint.

Delay Since Last SR (sec): The delay, expressed in units of 1/65536
seconds, between receiving the last SR packet from the remote endpoint
and sending this reception report block.

Reported Packets Lost: The total number of RTP data packets from the
remote endpoint that have been lost since the beginning of reception.
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Highest Sequence Number: The low 16 bits contain the highest sequence

number received in an RTP data packet from the remote endpoint, and the
most significant 16 bits extend that sequence number with the
corresponding count of sequence number cycles.

Fraction Lost (%): The fraction of RTP data packets from the remote
endpoint lost since the previous SR or RR packet was sent, expressed as
a fixed point number with the binary point at the left edge of the field.
Canonical Name: A unique end-point identifier.

Name: The real name used to describe the source.

E-Mail Address: The email address is formatted according to RFC 2822.
Phone Number: The phone number (should be formatted with the plus
sign replacing the international access code).

Location: The geographic user location.

Tool: The application or tool name.

Note: This is intended for transient messages describing the current state
of the source.

Private: This item is used to define experimental or application-specific
extensions.
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RTCP XR Summary

Call Summary | Call Flow| Call Trace | Call Metries | Audio Summary | Audio Detais | Auio Qo5 | video Summary | Viden Detaiks | DataDetaik | RTCP Summary  RTCPXR Summany | DTMF Summary
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This sub-view provides summary information that has been gathered from the
RTCP XR packets that WinEyeQ has analyzed for the audio and video streams
that have been sent by both endpoints of the call. This sub-tab has two panes
that are identical.

RTCP XR Channel Summary

Sender Address: The IP address and port number of the sending RTCP
channel.

Receiver Address: The IP address and port number of the receiving
RTCP channel.

Extended Reports: The number of RTCP Extended Reports sent.

Loss Rate (%): The fraction of packets lost since the beginning of the call.
Discard Rate (%): The fraction of packets discarded since the beginning
of the call.

Average Burst Density (%): The fraction of packets within burst periods
since the beginning of the call.

Average Gap Density (%): The fraction of packets within gap periods
since the beginning of the call.

Average Burst Duration (ms): The mean duration, in milliseconds, of the
burst periods since the beginning of the call.

Average Gap Duration (ms): The mean duration, in milliseconds, of the
gap periods since the beginning of the call.

Round Trip Delay (ms): The most recently calculated round-trip delay, in
milliseconds.

End System Delay (ms): The most recently estimated end system delay,
in milliseconds.
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Signal Level (db): The relative speech signal level expressed as the ratio
of the signal level to a 0 dBmO reference.

Noise Level (db): The relative silence period noise level expressed as the
ratio of the background noise level to a 0 dBmO reference.

Residual Echo Return Loss (db): The residual echo return loss as the
sum of the measured echo return loss (ERL) and the echo return loss
enhanced (ERLE) of the echo canceller, expressed in dB.

Gap Threshold: The gap threshold, in packets.

R Factor: The voice quality metric for the call channel as measured in the
monitored network segment.

External R Factor: The voice quality metric for the call channel as
measured in an external monitored network segment.

Listening MOS: The estimated mean opinion listening quality score for the
call channel.

Conversational MOS: The estimated mean opinion conversational quality
score for the call channel.

Packet Loss Concealment: The packet loss concealment capabilities.
Jitter Buffer Adaptive: Adaptive or non-adaptive.

Jitter Buffer Rate: This represents the implementation specific adjustment
rate of a jitter buffer in adaptive mode.

Jitter Buffer Nominal Delay (ms): The current nominal jitter buffer delay, in

milliseconds.

Jitter Buffer Max Delay (ms): The maximum jitter buffer delay, in
milliseconds, recorded for the call.

Jitter Buffer Absolute Max Delay (ms): The absolute maximum delay, in
milliseconds, the jitter buffer can ever introduce to the call channel packet
stream.

DTMF Summary
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This sub-view provides a detailed and organized tabular display for the active
DTMF transmissions that occur during a call for both the source and destination
side of the calls.
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v Relssed  H3Z3  09:28:13 OO0 Souce  120.243.4.11 1010 120.249.49.21 010 CF813189CB0FTF 6757 ZZDSBABFTF 1671

v Rebased  HI23 09:28:3 D000 Souce 1202484011 1008 120.249.49.21 2008 (CCI62453842F84 1686 TEBOEEF2CE9AFE

vRelsed  H323 09:28:13 D000 Sece 1202484011 1007 120.249.49.21 2007 7EBDIDEE4C12CH6GAB4BA2ZDEEF4IDA

v Rekased  H323 09:28:13 D0OL00  Soce  120.248.40.11 1005 120.249.49.21 2006 E4442F363D31FSAERECE0B3C0C5 29300 |7

VRekased  H323  03:28:13 000100 Sorce  120.243.40.11 1005 120.249.49.21 2005 018552555 342E 79BEAABCESIDDBESIA

VRekased  Hz3  omzEs o0 sauce  12024%.4e.1 1004 120.249.49.21 2004 603DEB0G038432B121450C 3631 SDEESD

v Relased  Ha23 092812 OO0l Souce 120,249,491 1003 120.249.49.21 2008 DOBDOS 296523257 H4BESADERII0D1

v Reased  H323 092817 OO0 Souce  120.243.49.11 1002 120.249.49.21 2002 E2D29633FT0E0S4336FFOS0B39895C 05

v Relessed  H3z3 0322 OO0 Souce  120.243.4.11 1001 120.249.49.21 2001 AEZASEDBENS3AS1 G4EE4FCACECDBIETD

v Rebased | HI23 0%:2miz D000 Souce 1202484011 1000 120.249.49.21 2000 CZBACS4 1D04CIZAESFEC CBTRI5116CHS

 Completed  SIP 09:27:37 000100 Sowce  120.249.49.10 1009 “WinsiP 20" 120,249 49.20 20019 “Device 20° 9865-34057328-0005-Cal20

 Conpleted  SIP 09:27:37 D0OLO0  Sorce  120.248.40.10 10018 120.249.49.20 20018 "Device 19" 260b-34057281-000a-Cal19

 Conpleted  SIP 08:27:37 000100 Sorce  120.243.48.10 10017 120.249.49.20 20017 "Device 18" 9106-34057234-000a-Cal18

 Completed  SIP 0927337 0O0L0  Souce  120.249.49.10 1008 120.249.49.20 20016 "Devie 17" 88da-34057167-000-Cal17

v Completed  SIP 0927337 000L00 Sourcs 120.249.49.10 10015 120,249 49.20 20015 Device 16 708340571 40-000a-Cal 16

v Completed  SIP 09:27:37 000100 Source  120.249.49.10 10014 120,243 49.20 20014 “Devie 15" dh73-34057075-000a-Call15 _'_I

i}

Cal Summaty | Call Flow | Cal Trace | CallMetrics | Audo Detais | Audia 005 | Video Detais | Data Detais | ATCP Summery | ATCP A Summay | DTME Sunmay |

Signaling | Valie Audio | Value Video Value

Src Address 120.249.43.11 | [ 5rc Audio Channel 120.249.49.13:25176 | [ Src video Charel 120.249.49.11:25L78

ScE. 164 1004 | |Src Media Type 6723 | | 5rc Media Type H.263

EE Sic Patket Count 1,000| | Src Packet Count o0
St Average Jiter (ms) 0.595 | |Src Average Jiter (ms) 0,575

Dest Address. 120.249.49.21 Src Average Packet Interval (ms) 60,051 Src Average Packet Interval (ms) 66,074

DestE. 164 2004 | | 5rc Average Bandhuickh {kbis) 8.095 | |Src verage Bandwickh (kbfs) 8.857

Src Packets Lost
Sc TOS{DSCP Flag

[
Defautt (000000)

Start Time Src Listering R Factor
Stop Time Src Listening MOS Score 3.95
Duration Src Conversational R Factor 82
St Conversational MOS Score 3.1
all Terminator Source | | Siream Qualty Index (501) A+ (100.00)
Dest Uideo Channel 120.249.49.21:25178
Gatekeeper Dest Audio Charel 120.249.49.21:25176 | [est media Type H.263
Dest Media Type. 729 | |Dest Patket 03
Call score At 99533 | | DestPacket Count 1,000 | | Dest Average Jiter (ms) 0,873
Signaling Seore A+ 99517 | [Dest Average Jitter (ms) 1815 | | Dest Average Packet Interval (ms) 66.078
Medi 5t A+ 99,537 | [Dest Average Packet Interval (ms) 60.058 | [ Dest Average Bandwidth (kbfs) 8.856
Src Aud Score A+ 99,735 | [Dest Average Bandwidth (kbfs) 6.036 | [Dest Packets Lost 0
Dest Aud Score A 99,532 | [Dest Packets Lost 0| |oestTOS/DSCP Flag Defaul (000000)
Sre vid Score A+ 99,508 | [Dest TOS/DSCP Flag Defaul (00000D)
Dest vid Score A+ 99.275 | [ Dest Listening R Factor 83
Dest Listening MOS Score 3.35
Record Flename Dest Conversational R Factor 2
Caphure Fiename Dest Canversational MOS Score 391
Stream Qualty Inde (501) A+ (100.00)

Ready: For Help, press F1 [Session: 00:09:22 active Calls 41 (Calls Completed: 340 [Avo. Call Rate: 0. 615fser  Erors Detected: 0 [Error Rate: 0.000%  [Registered: 0

The recent calls view is designed to provide an in-depth view of each recent VoIP
call and its status. Each call is represented by an entry in the topmost report; the
list is updated as the calls are removed from the active calls view.

This view contains the following columns:

Call Status: The current status of the call. These may be things such as
connecting, ringing, connected, error, etc.

Protocol: The values for this field are SIP or H.323.

Started: This is the time (local time) that the call was started.
Duration: The length of time the call is (or was) active.

Terminator: Which side of the call (Source or Destination) terminated the call.

Source Address: The address of the call initiator (caller).
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Source ID/E.164: The SIP user ID or H.323 E.164 alias of the caller.

Source Name/H.323 ID: The SIP display name or H.323 ID of the caller.

Destination Address: The address of the call receiver (party called).

Destination ID/E.164: The SIP user ID or H.323 E.164 alias of the party called.

Destination Name/H.323 ID: The SIP display name or H.323 ID of the party
called.

Call ID: The SIP or H.323 call ID associated with this call.

Reqistered With: The gatekeeper’s IP address for H.323 calls, or the Proxy’s IP
address for SIP calls.

Conference ID: The conference ID (H.323 calls only).

Each individual call has the following sub-views.

Call Summary

Call Flow (ladder diagram)
Call Trace

Call Metrics

Audio Details

Audio QoS

Video Details

Data Details

RTCP Summary
RTCP XR Summary
DTMF Summary
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Call Summary

CallSummary | CallFlow | Call Trace | Call Metics | Audio Detais | Audio oS | Videa Detaik | Data Detaik | DTMF Summary |

Signaling I Value | Value

Value

Src Address
SICE. 164
SrcH.323 1D

120.248.49.11 120.249.49.11:25176
1004 6723

1,000

0.505

60.061

2.035

Dest Address
DestE. 164
et

120.248.49.21
2004

[

Default (100000)
09:20:12 5
02112
00:01:00

kX
At (100.00)
120,249.49.21:25176
G.729

At 9956
99.517
99.557
99.735
99.532
99.508
99.275

1,000
1815
60.058
8.038

S

P
TRRRETY

[
Defaut (100000)
3

05 Score
tream Quality Index (5QT) At (100.00)

120.249.49.11:25178
H.263

903
0575
6.074
8.857

0
Default (000000}

120,249,49,21:25178
H.263

09

079

66.078

.85

[
Defaul (000000)

This sub-view provides a summary of the call elements including source and
destination addresses for signaling and media. There are three panes on this

sub-view.

Signaling Pane

Source Address: The IP address of the calling endpoint.

Source ID/Source E.164: The source ID (SIP) or E.164 (H.323) of the

calling endpoint.

Source Name/Source H.323 ID: The source name (SIP) or H.323 ID

(H.323) of the calling endpoint.
Destination Address: The IP address of the called endpoint.

Destination ID/E.164: The source ID (SIP) or E.164 (H.323) of the called

endpoint.

Destination Name/H.323 ID: The source name (SIP) or H.323 ID (H.

of the called endpoint.

Start Time: The time the first packet was seen on the network.
Stop Time: The time the last packet was seen on the network.
Duration: The difference between the start and stop time.

Call Terminator: The endpoint that terminated the call.

323)

Proxy/Gatekeeper. The address of the proxy (SIP) or gatekeeper (H.323)

that participated in the call.
Call Score: Please see Appendix C for scoring details.
Signal Score: Please see Appendix C for scoring details.

Media Score: Please see Appendix C for scoring details.
Source Audio Score: Please see Appendix C for scoring details.

Destination Audio Score: Please see Appendix C for scoring details.

Source Video Score: Please see Appendix C for scoring details.

Destination Video Score: Please see Appendix C for scoring details.

Record Filename: The file name of the record file.
Capture Filename: The file name of the capture file.

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved
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Audio Pane

Source Audio Channel: The IP address and port of the calling endpoint.
Source Media Type: The type of codec being used to send the audio.
Source Packet Count: The number of packets sent on this channel.
Source Average Jitter (ms): The average jitter value (as calculated from
RFC 3550) for this channel.

Source Average Packet Interval (ms): The average inter-arrival time of
packets on this channel.

Source Average Bandwidth (kb/s): The average bandwidth, in kilobits per
second, calculated for this channel.

Source Packets Lost: The calculated number of packets lost by
subtracting the number of packets expected (using the sequence
numbers) minus the number actually received.

Source TOS/DSCP Flag: The value of the Type of Service (TOS) /
Differentiated Services Code Point (DSCP) flag in the IP header field.
Source Listening R Factor: The current Listening R factor for this media
stream.

Source Listening MOS Score: The current Listening MOS Score for this
media stream.

Source Conversational R Factor: The current Conversational R factor for
this media stream.

Source Conversational MOS Score: The current Conversational MOS
Score for this media stream.

Stream Quality Index: The ratio of the current R Factor and MOS score to
there optimal values.

Destination Audio Channel: The IP address and port of the called
endpoint.

Destination Media Type: The type of codec being used to send the audio.
Destination Packet Count: The number of packets sent on this channel.
Destination Average Jitter (ms): The average jitter value (as calculated
from RFC 3550) for this channel.

Destination Average Packet Interval (ms): The average inter-arrival time
of packets on this channel.

Destination Average Bandwidth (kb/s): The average bandwidth, in kilobits
per second, calculated for this channel.

Destination Packets Lost: The calculated number of packets lost by
subtracting the number of packets expected (using the sequence
numbers) minus the number actually received.

Destination TOS/DSCP Flag: The value of the Type of Service (TOS) /
Differentiated Services Code Point (DSCP) flag in the IP header field.
Destination Listening R Factor: The current Listening R factor for this
media stream.
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Destination Listening MOS Score: The current Listening MOS Score for

this media stream.

Destination Conversational R Factor: The current Conversational R factor
for this media stream.

Destination Conversational MOS Score: The current Conversational MOS
Score for this media stream.

Stream Quality Index: The ratio of the current R Factor and MOS score to
there optimal values.

Video Pane

Source Video Channel: The IP address and port of the calling endpoint.
Source Media Type: The type of codec being used to send the Video.
Source Packet Count: The number of packets sent on this channel.

Source Average Jitter (ms): The average jitter value (as calculated from
RFC 3550) for this channel.

Source Average Packet Interval (ms): The average inter-arrival time of
packets on this channel.

Source Average Bandwidth (kb/s): The average bandwidth, in kilobits per
second, calculated for this channel.

Source Packets Lost: The calculated number of packets lost by
subtracting the number of packets expected (using the sequence
numbers) minus the number actually received.

Source TOS/DSCP Flag: The value of the Type of Service (TOS) /
Differentiated Services Code Point (DSCP) flag in the IP header field.
Destination Video Channel: The IP address and port of the called
endpoint.

Destination Media Type: The type of codec being used to send the Video.
Destination Packet Count: The number of packets sent on this channel.

Destination Average Jitter (ms): The average jitter value (as calculated
from RFC 3550) for this channel.

Destination Average Packet Interval (ms): The average inter-arrival time
of packets on this channel.

Destination Average Bandwidth (kb/s): The average bandwidth, in kilobits
per second, calculated for this channel.

Destination Packets Lost: The calculated number of packets lost by
subtracting the number of packets expected (using the sequence
numbers) minus the number actually received.

Destination TOS/DSCP Flag: The value of the Type of Service (TOS) /
Differentiated Services Code Point (DSCP) flag in the IP header field.
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Call Flow

Call Gummary  Cal Flow | Call Trace | Call Metics | Audio Summary | Audic Details | Audia 0o | Video Summary | Video Detalls | Data Details | ATCP Summary | ATCPXA Surmary | DTMF Summary

| |TIWITE sip:20015@120.249.0.112:5060; cranspore=UDPF SIF/Z.0 o
Wia: SIP/2.0/TDP 120.249.0.136: 5060 hranch=z9hG4hK201012046202430
Mee-Forwards: 70

From: "WinSIP 207 <zip:100190120.249.0.151:5060>; tag=4d68-2045-ac
To: "Dewice 207 <sip:200190120.249.0.112: 5060

(User-Agent: WinSIP/2.4.9

Call-ID: £966-37947216-0006-CallZ0

C3eq: 1 INVITE

Contact: "WiniIF 207 <zip:100180120.249.0.136:5060; transporc=UDF>
81low: INVITE,ACE,BYE,CANCEL,OPTIONS,UPDATE,REFER,NOTIFY, MESSAGE,
hccepr: application/sdp

lccept-Language: en

Content-Type: application/sdp

Content-Disposition: session

Content-Length: 341

il | ;lll

Length = 968 il
RTF DTH 43 4F 56 49 54 45 20 73 69 70 3A 32 30 30 31 39 INVITE sip:20019
e 40 31 32 30 2E 32 34 39 2E 30 2E 31 31 32 34 35 §120.249.0.112:5
' 30 36 30 3B 74 72 61 6E 73 70 6F 72 74 3D 55 44 060;rtranspore=UD
RTF 50 20 53 49 50 3F 32 2E 30 OD 0A 56 69 61 34 20 P SIP/2.0..Vi
P DTMF Di 53 49 50 2F 32 2E 30 2F 55 44 50 20 31 32 30 2E SIP/2.0/UDP 120,
PR 3z 34 39 2E 30 ZE 31 33 36 3A 35 30 36 30 3B 62 249.0.136:5060;h
72 61 6E 63 65 3D 7h 39 66 47 34 62 4B 32 30 31 ranch=zOhG4bEZ01

This sub-view provides a time-stamped ladder diagram view of the call flow
(signaling, media and media quality packets). Each “rung” in the ladder may be
highlighted to display the decoded packet in both ASCII and hexadecimal
representations.

Call Trace

CallSummary | Call Flow  Call Tiace | Call Metiios | Audio Summery | Audio Dstais | Audio (o5 | Video Summary | Vidsa Dtails | Data Dstais | RTCP Summery | RTCP iR Summany | DTMF Suramany

Source P INVITE sip:200178120.249.0,112: 5060 transport=UDF SIP/2.0 -
I | Via: SIP/2.0/UDP 120.249.0.136: 5060 ;branch=z9hG4hE200032042258248a
120.249.0,151 Request 120,249.0,112 Max-Forvards: 70
34,452863 | 120,249.0.112 | 20010 SIP INVITE Response 100 Trying 120,249.0,151 5060 From: “WinSIP 18 <sip:l00L7@120.249.0.151: 50605 ;tag=4l5a-eadc-53
34,452867 | 120,249.0.112 20010 SIP INVITE Response 180 Ringing 120,249.0,151 5060 To: "Dewice 18" <sip:Zz0017B120.249.0.L112: 50603
34452016 120,249.0.112 20010 SIP INVITE Response 200 OK 120,249.0,151 S060 User-agent: WinsIPrz.4.s
10:38:34 454505 | 120,249.0,151 5050 SIP INVITE Response 100 Trying 120,249.0.136 5060 T e e O TS
10:38:34,455682 | 120,249.0,151 5080 SIP INVITE Response 180 Ringing 120,249.0.136 5060 Cieq: | TNVITE
10:38:34,45677+ | 120,249.0,151 5080 SIP INVITE Response 200 OK 120,249.0.136 5060 e ey EENE (G G e B o SO S e T
10:38:34,4576845 | 120,249.0.136 | 20008 SIP ACK Request 120,249.0,151 5060
3 aaas9aeell 20 49T D Gk Reneat S0To4gi0NITS] 5050 Allow: INVITE,ACK,EYE,CANCEL,0PTION: UPDATE REFER,NOTIFY, MESSAGE,
10:36:34 460622 | 120,249.0,135 | 40068 RTP 120249.0.112 40068 Accept: application/sdp
10:36:34.465516 | 120.249.0.136 40068 RTP 120.249.0.112 40068 Accept-language: en
10:36:34,479560  120,249.0.112 40068 RTP 120,249.0.135 40068 Content-Type: application/sdp
10:38:34 464734 | 120,249.0.136 | 40088 RTF 120.249.0.112 40068 Content-Disposition: session
10:38:34,499419 | 120,249.0.112 | 40088 RTF 120249.0.136 40068 Content-Length: 341
10:38:34.518951 | 120,249.0.112 | 40088 RTF 120.249.0.136 40068 =
34.577471 | 120,249.0.136 40088 RTF 120,249.0,112 40068 ] | _’I_I
34.733939 | 120,249.0.136 40088 RTF 120,249.0,112 40068
34.765406 | 120,249.0.136 40088 RTF 120.299.0.112 40088 N [onop o ses il
34,8507 |170.249.0.135 | 40068 | RTP 120.249.0.112 | 40068 43 AE 56 49 54 45 20 73 69 70 3A 32 30 30 31 37 INWITE sip:20017
34945757 | 120.249.0.136 | 40068 | RTP 120.243.0.112 | 40066 40 31 32 30 2E 32 34 39 ZE 30 ZE 31 31 32 34 35 @120.249.0.112:5
35100960 | 120,249.0.136 40088 RTF 120,249.0,112 40068
Sshsiseollio0zs0N M| E400coNIRTE 20191051 sBK40088 30 36 30 3B 74 72 61 6E 73 70 6F 72 74 3D 55 44 060;transport=Up
SsEoioslli o s Eiassl[RTP 05490 M| 4o0s 50 20 53 49 50 ZF 32 2E 30 0D D4 56 €9 61 34 20 P SIP/2.0..Wia:
e e | D 0 sslonT ka0 53 49 50 2F 32 ZE 30 2F 55 44 50 20 31 32 30 2E SIR/2.0/UDP 120
10:38:35.514801 | 120.249.0.135 | 40068 RTF 120249.0.112 | 40068 32 34 39 2E 30 ZE 31 33 36 3A 35 30 36 30 3B 62 249.0.135: 5060:b
I T L R 150 400 117 mn.«.il_l 7z 61 6E 63 68 3D TA 39 63 47 34 62 4B 32 30 30

This sub-view provides a time stamped protocol specific display of the call flow
(signaling, media and media quality packets). Each entry in the report may be
highlighted to display the decoded packet in both ASCII and hexadecimal
representations.
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Call Metrics

CallSummany | CallFlow | CallTrace  Call Melrics | Aucio Detais | Audio GaS | Video Detals | Data Detais | RTCP Summay | RTCPXA Surmary | DTMF Summary |

[ Value | [ Protocel [ Packets | Bytes

00:00:00,003873 | [ 1P 6,062 1,292,360
00:00:00.004025
00:00:00,000220 | | 1P i 0
00:00:00,004245 | | UDP. 6,062 1,086,252
00:00:00,012155 | | TCP 0 0
00:00:00. 002621
00:01:00.022732 | | H.323
00:01:00,034887 | | RAS

00:00:00,011935 | | TPKT

00:00:00,001500 | | H.245

00:00:00,024420 | | 5IP. 3,604

RTP 6,031 1,082,808
24 1,34

Gther [ []

This sub-view provides a summary of the call elements including metric

measurements for response times and signaling interval and packets and byte

counts analyzed by each protocol layer. There are two panes on this sub-view.

Metrics Pane

Initial Response Time: The length of time it took for the first message that

was sent by the calling endpoint to be acknowledged by the called
endpoint or proxy/gatekeeper.

Post-Dial Delay: The length of time from the start of the call until the start

of the ring.
Ring Duration: The length of time the call was ringing.

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved

Time to Answer: The length of time from the start of the call until it was

answered.

Time to Connect: The length of time it took for the call to be connected.
Teardown Time: The length of time it took for the call close sequence to
take place.

Time Connected: The length of time from when the call was connected

until the close sequence started.

End to End Time: The length of time from the start of the call until it was
completed.

Signal Latency: The length of time it took for the call to connect plus
disconnect.

Source Audio Delay: The length of time from when the call was
connected until the first source audio packet was sent.

Source Video Delay: The length of time from when the call was
connected until the first source video packet was sent.

Destination Audio Delay: The length of time from when the call was
connected until the first destination audio packet was sent.
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Destination Video Delay: The length of time from when the call was
connected until the first destination video packet was sent.

Protocol Pane

Packets and Bytes count, for the selected call, broken down by indicated
protocol.

Audio Details

I Current [ Low righ [|[Parameter [ Source [ Bestination
4.408 0.161 5.019 || address 120.249.1.13 120.249.1.12

00:00:01 00:00:04

124 2137 77.041 || Framesjp
00:00:04 00:00:02 || Tokal Packsts

20,108 0.949 39.103 || pack
00:00:04 00:00:04 | Eart

64.761 6+.280 66.667
00:00:05 00:00:01
64.815 621t 66.667
00:00:05 00:00:01

This sub-view provides summary information including jitter and interval
measurements for the audio streams. The high, low and current values for each
stream as well as the stream type, the sender’s IP address and port, the
receiver’s IP address and port, the number of packets lost and the DTMF
sequences if present within the stream (RFC 2833 section 3 Named Telephony
Events). This sub-view contains two panes.

Metrics Pane

Source Jitter (ms): The average, low, and high jitter measurements
calculated for the source audio stream.

Occurred at:: The time, relative to the start of the call, that the high and
low source jitter values were calculated.

Destination Jitter (ms): The average, low, and high jitter measurements
calculated for the destination audio stream.

Occurred at:: The time, relative to the start of the call, that the high and
low destination jitter values were calculated.

Average Source Packet Interval (ms): The average, low, and high inter-
arrival time of packets on the source audio stream.

Occurred at:: The time, relative to the start of the call, that the high and
low source packet interval values were calculated.
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Average Destination Packet Interval (ms): The average, low, and high

inter-arrival time of packets on the destination audio stream.

Occurred at:: The time, relative to the start of the call, that the high and
low destination packet interval values were calculated.

Average Source Bandwidth: The average, low, and high bandwidth, in
kilobits per second, calculated for the source audio stream.

Occurred at:: The time, relative to the start of the call, that the high and
low source bandwidth values were calculated.

Average Destination Bandwidth: The average, low, and high bandwidth,
in kilobits per second, calculated for the destination audio stream.

Occurred at:: The time, relative to the start of the call, that the high and
low destination bandwidth values were calculated.

Parameters Pane

Address: The IP addresses for the source and destination channels.
Port: The port numbers for the source and destination channels.
Media Type: The codec type for the source and destination channels.

SSRC: The synchronization source for the source and destination
channels.

Audio/Packet (ms): The length of audio time contained in each packet for
the source and destination channels.

Frames/Packet: The number of audio frames contained in each packet for
the source and destination channels.

Total Packets: The number of packets counted for the source and
destination channels.

Packets Lost: The calculated number of packets lost by subtracting the
number of packets expected (using the sequence numbers) minus the
number actually received for the source and destination channels.

Early Packets: The number of packets considered early as configured on
the Edit Menu | Settings | Advanced Tab for the source and destination
channels.

Late Packets: The number of packets considered late as configured on
the Edit Menu | Settings | Advanced Tab for the source and destination
channels.

DTMEFE Events: The value of the DTMF digits (RFC 2833) for the source
and destination channels.

Current Bandwidth (kb/s): The bandwidth, in kilobits per second,
calculated during the last second for the source and destination channels.
Longest Packet Loss Burst: The count of the longest sequence of lost
packets for the source and destination channels.

Total Payload Bytes: The number of bytes in the payload portion of the
packet for the source and destination channels.
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Audio QoS

411 418
+07 445

Stream Qualty Index: (5QT) A(97.67) A+ (100,00)

Packet Lass Rate (%) 000 0.00
Burst Packet Loss Rate (%) 004 0.00

2,902 2,999
0 0
° 2

G711 Alaw G711 Alaw

This sub-view provides the QoS metrics for each stream. The R-factor/MOS
scoring feature is a non-intrusive measurement technique available for the
WinEyeQ call monitor. WinEyeQ passively measures the characteristics of live
VoIP calls and reports quality scores in real-time. The algorithm used to obtain
the R-Factor/MOS quality scores accurately models the way that time-varying
impairments, most notably burst packet loss and possible jitter buffer discards,
affect perceived speech quality. This sub-view contains a single pane.

Metrics Pane

Optimal Listening R Factor: The highest score that is attainable for this
codec.

Actual Listening R Factor: The current value of the Listening R Factor for
the source and destination audio streams.

Conversational R Factor: The current value of the Conversational R
Factor for the source and destination audio streams.

Optimal Listening MOS Score: The highest score that is attainable for this
codec.

Actual Listening MOS Score: The current value of the Listening MOS
Score for the source and destination audio streams.

Conversational MOS Score: The current value of the Conversational
MOS Score for the source and destination audio streams.

P.862 Raw MOS Score: The current value of the P.862 Raw MOS Score
for the source and destination audio streams.

Stream Quality Index: The ratio of the current R Factor and MOS score to
there optimal values.

Packet Loss Rate (%): The total number packets that were lost divided by
the total number of packets that were received.

Burst Packet Loss Rate (%): The packet loss rate encountered for burst
conditions for the source and destination audio streams.
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Good Packets: The number of packets received for the source and
destination audio streams.

Lost Packets: The number of network lost packets for the source and
destination audio streams.

Discarded Packets: The number of discarded packets due to excessive
delay or extremely early arrival detected for the source and destination
audio streams.

Media Type: The codec type for the source and destination audio
streams.

Jitter Buffer Minimum Delay (ms): The minimum jitter buffer emulator
delay in milliseconds occurring during a call for the source and destination
audio streams.

Jitter Buffer Maximum Delay (ms): The maximum jitter buffer emulator
delay in milliseconds occurring during a call for the source and destination
audio streams.

Jitter Buffer Average Delay (ms): The average jitter buffer emulator delay
in milliseconds occurring during a call for the source and destination audio
streams.

Jitter Buffer Current Delay (ms): The current jitter buffer emulator delay in
milliseconds for the source and destination audio streams.

Jitter Buffer Mode: The type of jitter buffer (adaptive of fixer) being used
for the source and destination audio streams. This is configured on the
Edit Menu | Settings | QoS Tab.

The quality scores for MOS range from 0 to 4.5 and the R factor measurements
range from 0 to 105 depending on codec type. The guidelines for interpreting the
R-factor and MOS scores are shown in the table below for the G.711 codec:

Desirability Scale R-factor Range MOS Range
Desirable 94 - 80 44-4.0
Acceptable 80-70 4.0-3.6
Reach Connection 70 -50 3.6-2.6

Not recommended 50-0 26-0
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Video Details

Call Summary | Call Flow| Call Trace | Call Metries | Audio Summary | Audio Detais | Auio Qo5 | Video Summary Video Detais | DataDetais | RTCP Summary | RTCRXR Summany | DTMF Summary

| Current | Low | righ [| [ Parameter [ Souree [ Destination
120243, 1,13 12024%.1,11
50354 50554

H.261 He
DE3BCDCH 3273601C
904 09

[ [

8 17

8
04 T
15.002 15.184
0.0 ]

00:00:30 00:00:30

#oug Sre Bandwicth (kbfs) 121,864 121,465 125,648 cwicth (Kofs)
cccurred ak: 00:00:56 00:00:01 (| Longest Packet Loss Burst i
.85 8.438 11,939 || Total Payload Bytes o10,687 64,113
00:00:53 00001

This sub-view provides summary information including jitter and interval

measurements for the video streams. The measurements include high, low, and

current values for each stream. As well as the stream type, the sender’s IP

address and port number, the receiver’s IP address and port number, the

packets lost, the number of pictures detected, and the picture rate. This sub-

view contains two panes.

Metrics Pane

Source Jitter (ms): The average, low, and high jitter measurements
calculated for the source video stream.

Occurred at:: The time, relative to the start of the call, that the high and
low source jitter values were calculated.

Destination Jitter (ms): The average, low, and high jitter measurements
calculated for the destination video stream.

Occurred at:: The time, relative to the start of the call, that the high and
low destination jitter values were calculated.

Average Source Packet Interval (ms): The average, low, and high inter-
arrival time of packets on the source video stream.

Occurred at:: The time, relative to the start of the call, that the high and
low source packet interval values were calculated.

Average Destination Packet Interval (ms): The average, low, and high
inter-arrival time of packets on the destination video stream.

Occurred at:: The time, relative to the start of the call, that the high and
low destination packet interval values were calculated.

Average Source Bandwidth: The average, low, and high bandwidth, in
kilobits per second, calculated for the source video stream.

Occurred at:: The time, relative to the start of the call, that the high and
low source bandwidth values were calculated.
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Average Destination Bandwidth: The average, low, and high bandwidth,

in kilobits per second, calculated for the destination video stream.
Occurred at:: The time, relative to the start of the call, that the high and
low destination bandwidth values were calculated.

Parameters Pane

Address: The IP addresses for the source and destination channels.
Port: The port numbers for the source and destination channels.
Media Type: The codec type for the source and destination channels.
SSRC: The synchronization source for the source and destination
channels.

Total Packets: The number of packets counted for the source and
destination channels.

Packets Lost: The calculated number of packets lost by subtracting the
number of packets expected (using the sequence numbers) minus the
number actually received for the source and destination channels.
Early Packets: The number of packets considered early as configured on
the Edit Menu | Settings | Advanced Tab for the source and destination
channels.

Late Packets: The number of packets considered late as configured on
the Edit Menu | Settings | Advanced Tab for the source and destination
channels.

Pictures: The number of picture start codes counted for the source and
destination channels.

Picture Rate: The number of pictures per second calculated for the
source and destination channels.

Current Bandwidth (kb/s): The bandwidth, in kilobits per second,
calculated during the last second for the source and destination channels.
Longest Packet Loss Burst: The count of the longest sequence of lost
packets for the source and destination channels

Total Payload Bytes: The number of bytes in the payload portion of the
packet for the source and destination channels.
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Data Details

Call Surmmary | Cal Flow | Call Trace | Cal Metics | Ausio Summany | Sudio Detais | Sudio @05 | Wideo Summary | ideo Detais  Data Detalls | RTCP Summany | RTCP R Summans | DTMF Summary

Metric | Current | Low | High || [ Parameter [ source [ Destination
fuvg Src. Packet Interval (ms) address 172.29.37.154 172.29,37.150
occurred at: Fort 2340 z340
Avg Dest Packst Inkerval (ms) Media Type
occurred at: S5RC

DATA DATA
CEF44DDC GZF4EBED
Total Packets [ 5
Avg Src Bandwidth (kbjs) Packets Lost i i
ocourred at: Current Banchwidth (kbfs) 0.000 0.000
Avg Dest Bandwidth (kbjs) Longest Packet Loss Burst 0 0
occurred at: Total Payload Bytes 208 176

This sub-view provides summary information including interval measurements for
the data streams, the high, low and current values for each stream as well as the
stream type, the sender’s IP address and port, the receiver’s IP address and
port, and the number of packets lost. There are two panes on this sub-view.

Metrics Pane

Average Source Packet Interval (ms): The average, low, and high inter-
arrival time of packets on the source video stream.
Occurred at:: The time, relative to the start of the call, that the high and
low source packet interval values were calculated.

Average Destination Packet Interval (ms): The average, low, and high

inter-arrival time of packets on the destination video stream.

Occurred at:: The time, relative to the start of the call, that the high and
low destination packet interval values were calculated.

Average Source Bandwidth: The average, low, and high bandwidth, in
kilobits per second, calculated for the source video stream.

Occurred at:: The time, relative to the start of the call, that the high and
low source bandwidth values were calculated.

Average Destination Bandwidth: The average, low, and high bandwidth,
in kilobits per second, calculated for the destination video stream.
Occurred at:: The time, relative to the start of the call, that the high and
low destination bandwidth values were calculated.
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Parameters Pane

Address: The IP addresses for the source and destination channels.
Port: The port numbers for the source and destination channels.
Media Type: The codec type for the source and destination channels.
SSRC: The synchronization source for the source and destination
channels.

Total Packets: The number of packets counted for the source and
destination channels.

Packets Lost: The calculated number of packets lost by subtracting the
number of packets expected (using the sequence numbers) minus the
number actually received for the source and destination channels.
Current Bandwidth (kb/s): The bandwidth, in kilobits per second,
calculated during the last second for the source and destination channels.
Longest Packet Loss Burst: The count of the longest sequence of lost
packets for the source and destination channels

Total Payload Bytes: The number of bytes in the payload portion of the
packet for the source and destination channels.

RTCP Summary

Call Summany | CallFlow | Cal Trace | Calletics | Audio Summary | Audio Detal | Auio B0 | Videa Suvmary | Video Detat| Data Detale - RTCP Sunmary | RTCP XA Summany | DTMF Summan |

[ Ao Chernel | video Chanel [ #ulo Channel | video channel |

120.249.49.11:20883 120,249.49.11:20891
120.249.0,150:26593 120.249.0.150:26595

120,249.0.150:26593 120.249.0.150:2650%
120,249.49.11:29883 120.749.49.11:29891

1 1

1 1
1 1 1 1
1 1 1 1
0 0 0 0
0 0 0 [

6 5 a7 125
2,880 1,601 17,760 125,251
0.000 0.000
0.00 0.0
[ 0

0.000 0.000
000 0.0
[ o
] 0 ] o
000 0,00 000 0.00

Wina25 Intiate Cal 1 Win23 Initiate Call 1
Audo Video

Wina23 Terminate Call 31624 Win323 Terminate Call 31624
Audo video

supporti@houchstone-inc.com

+215.672.6550

226 Horth York Road, Suite D, Hatboro, PA 19040 .
veice And Vi ol

support@tauchstone-inc.com

+215.672,6550

228 North York Road, Suite D, Hathoro, PA 19040
vaice A ool

This sub-view provides summary information that has been gathered from the
RTCP packets that WinEyeQ has analyzed for the audio and video streams that
have been sent by both endpoints of the call. This sub-view has two panes that
are identical except for source and destination.
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RTCP Channel Summary Pane

Sender Address: The IP address and port number of the sending RTCP
channel.

Receiver Address: The IP address and port number of the receiving
RTCP channel.

Sender Reports: The number of RTCP Sender Reports sent.

Receiver Reports: The number of RTCP Receiver Reports sent.

SDES: The number of RTCP SDES Reports sent.

Bye Reports: The number of RTCP Bye Reports sent.

Application Reports: The number of RTCP Application Reports sent.
Senders Packet Count: The total number of RTP data packets transmitted
by the sender since starting transmission.

Senders Byte Count: The total number of payload octets transmitted in
RTP data packets by the sender since starting transmission.

Reported Jitter (ms): The jitter measurement calculated on the stream
being received from the other endpoint.

Delay Since Last SR (sec): The delay, expressed in units of 1/65536
seconds, between receiving the last SR packet from the remote endpoint
and sending this reception report block.

Reported Packets Lost: The total number of RTP data packets from the
remote endpoint that have been lost since the beginning of reception.
Highest Sequence Number: The low 16 bits contain the highest sequence
number received in an RTP data packet from the remote endpoint, and the
most significant 16 bits extend that sequence number with the
corresponding count of sequence number cycles.

Fraction Lost (%): The fraction of RTP data packets from the remote
endpoint lost since the previous SR or RR packet was sent, expressed as
a fixed point number with the binary point at the left edge of the field.
Canonical Name: A unique end-point identifier.

Name: The real name used to describe the source.

E-Mail Address: The email address is formatted according to RFC 2822.
Phone Number. The phone number (should be formatted with the plus
sign replacing the international access code).

Location: The geographic user location.

Tool: The application or tool name.

Note: This is intended for transient messages describing the current state
of the source.

Private: This item is used to define experimental or application-specific
extensions.
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RTCP XR Summary

Call Summary | Call Flow| Call Trace | Call Metries | Audio Summary | Audio Detais | Auio Qo5 | video Summary | Viden Detaiks | DataDetaik | RTCP Summary  RTCPXR Summany | DTMF Summary

urce RTCP R Channel Summary:

TCPHA Channel Summary:

[ fuudio Charrel | Videa Charrel | [ Audio Channel | Video Channel |

120,249.49.10:25001 120.249.43.10:25003
120.249.0.150:25041 170.249.0.150:25043

120.249.0.150:25041 120,249.0.150:25043
120.249.49.10:25001 120.249.49.10:25003

Jtter elay {s) 40 a0
a0 El Jtter Buffer Absolute PMa Delay (ms) 80 o]

This sub-view provides summary information that has been gathered from the
RTCP XR packets that WinEyeQ has analyzed for the audio and video streams
that have been sent by both endpoints of the call. This sub-view has two panes
that are identical.

RTCP XR Channel Summary

Sender Address: The IP address and port number of the sending RTCP
channel.

Receiver Address: The IP address and port number of the receiving
RTCP channel.

Extended Reports: The number of RTCP Extended Reports sent.

Loss Rate (%): The fraction of packets lost since the beginning of the call.
Discard Rate (%): The fraction of packets discarded since the beginning
of the call.

Average Burst Density (%): The fraction of packets within burst periods
since the beginning of the call.

Average Gap Density (%): The fraction of packets within gap periods
since the beginning of the call.

Average Burst Duration (ms): The mean duration, in milliseconds, of the
burst periods since the beginning of the call.

Average Gap Duration (ms): The mean duration, in milliseconds, of the
gap periods since the beginning of the call.

Round Trip Delay (ms): The most recently calculated round-trip delay, in
milliseconds.

End System Delay (ms): The most recently estimated end system delay,
in milliseconds.
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Signal Level (db): The relative speech signal level expressed as the ratio
of the signal level to a 0 dBmO reference.

Noise Level (db): The relative silence period noise level expressed as the
ratio of the background noise level to a 0 dBmO reference.

Residual Echo Return Loss (db): The residual echo return loss as the
sum of the measured echo return loss (ERL) and the echo return loss
enhanced (ERLE) of the echo canceller, expressed in dB.

Gap Threshold: The gap threshold, in packets.

R Factor: The voice quality metric for the call channel as measured in the
monitored network segment.

External R Factor: The voice quality metric for the call channel as
measured in an external monitored network segment.

Listening MOS: The estimated mean opinion listening quality score for the
call channel.

Conversational MOS: The estimated mean opinion conversational quality
score for the call channel.

Packet Loss Concealment: The packet loss concealment capabilities.
Jitter Buffer Adaptive: Adaptive or non-adaptive.

Jitter Buffer Rate: This represents the implementation specific adjustment
rate of a jitter buffer in adaptive mode.

Jitter Buffer Nominal Delay (ms): The current nominal jitter buffer delay, in

milliseconds.

Jitter Buffer Max Delay (ms): The maximum jitter buffer delay, in
milliseconds, recorded for the call.

Jitter Buffer Absolute Max Delay (ms): The absolute maximum delay, in

milliseconds, the jitter buffer can ever introduce to the call channel packet
stream.
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DTMF Summary

Call Summay | CallFlow | Cal Tiace | Calletics | Augio Summay | Audio Detais | Audo B0 | Videa Summay | Videa Detal | Data Deta | ATCP Summany| RTCP XA Summary  DTHF Summary |

Seurce Keypad Evert Summary 2156726550 Destination Keppad Evert Sunmay;
Source Audio DTMF Event Detal Destination ALcio DTMF Event Detal
Time event| Dige]  Power| Duration| endBit]  marker|  Seqnum] Timestd [ Time [ elapsed Event| Digt|  Power| Duation| Endei|  Marker|  Seqhum| Timest
09:40:09,35235 002 2 o 1500 1 1 2
09:40:09, 402681 002 2 o 1500 1 o 3
09:40:09.453417 [ 1 o 1500 0 1 a 2
09:40:09.554968 [ 1 o 1500 1 o 15 2
09:40:09.605753 [ i o 1500 1 0 18 2
09:40:09. 656547 05 s o 1500 0 1 = E
09:40:09.758148 08 s o 1500 1 o = E
09:40:09.809144 08 s o 1500 1 0 S E
09:40:09. 859864 06 5 o 1500 0 1 ES &
09:40:09.961900 006 s o 1500 1 o a1 &
09:40:10.012954 006 s o 1500 1 0 . E
03:40:10.063011 07 ? o 1500 0 1 s 11
03:40:10.166335 07 7 o 1500 1 0 ¢ 11
03:40:10.218413 07 7 o 1500 1 0 5 11
03:40:10.270724 0z 2 o 1500 0 1 & 15
09:40:10,372668 0z z o 1500 1 0 & 15
09:40:10.423123 0z 2 o 1500 1 0 7L 15
09:40:10.473890 006 6 o 1500 0 1 b 18
09:40:10.575460 006 6 o 1500 1 0 o1 18
09:40:10.626251 006 6 o 1500 1 0 ot 18
09:40/10,677047 005 5 o 1500 0 1 o 21
09:40:10,778611 005 5 o 1500 1 0 e a1
09:40:10,829354 005 5 o 1500 1 0 £ a1
09:40:10,880157 005 5 o 1500 0 1 101 2
09:40:10.981706 005 5 o 1500 1 o 107 2
09:40:11,032479 005 5 o 1500 1 0 111 2
09:40:11,08326 00 0 o 1500 0 1 114 2
0940111, 184027 00 [ o 1500 1 [ 120 2
094011,235600  00:00:00.050773 000 0 o 1500 1 0 12+ 2
4 | > 4 B

This sub-view provides a detailed and organized tabular display for the active

DTMF transmissions that occur during a call for both the source and destination

side of the calls.
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Recent Errors View

WinEyeQ (tm) Professional E =1=1x|
Bl Edt Coptwe Record Vew Help

[€]o™ (2|28 &[Q 2 || v [raperow o]

Network Montor | Active Cals | Recent Calls FieenErors | User alets | User alams | Userwatches | Endpoints | Other Audio]| Gther Vides | Regitiations |
Status [[Protocol [ Code [ Deseription [[Storted [Duration [ Source Address | Source IDJE 164 32310 Destination Address | Destination ID/E. 164 32310 | Cal D ]
® Eror e 608 Error Code 508 10:12:39 120.249.49.10 10019 120.249.49.20 20019 900c-36759625-000L-Callz
® Eror stp 608 Error Code 508 10:12:39 120.243.49.10 10017 120.249.4.20 20017 41F4-36759531-0001 -Calls
® Eror stP 608 Error Code 508 10:12:39 120.249.45.10 10015 120.248.48.20 0015 7e32-36759421-0001-Call6
® Eor stp 608 Eror Code 508 10:12:39 120.249.49.10 10013 120.249.48.20 20013 4aff-36759328-000L Cal14
® Enor EQ 608 Erior Code 608 10:12:39 120.249.49.10 10011 120.249.48.20 20011 1604-36759218-0001-Call12
® Eror EQ 608 Eror Code 608 10:12:39 120.249.49.10 10008 120.249.48.20 20009 258-36759125-0001-Call 1D
® Eror EQ 608 Error Code 608 10:12:35 120.249.49.10 10007 120.249.48.20 20007 510c-36759015-0001-Calls
e 1P 608 Error Code 608 120.249.49.10 10008 120.249.49.20 20005 caed-36758921-0001-Calls
® Eror stp 608 Error Code 508 120.249.49.10 10003 120.249.4.20 20003 7e7-36758812-0001-Call4
® Eror stp 608 Error Code 508 10:12:38 120.243.49.10 10001 120.249.4.20 20001 1200-36758715-0001-Callz
® Eror stP 605 Error Code 505 10:12:02 120.249.45.10 10018 120.248.48.20 0018 3448-36722703-0004-Call
® Eor stp 606 Eror Code 508 10:12:02 120.249.49.10 10016 120.249.48.20 20016 €75-36722503-0004-Call 7
® Enor EQ 606 Erior Code 605 10:12:02 120.249.49.10 10014 120.249.48.20 20014 adh-36722500-0004-Call5
® Eror EQ 606 Error Code 606 10:12:02 120.249.49.10 10012 120.249.48.20 20012 1091-36722390-0004-Calli3
® Eror EQ 606 Error Code 605 10:12:02 120.249.49.10 10010 120.249.48.20 20010 1033-36722296-D004-Call 1
e 1P 605 Error Code 508 10:12:02 120.249.49.10 10008 120.249.49.20 20008 bzsd-a5722218-0004-Cals
® Eror stp 605 Error Code 505 10:12:02 120.249.49.10 10007 120.249.4.20 20007 498F-36722156-0004- Calls
® Eror stp 605 Error Code 505 12:02 120.243.49.10 10004 120.249.4.20 20004 51-36722046-0004-Calls
® Eror stP 605 Error Code 505 112 120.249.45.10 10002 120.248.48.20 20002 £991-36721921-0004-Cal3
® Eor stp 606 Eror Code 508 10:12:01 120.249.49.10 10001 120.249.48.20 20001 670c-36721828-0004-Call2
® Enor EQ 600 Erior Code 500 10:08:00 120.249.49.10 10017 120.249.48.20 20017 31f8.36480466-0008-Call1E
® Eror st 600 Error Code 600 10:08:00 120.249.49.40 10018 120.249.49.20 20018 36c3-36480406-0008-Call19 [
® Eror EQ 600 Error Code 600 10:08:00 120.249.49.10 10013 120.249.48.20 20013 Shia-36450265-0008-Call4
e 1P 600 Error Code 500 10:08:00 120.249.49.10 10012 120.249.49.20 20012 "Device 13" foar-as480L56-0008-cal1a
® Eror stp 600 Error Code 500 10:08:00 120.249.49.10 10010 120.249.4.20 20010 Device 1 53b+-36450062-0008-CallL |
® Eror stp 600 Error Code 500 10:08:00 120.249.49.10 10009 r 120.249.4.20 20009 “Devce 10 ac91-36480031-0008-Call 10
gl | _l—I
Cal Sumaty | Call Flow | Cal Trace | CallMetrics | Audio Detais | Audia 005 | Video Detais | Data Detsis | ATCP Summery | ATCP A Summay | DTME Sunmany |
Signaling | Valie Audio | Value Video Value
Src Address 120.249.42.10 | [ 5rc Audio Channel Src idea Channel
SicID 10015 | | 5rc Media Type Src Media Type
Sic Name “WinSIP 16" | | e Packet Count Sic Patket Count
St Average Jiter (ms) St Average Jiter (ms)
Dest Address 120.249.49.20 | |Src Average Packet Inkerval {ms) Stc Average Packe: Interval (ms)
Dest ID 20015 | [Src Average Bandvidth (kbfs) Src verage Bandwidth (kbfs)
Dest Hame “Device 16" | | Sc Packats Lost Sic Parkets Lost
St TOS/DSCP Flag Stc TOS/DSCP Flag
Start Time Src Listering R Factor
Stop Time. Src Litening MOS Scare
Duration Sic Conversational R Factor
Sic Conversational MOS Score
all Terminatar unknown | | Stream Qualty Index (501)
Dest Video Charnel
Proy Dest Audio Charel Dest Media Type
Dest Media Type Dest Patket C
Call score, At 99.643| |DestPacket Count Dest Average Jiter (ms)
Signaling Score it 99,643 | | Dest Average Jtter (ms) Dest Average Packet Interval (ms)
Wedia Score Dest Average Packet Interval (ms) Dest Average Bandwidth (kbfs)
Sic Aud Score Dest Average Bandwidth (kbfs) Dest Parkets Lost
Dest Aud Scare Dest Packets Lost Dest TOS/DSCP Flag
Sre vid Score Dest TOS/DSCP Flag
Dest vid Score: Dest Listening R Factor
Dest Listening MOS Score
Recard Fikname Dest Conversational R Factar
Capture Fiename Dest Conversational HOS Scare
Stream Qualty Inde (501)
Ready: For Help, press F1 [Session: 00:52:53 active Call: 31 (Calls Completed: 2,090 [, Cal Rate: 0,661 ser  [Evrors Detected: 131 [Ermor Rate: 6.268%  Registered: 0

The recent errors view is designed to provide an in-depth view of each VolIP call
for which an error was detected. Each call is represented by an entry, which is
updated once every second, in the topmost report. This report contains the
following columns:

Status: The current status of the call. These may be things such as connecting,
ringing, connected, error, etc.

Protocol: The values for this field are SIP or H.323.

Code: The numeric code for this error (if applicable).
Description: A text description of this error.

Started: This is the time (local time) that the call was started.

Duration: The length of time the call is (or was) active.

Source Address: The address of the call initiator (caller).
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Source ID/E.164: The SIP user ID or H.323 E.164 alias of the caller.

Source Name/H.323 ID: The SIP display name or H.323 ID of the caller.

Destination Address: The address of the call receiver (party called).

Destination ID/E.164: The SIP user ID or H.323 E.164 alias of the party called.

Destination Name/H.323 ID: The SIP display name or H.323 ID of the party
called.

Call ID: The SIP or H.323 call ID associated with this call.

Reqistered With: The gatekeeper’s IP address, for H.323 calls, or the Proxy’s IP
address, for SIP calls.

Conference ID: The conference ID (H.323 calls only).

Each individual call has the following sub-views.

e Call Summary

e Call Flow (ladder diagram)
e Call Trace

e Call Metrics

e Audio Details

e Audio QoS

e Video Details

e Data Details

e RTCP Summary

e RTCP XR Summary
e DTMF Summary

To display information about a particular call, select it (click the call line) in the

call list. Whenever a call is selected, it will remain “locked” in the view for as long
as you wish to view its detalils.

Note: For a detailed description of these sub-views please refer back to the
‘Recent Calls View’ section of the manual.
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User Alerts View

WinEyeQ (tm) Professional E
Fle Edit Capture Record Vew Heip

=l5lx|

[@[o™ (2% 8[8]Q 2 || v [t o]

Network Montor | Active Cals | Recent Cals | Recent Errors  User Alets | User alams | Userwatches | Endpoints | Other Audio| Gther Vides | Regitiations |
Time | Notfication [ Threshold [ Value | User I0 | Source Address Destination Address | CalfCort ) ]
12:13:12.877775 Burst Packet Loss Hgh lert Lo 2 10005 120.249.49.10:40020  120.249.0.150:47456  c41a-43991796-0547-Calls
12:13:15, 244450  Listering MOS Score, (5,711 Alaw), Low Alert 278 348 10024 120.249.0.150:47532  1Fbe-43994062-0547-Callos
12:13:16.695931  Listering MOS Score, (3,711 Alaw), Low Alert 378 357 10015 120.249.0.150:47592  6b16-43997750-0545-Call6
12iL31168, 934542  Listering MOS Score, (5,711 Alan), Low Alert 378 st 10016 120.249.0,150:4759  1922-43997736-0548-Calll7
12:13:20,204525 Listening MOS Score, (G.711 Alaw), Low dlert 37 35 10010 120.249.0.150:47606  Hob-43506968-0545-Call 1
12:13:20,204853  Listering MOS Score, (5,711 Alaw), Low Alert 378 353 10019 120.249.0.150:47612  87ce-43999000-0548-Cal20
12:13:21,019626  Burst Packet Loss Hgh lert Lo zm 10021 120.249.0.150:47620  Gadb-43999187-0548-CallzZ
12i13:25,556356  Listering MOS Score, (5,711 Alaw), Low Alert 378 309 20014 120.249,49. 10;40056  4024-44004575-D54-Call5
12:13:25.694369  Burst Packet Loss High dlert 1o 2m 10000 120.249.0.150:47736  9550-44D04687-054a-Call
12:13:25 737097  Listering R Factor, (G.711 Alaw), Low Alerk 8370 83.00 20009 120.249,45, 10:40036  2567-44002703-054-Callln
12:13:25.737179  Listering R Factor, (6.711 Alaw), Low Alert 370 63.00 20011 120.249.45.10:40044  3C3044002703-0548-Call 12
12i13:25, 737570  Listering R Factor, (6,711 Alan), Low Alert 83,70 79.00 20017 120.249,49. 10;40068  FdF0-44004046-0549-Cal15
12:13:25.757372 Listering R Factar, (G.711 Alaw), Low Alert 870 63.00 20012 120.249,49.10:40045  D457-44002750-0543-Callt3
12:13:25 776950  Listering R Factor, (G.711 Alaw), Low Alerk 8370 83.00 20013 120.249,45, 10:40052  2600-44002756-0549-Call4
12:13:25,636473  Listering R Factor, (6.711 Alaw), Low Alert 8370 62.00 20015 120.249,49. 10:40060  De3e-44002859-0543-Calls
12i13:25 676264  Listering R Factor, (6,711 Alan), Low Alert 83,70 62,00 20016 120.249,49. 10;40064  [B61-44002890-0543-Call 17
12:13:25,597544 Listening MOS Score, (G711 Alaw), Low dlert 7 A 20015 120 243.0.150:47704  120.249,43. 1040072 35SF-44004326-0545-Calltd
12:13:31 460111 Burst Packet Logs Hgh Alert Lo 2.0 10018 120.240.49.10:40072 | 120.249.0.150:47804  b1f3-44009531-054z-Call1o =
12:13:32 693633 Bi-Directional Audio was not detected (from 120,243.0, 150 to 120,243,465, 10) Hioh Alert 500 6.00 20001 120.249.49.10 120,249.0.150 5308-44007825-0543-Calz
12i13:32 913319 Bi-Directional Audio was not dstected (from 120,249.0, 150 to 120,249,49, 10), Hioh Alert 500 6.00 20007 120,249,49.10 120,249.0,150 F754-44007843-054a-Cals
1211339433680 Listening MOS Score, (G.711 Alaw), Low dlert 378 348 10001 120.249.49.10: 120.249.0.150:47364  1981-44D182%6-D5¢c Cal2
12:13:39.473952  Listering MOS Score, (5,711 Alaw), Low Alert 378 353 10007 120,249.49.10: 120.249.0.150:47968  e19b-44D1829%-054c Call
12:13:41,853084  Burst Packet Logs Hgh Alert Loz 10000 120,249.43.10: 120.249.0.150:48036  Lal1-44020968-054ckCall
12i13142,213956  Listering MOS Score, (5,711 Alaw), Low Alert 378 353 10003 120,249.49,10 120.249.0. 15048045 1514-44021078-054c-Call4
12:13:44.040543  Burst Packet Loss Hgh dlert Lo 2m 10001 120.249.49.10: 120.249.0.150:48064  25cF-44023671-054d Cal2
12:13:46 613960  Listering MOS Score, (5,711 Alaw), Low Alert 378 353 10020 120,249.43.10: 120.249.0.150:48116  Frea-44025453-054d Cal2L
12:13:47 30305  Listering R Factor, (6.711 Alaw), Low Alert 8370 8100 20018 120.249.0.150:4610¢  120.249.45.10:40072  bSbe-44025761-054c-Calll3
12i13:47,303080 Listering R Factor, (6,711 Alan), Low Alert 83,70 61,00 20010 120.249.0,150:46108  120.299,49.10:40040  459F-44025296-054c-Call11
12:13:49,554615 Listening MOS Score, (G711 Alaw), Low dlert ) 10005 120.249.49.10:40020 | 120.249.0.150:45156  Fo4d-44026703-054e-Cals
12:13:50,073465  Listering MOS Seore, (5,711 Alaw), Low Alert 378 353 10005 120.249.49.10:40036 | 120.249.0.150:48176  &72c-44028937-05+4e-Call 10
12:13:50.474217  Burst Packet Loss Hgh lert Loz 10017 120,249.43.10: 120.249.0.150:48200 31 10-44030203-054e-Cal 15
12:1350,394184  Burst Packet Loss Hgh Alert Lo 20 10011 120,249.49,10 120.249.0,150:48160  2bS7-44028984-D54e-Calli2
1211 Listering MOS Score, (G711 Alaw), Lon Alert 378 35 10003 120.249.49.10:40012 1 i 152744032000 054 <ol hd
At Sunmary
Ready: For Help, press F1 [Session: 020114 active Call 68 (Calls Complsted: 68,720 [Bwo. Cal Rate: 9,440jser. [Evrors Detected: 0 [Eror Rate: 0.000%  Regstered: 0

This view provides an active list of the alerts that have occurred during the test
session. The notification list for the events that triggered the alerts is displayed in
tabular form. Each alert is represented by an entry in the topmost report. This

report contains the following columns

Time: This is the time the Alert was detected.

Notification: An explanation of the Alert.

Threshold: The threshold value set b

y the user.

Value: The value that triggered the Alert

User ID: The SIP user ID or H.323 alias of the caller.

Source Address: The address of the call initiator (caller).

Destination Address: The address of the call receiver (party called).
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Call/Conference ID: The SIP or H.323 call ID associated with this call.

Various alert thresholds are set by the user for audio/video jitter, interval, packet
loss, and R-Factor/MOS score measurements

User Alarms View

‘WinEyeq (tm) Yersion =l5lx|
File Edt Capture Record View Help

[@[0™ 2% 8 8[Q 2 || o [raperones =]

Network Montor | Active Cals | Recent Calks | Recent Errors | User aletts User Alams | Userwatches | Endpoints | Audio Channels | Yideo Charmels | Registiations |

Time | Notfication [ Threshold [ Value | User I0 | Source Address Destination Address I Corf ]
14:06:30.674862 Audio Jtter High Alarm Exceeded 200 2.0 10006 120.249.0.135:40024  120.249.0.111:49732  Saed-50777703-0013-Call
14:06:32 670317 Video Jiter High Alsm Exesded 200 206 20008 120.249.0.135:2567  120.249.0.112:28016
14:06:32.742869  Video Jiter High Alarm Exceeded 200 205 20002 120.249.0.13525650  120.249.0.112:27992  BLOED7OCS3ZESLAFFEZCESH0CSFS.
14i06:32,742941 Yideo Jiter High Alsrm Excesdlsd zm 206 20004 49,0,135:25654 0.112:279% 1 AEDCZD. .
14:06132.743022  Video Jitter High Alarm Exceeded 2o 205 20006 120.243.0.135:25656  120.249.0.112:26000  DSSEIDIEZ0D37B63CAS0GENISTZ.
14:06132.743081 Video Jiter High Alara Exceeded 200 213 120.249.0.112:28004  FBESLCD27BOSFCZAEGD2BG0%ET.
14:06:32.743166 Video Jiter High Alarm Exceeded zo0 2 120.249.0.112:28008  Z055253D7Z06BOEGABLASCBIDCS. .
14:06:32,743235  Video Jiter High Alarm Exceeded 200 229 120.249.0,112:28012  D64BLIDDFEB7EL1A4549RERAICLS,
14:06:32.755143  Audio Jtter High Alarm Exceeded 2 202 120.249.0.111:45740  £701-50791937-0014-Cally
14:06:32.755210. Audio Jtter High Alsrm Exceeded 200 2.02 120.249.0.111:45744  T6ee-50791984-0014-Callln
14:06:32.791043  Audin Jtter High Alarm Exceeded zo0 203 120.249.0.112:28002  FBESLCDZ7B0SFCZALEGDZB160ET.
14:06:32,791140 Audio Jtter High Alarm Exceedd 200 204 120.249.0,112:28006  Z055Z53D7Z06B0E66AB1AICEZDCS.
14:06:32.791212 Audio Jtter High Alarm Exceeded 2o 204 120.249.0.112:28010  DG4BLIDDFEB76L1454SAEEG1CLE,
14:06:32,791294 Ao Ttter High Alarm Exceeded 2m 205 120.249.0.112:28014
14:06:32.791366Auclio Jtter High Alarm Exceeded zm 208 120.249.0.112:28015  ASFFOSBA .
14:06:32,801513 Video Jiter High Alarm Exceeded 20 222 120.249.0,135:2564 | 120.249.0,112:27968  E0GITAGZFDBOAF360B72ECODIE.
14:06:32,534545  Audio Jtter High Alarm Exceeded 2m 210 120.249.0.1 11145760 2131-50792515-0014-Call
14:06:32.834911 Audio Jtter High Alsrm Exceedied 200 2.08 10004 120.240.0.135:40016 | 120.249.0.111:45764  494d-50792562-0014-Cals
14:06:32,534375  Audin Jtter High Alarm Exceeded zo0 208 10005 120,249.0.135: 120.249.0.111:49768  b253-50792687-0014-Cally
14:06:34,674872 Audin Jtter High Alarm Exceedd 200 205 10007 120,249.0,135; 120.249.0.111:49776  6363-507927%-0014-Calls
14:06:36,655305  Audio Jtter High Alarm Exceeded zm 23 10006 120.249.0.135:40024 | 120.249.0.111:43772  1715-50792765-0014-Call
14:06:39.570407 Ao Tter High Alarm Exceeded 200 2.02 20005 120.249.0.135:25700  120.249.0.112:28042
14:06:39.570477  Audin Jtter High Alarm Exceeded zo0 203 20010 120.249.0.135:25708  120.249.0.112:26050  FAI43502F4E10677F4D7636414DE
14:06:39,570569  Audin Jtter High Alarm Exceedd 200 203 20008 120.249.0,13525712 | 120,249.0,112:28054  639171A7CEI SO4GEI31 DAGATEAFT.
14:06:39.570639  Audio Jtter High Alarm Exceeded 200 241 20008 1 0.112:2608 AAGOBESFL
14:06:39,864315  Audio Jtter High Alsrm Exceedsd 200 2.08 20007 120.245.0.135:25706  120.249.0.112:28046  239223751BFCIFIFCSOB1GCOBAME.
14:06:38 929615  Video Jiter High Alsrm Exceedled zo0 223 20006 120.243.0.135:256%  120.249.0.112:28080 G ASOE1 142A2231
14:06:39,229707  Video Jiter High Alarm Exceeded 200 241 20007 120.249.0,1352570¢  120.249.0.112:28045  2392ZA7SLEFCIFIFCSIBIECIN..,
14:06:39,528773  Video Jitter High Alarm Exceeded 200 243 20005 49,0135 120.249.0.1 DA
14:06139,520843  Video Jiter High Alara Exceeded 200 25 20010 120.240.0.135:25710  120.249.0,112:26052  FA143502F4€10877F4D7638414DE
14:06:38 929920 Video Jtter High Alsrm Exceedled zo0 257 20008 120.249.0.135:25714 | 120.249.0.112:278056  639171A7CEISI43EI310ASABBAFT. =
14:06:39,229990 Video Jiter High Alarm Exceeded 200 267 2009 120.249.0,13525718  120.299.0.112:28060  AAGDGGZSFL1BEDS4IEELDICTSEDD.
14 Aucko Jtter High Alarm Exceeded 200 2.3 20002 49.0.135: 0112126030 E6FASSOFEF FADEZD.. h

Ham Sunmary
Ready: For Help, press F1 [Session: 00:00:50 active Calls: 40 (Calls Complsted: 50 [Bwo. Cal Rate: 1.042jsec  [Evrors Detected: O [Eror Rate: 0.000%  Regstered: 0

This view provides an active list of the alarms that have occurred during the test

session. The notification list for the events that triggered the alarms is displayed
in tabular form. Each alert is represented by an entry in the topmost report. This
report contains the following columns:

Time: This is the time the Alarm was detected.

Notification: An explanation of the Alarm.

Threshold: The threshold value set by the user.
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Value: The value that triggered the Alarm
User ID: The SIP user ID or H.323 alias of the caller.

Source Address: The address of the call initiator (caller).

Destination Address: The address of the call receiver (party called).

Call/Conference ID: The SIP or H.323 call ID associated with this call.

Various alarm thresholds are set by the user for audio/video jitter, interval, packet
loss, and R-Factor/MOS score measurements
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‘WinEyeq (tm) Professional E lElx
Fle Edt Captwe Record Vew Help
|@|o™ & E8[B[Q T[] Mo Freroer o
Network Montor | Active Cals | Recent Calks | Recent Errors | User alets | User alams  User'watches | Endpoints | Other Audio| Gther Vides | Regitiatons |
Skatus [[rotocel [ FoundIn [ twakch Trigger [ Started [ Duration | Terminator | Source Address | Source IDJE.164 | Source NamefH.323 1D Destination Address | Destination IJE. 164 | Destination MemefH 323 1D | Call I ]
%ebsetup H323  120,249.0.150 120,249, 121540 120,249.49.11 1016 120,249.0,150 2016 D751 344447 06FCTSED6AG?
Comected  H323  120.249.0.150 120249 21 120.249.49.11 1018 120.249.0.150 2018 A91CDSDEE0421DFCECCCES
Comected  M.323 1202490150 120249 12:21:40 120.249.43.11 1008 120.249.0.150 2008 S5776FABADBER452CACESFT
Comected  M323 1202490150 120249 12:21:40 120.249.48.11 1022 120.249.0.150 022 2D0CDA26DZESEBIEI3CHIC
Comnected  H323 1202490150 120240 12:21:40 120.249.48.11 1009 120.249.0.150 2008 10FE60B46A54AG TIEDAGAED
Connected  H.323 1202490150 120249 12:21:39 00001 120.249.48.11 1019 120.249.0.150 2019 B1000325E AZE35F70516082
Connected  H.323 1202490150 120,249, 12:21:39 00001 120.249.43.11 1004 120.249.0.150 2004 3A13082F20ASF BATDSE354-
Commected  SIP SI0010E.., 120299, o001 120.249.49.10 10010 "WnsIP 13" 120249, 20010 "Devie 12" atsb-444a9z65-05ag-cali1 |
Commected  SIP 120.249.0,150 120,249, 00001 120.249.49.10 10018 WISIP 19" 120249, 2018 “Devie 19" 7hoa-44499215-0508-Cal 19
v completed 51 120.249.0.150 120,249 12:21:38 000006 Sowce  120.249.49.10 10017 “WinSIP 18" 120.249.0.150 20017 “Devie 18" Bs1-44438859-0508-Cal 15
v Relessed  H.323  120.248.0.150 120.249 12:21:38 000006 Souce  120.243.4.11 1014 120.249.0.150 014 35906ACDD1 7BBC2CA185003
v Reased  H23  120.249.0.150 120.249 12:21:38 D0000E  Souce  120.248.40.11 1007 120.249.0.150 2007 6AB401EEBZ915CSFEFBAIEE
vRelsted  H.323  120.249.0.150 120.249 21 D0000S  Sece 1202484011 1024 120.249.0.150 2024 9AFOD7ABBTATIEFC31C4963
 Conpleted  SIP SpIZ0016@... 120249 21 D005 Sorce  120.248.40.10 10016 “WiSIP 17" 120.249.0.150 20015 "Device 17° 6007c-44498171-0558-Call 7
 Conpleted  SIP 120.249.0,150 120249, 12:21:38 000005 Sorce  120.243.48.10 10015 “WiSIP 16" 120.249.0.150 20015 "Devie 16" 8751444881 25-0528-Cal 16
VRekased  H23 1202490150 120.249, 12:21:38 w000s  sauce  120.24%.4e.1 1011 120249, 2011 1FOD45850653ACT 1EDS 4221
v Completed  SIP SDIZO01ER.., 120249, 12:21:38 00005 Souce  120.249.49.10 10013 “WSIP 14" 120249, 20013 “Devie 14" bicc-44498031-0538-Call+
v completed 51 120.249.0.150 120,249, 21 00005 Souce  120.243.49.10 10012 “WinSIP 13" 120.249.0.150 20012 “Devie 13 318-44437984-0508-Cal 13
v conpleted  5IP 120.248.0.150 120,245, 21137 000006 Souce  120.248.43.10 10011 “WSIP 12" 120.249.0.150 20011 “Devie 12° 9167-44497537-058-Cal 12
 Completed  SIP SipHO0D9D... 120,249 12:21:37 D000NE  Soce  120.248.40.10 10008 120.249.0.150 20009 evie 10 Fe08-44457875-05a8-Call.0
 Conpleted  SIP 120.249.0,150 120,249, 12:21:37 00006 Serce  120.248.49.10 10008 120.249.0.150 20008 “Devie 8" 023¢44497843-0538 Cal3
 Conpleted  SIP SpIZ0007E... 120,248 12:21:37 D006 Sorce  120.248.40.10 10007 120.249.0.150 20007 "Device ' cd21-44437796-0506-Calls
 Conpleted  SIP SprZ0O0IE... 120,243 000006 Sorce  120.243.48.10 10001 120.249.0.150 20001 "Device 2" ©254-44457734-0528 Cal2
 Completed  SIP SI0006E.., 120249, 00005 Souce  120.249.49.10 10008 120249, 20008 "Devie 7' 336+-41497687-0538-Cal7
v Conpleted 51 120.249.0,150 120,249, 12z:21:37 00006 Souce  120.249.49.10 10008 120249, 20005 evice 2hb41497625-0508-Calls
v Completed  SIP SDIZ0004D... 120249 12:21:37 000006 Souce  120.24.4.10 10004 120.243.0.150 20004 “Devie 5° 6b3n—444976n9'n556—(au5_'_|
i}
Cal Sumaty | Call Flow | Cal Trace | CallMetrics | Aucio Summany | Audio Details | Audio 005 | Videa Summay | Videa Detais | Data Detais | ATCP Sunmany | ATCP XA Summan | DTMF Summany
Signaling | Value Audio | Valie Video Value
Src Address 120.249.43.11 | [ 5rc Audio Channel 120.249.49.13:27785 | [ Src video Charel 120.249.49.13:27790
ScE. 164 1018 | |Src Media Type G711 Alaw 6tk | | Src Pledia Type H.263
EE Sic Patket Count 84| [Srcparket Count 76
St Average Jiter (ms) 0.53 | |Src Average Jiter ms) 0.429
Dest Address. 120.249.0.150 Src Average Packet Interval (ms) 60,993 Src Average Packet Interval (ms) 67,313
DestE. 164 2018 | |5rc Average Bandhuickh {kbis) 65.657 | [Src Average Bandvidth (kbfs) 10722

DestH.3231D
Start Time
Stop Time
Duration

Call Terminator

Gatskesper

Call score

Dest vid Score

Recard Fikname
Capture Fiename

At

A+
at
At
A+

Source

98,498
8.033
8614
99,518
9,142
8,700
%6.336

Src Packets Lost
Src TOS{DSCP Flag

S Listening R Factar

St Listening MOS Score

Optimal Listening R Factor(MOS Score
Stream Quality Index (501)

[
Defautt (000000)
93

93/4.20

At (100.00)
Dest Audia Chanrel 120.249.0.150:23488
GIL1 Alaw B4k

Dest Packet Count 84

Dest Average Jitter (ms) 3,076
Dest Average Packek Interval (ms) 60.890
Dest Average Bandwidth (kbfs) 65.588

Dest Packets Lost [
Dest TOS/DSCP Flag Default (000000)
Dest Listening R Fackor 93

Dest Listening MOS Score 4.20
Optima Listening R Factor(MOS Score: 93/4.20
Stream Quality Index (5Q1) A+ (100.00)

Src Packets Lost
Sc TOS{DSCP Flag

Dest Videa Charrel

Dest Average Jitter (ms)

Dest Average Packek Interval (ms)
Dest Average Bandwidth (kbfs)
Dest Parkets Lost

Dest TOS/DSCP Flag

[
Defautt (000000)

120.249.0.150:23490
H.263

0
Default (000000)

Ready: For Help, press F1

[Session: 02:08:29 active Calls: 76

[Calls Compieted: 72,895

[Ava. Call Rate: 9.457jser

[Errors Deterted: 0

Ervor Rate; 0.000%  Registeredi 0

The watch view is designed to provide an in-depth view of each VolP call and
that has been associated with a user-defined “watch” trigger. Each call is

represented by an entry, which is updated once every second, in the topmost
report. This report contains the following columns:

Call status: The current status of the call. These may be things such as
connecting, ringing, connected, error, etc.

Protocol: The values for this field are SIP or H.323.

Found in: This field specifies which call element the value was found in.

Watch trigger: This field specifies what value caused the watch to be triggered.

Started: This is the time (local time) that the call was started.

Duration: The length of time the call is (or was) active.
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Terminator: The side that terminated the call (source or destination).

Source Address: The address of the call initiator (caller).

Source ID/E.164: The SIP user ID or H.323 E.164 alias of the caller.

Source Name/H.323 ID: The SIP display name or H.323 ID of the caller.

Destination Address: The address of the call receiver (party called).

Destination ID/E.164: The SIP user ID or H.323 E.164 alias of the party called.

Destination Name/H.323 ID: The SIP display name or H.323 ID of the party
called.

Call ID: The SIP or H.323 call ID associated with this call.

Reqistered With: The gatekeeper’s IP address for H.323 calls, or the Proxy’s IP
address for SIP calls.

Conference ID: The conference ID (H.323 calls only).

Each individual call has the following sub-views:

e Call Summary

e Call Flow

e Call Trace

e Call Metrics

¢ Audio Summary
e Audio Details

e Audio QoS

e Video Summary
e Video Details

e Data Details

e RTCP Summary
e RTCP XR Summary
e DTMF Summary

To display information about a particular call, select it in the watch list.

Whenever a call is selected, it will remain “locked” in the view for as long as you
wish to view its detalils.

Note: For a detailed description of these sub-views please refer back to the
‘Active Calls View’ section of the manual.
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Endpoints View

‘WinEyeQ (tm) Professional E

e Edt

Captwre Record View Help

ST

(O] 2 [T 2|5|Q T || weelromrmm I

Network Monior | Active Calls | Recent Calls | Recent Errors | User Alerts | User Alams | UserWatches - Endpaints | Other Audio | Other Video | Registrations |
[0 [P address [ MAC adchess | pescription [ Discovered [ Onine | Placed | Received | Successful | Faied | Registered with | Bandwidth Used (c8) | B
1024 120.249.48.11  DOOTESOCFBAC  Win323 Version 1.5.0 01343 0D0210:2 1,485 0 1484 0 535,995
2024 120.249.0.150  DOGOFBOBSE17  Win323 Version 1.5.0 101343 ODO2A042 0 1,485 1,484 0 535,995
1020 120.249.48.11  DOOTESOCFEAC  Win323 Version 1.5.0 101343 0D02:4042 1,486 o 1,485 o 533,919
2020 120.249.0,150  OOSOFEOSSE17  Winaz3 Version 1.5.0 mims oDozA0aZ [ 188 1,465 0 s39,919
10000 120.249.49.10  ODO7ESOCFBAC  WinSIP[2.7.0 IS0z OD0Z0BS3 1,473 0 1472 0 127,157
20000 120.749.0.150  ODSOFEOSSEL7  WinSIP[2.7.0 1502 OD0Z0BS3 0 1,473 1472 0 127,137
10001 120.749.45.10  ODOTESOCFBAC  WinSIF[2.7.0 01502 OD0ZOBS3 1,473 0 1472 0 127,007
20001 120.249.0.150  ODSOFEOSSEL7  winSIP[2.7.0 101502 0D020BS3 0 1473 1472 0 127,007
10002 120.249.45.10  ODOTESOCFBAC  WinSIP[2.7.0 10:15:02 0D0208S3 1473 0 1472 0 127,121
20002 120.249.0.150  ODGOFEOBSE17  WinSIP[2.7.0 1:15:02  ODO20BSS 0 1,473 1472 0 127,121
10003 120.249.43.10  ODOTESOCFSAC  WinSIP[2.7.0 1:15:02 00020853 1,473 [ 1472 o 126,815
20003 120.249.0.150  0OPOFBOSSEL? WinsIPf2.7.0 10:15:02 0D 02i08:53 o 1,473 L472 0 126,816
10004 120.249.49.10  ODO7ESOCFBAC  WinSIP[2.7.0 IS0z OD0Z0BS3 1,473 0 1472 0 126,715
2000+ 120.749.0.150  ODSOFEOSSEL7  WinSIP[2.7.0 1502 OD0Z0BS3 0 1,473 1472 0 126,715
10005 120.749.45.10  ODOTESOCFBAC  WinSIF[2.7.0 01502 OD0ZOBS3 1,473 0 1472 0 126,807
20005 120.249.0.150  ODSOFEOSSEL7  winSIP[2.7.0 101502 0D020BS3 0 1473 1472 0 126,807
10006 120.249.45.10  ODOTESOCFBAC  WinSIP[2.7.0 10:15:02 0D0208S3 1473 0 1472 0 126,040
20006 120.249.0.150  ODGOFEOBSE17  WinSIP[2.7.0 1:15:02  ODO20BSS 0 1,473 1472 0 126,040
10007 120.249.43.10  ODOTESOCFSAC  WinSIP[2.7.0 1:15:02 00020853 1,473 [ 1472 o 127,07 -
20007 120.249.0.150  0OPOFBOSSEL? WinsIPf2.7.0 10:15:02 0D 02i08:53 o 1,473 L472 0 127,076
10008 120.249.49.10  ODO7ESOCFBAC  WinSIP[2.7.0 IS0z OD0Z0BS3 1,473 0 1472 0 127,113
20008 120.749.0.150  ODSOFEOSSEL7  WinSIP[2.7.0 1502 OD0Z0BS3 0 1,473 1472 0 127,113
10008 120.749.45.10  ODOTESOCFBAC  WinSIF[2.7.0 10:15:03 ODOZOBSE 1,473 0 1472 0 127,118
20008 120.249.0.150  ODSOFEOSSEL7  winSIP[2.7.0 101503 oDO0ZOBSZ 0 1473 1472 0 127,118
10010 120.249.45.10  ODOTESOCFBAC  WinSIP[2.7.0 10:15:03 OD020BS2 1473 0 1472 0 126,774
20010 120.249.0.150  ODGOFEOBSE17  WinSIP[2.7.0 10:15:03 ODOZOBS2 0 1,473 1472 0 126,774
10011 120.249.43.10  ODOTESOCFSAC  WinSIP[2.7.0 10:15:03 00020852 1,473 [ 1472 o 126,797 =
Endpoirt Summaty and Recent CallHistory | Top Talkers |
[ Injout [Frotocol | Resut | Remote D [ Remote add [Started [ Ended | Duraton | Aud. Codec | Mosscore| R Factor | Aud Jtter | Aud. Interval | vid. Codec | v, Jtter | _vid.
Total Cals 1,472 | [Boutbound  SIP Success 20012 120249.0.150 122345 122350 000005 G711 Maw 3.160 &4.000 0524 20,108 0.000
SioEessfulCale L4972 | | Bloutbound st Success 20012 120.249.0.150 122540 1223945 OBODOS G711 Aaw 2160 64,000 0.5 20,109 0.000
Eied calsl Fouwtound  s1p Success 20012 120.249,0,150 1220 122a0e OBODOS  G7ildaw 0,000 0,000 P .00 0,000
Inbound [ Success 20012 120.249.0,150 122308 12:23:13  00:00:05  G.711Aaw 3.109 63.000 0.483 20,086 0.000
Total Calls of |@oubound s Success 20012 120.249.0.150 122313 12:23:19  00:00:06  G.711Alaw 3.109 63.000 0562 20.102 0.000
Cumlative Time 00:00:00 | |Bloutbound 1P Success 20012 120.243.0.150 17EH19 1zz3zd 00000 G.711Alaw 3,160 64.000 0510 20,095 .00
bow] Boutbound st Success 20012 120,249.0.150 12282¢ 1222329 00:00:05  G.711Maw 3.160 64,000 0.533 20.102 0.000
e 1473 | |Boutbound s Success 20012 1202490150 122329 122334 000005 G711 Maw 3.254 66,000 0.494 20,089 0.000
Cumulative Tme, 02:08:25
4 | 3

Ready: For Help, press F1

(Session; 02:10:14

lactive Calls: 72

|Gl ompleted; 73,093

[Bva. Cal Rate: 9,458/5ec

Errar Rate: 0.000%

o beteciedi 6

Fesitored: 0

The Endpoint View shows a list of each endpoint that has participated in a VolP
call during this WinEyeQ session. This view contains the following columns:

Status: Current status of endpoint, Inactive / Calling / Receiving.
ID: The E.164 alias of the endpoint (H.323) or Call ID (SIP)

IP_Address: The IP address of the endpoint.

MAC Address: The MAC address of the endpoint.

Description: A readable text description (if available) of the endpoint.

Discovered: This is the time this endpoint was first observed by WinEyeQ.

Online:

Placed:

The length of time this endpoint has been online.

The number of calls this endpoint has placed.

Received: The number of calls this endpoint has received.
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Successful: The number of calls for this endpoint without errors.

Failed: The number of calls for this endpoint with errors.

Registered With: The gatekeeper’s IP address, for H.323 calls, or the Proxy’s IP
address, for SIP calls.

Bandwidth Used (KB): How many bytes of data has been transferred.

The number of endpoints in the list is user configurable via Edit | Settings |
Endpoints.

Endpoint Summary and Recent Call History

Endpeint Summary and Recent Call History | Tap Talkers |

I Infout [Protocol | Resut | Remote I [ Remote Address [ Started [ Ended | Duration | Aud. Codec | MOS3core|  RFactor | Aud. Jitter |
Total Calls 25| [Boubord 5P Success 20008 120,243.0.151 11518 111618 000100 G711 Alaw 4137 a0.000 0.493
Successful Calls 2| Boutbourd 1P Success 20006 120,243,0.151 10810 110910 00:0L00 G711 Alaw 4,137 90,000 0.522
iled il 2 outbound  sIP Success 20008 120.249.0.151 10311 101001 000L00 G711 Alw FRED o0.000 0.474
Inbourd Boubound  a1p Success 20008 120.24.0.151 11012 1112 000100 Dynamic 0.000 0.000 0483
Tokal Calls o| [Eoubond 5P Success 20008 120,24.0.151 111113 1102004 000101 Dynamic 0.000 0.000 0.478
Cumulative Time 00:00:00 | | outbound SIP Success 20008 120,249.0.151 11:12:15  11:13:15 000500 G711 Alaw 4,137 90.000 0.485
e Boubound stp Success 20008 120.249.0.151 111316 1114116 000100 Dynamic 0.000 0.000 0.494
Total Calls o7 | [Eoutbound s Success 20008 120,243.0.151 1417 101517 000100 G7i1 Alaw 4,137 a0.000 0.488

Cumulative Time 00:24:37
«| | »

The Endpoint Summary and Recent Call History view keeps a list of each call the
endpoint has either placed or received.

This view contains the following columns:

In/Out: Whether the call was placed (Outbound) or received (Inbound).
Protocol: The protocol used for the call (H.323 or SIP).

Result: Either Success or Fail.

Remote ID: The E.164 alias (H.323) or Call ID (SIP) of the other endpoint.

Remote Address: The IP address of the endpoint.
Started: The time the call started.
Ended: The time the call ended.

Duration: The call duration.
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Audio CODEC: The type of audio codec this endpoint used.

MOS Score: The average MOS score of this endpoint’s audio for the call.
R Factor: The average R Factor of this endpoint’s audio for the call.

Audio Jitter: The average jitter of this endpoint’s audio for the call.

Audio Interval: The average interval of this endpoint’s audio for the call.

Video CODEC: The type of video codec this endpoint used.

Video Jitter: The average jitter of this endpoint’s video for the call.

Video Interval: The average interval of this endpoint’s video for the call.

The number of endpoint histories in the list is user configurable via Edit | Settings
| Endpoints.

Top Talker

Endpaint Summary and Fecent Call History - Top Takers

) [ Description [ Total cals Total Time | Total Bandwidth Used (k8 |
10020 WinsIP/2.4.9 E 00:05:23 o
20020 0 00:05:23 0
20005
50005
20004
S0004
20001
s0001
20002

&7 01:06:51 18,104
&7 01:06:51 18,104
&7 01:06:53 18,126
&7 01:06:53 18,126
23 01:06:00 18,188
23 01:06:00 18,188
23 01:05:55 18,167
23 01:05:55 18,167
23 01:05:55 18,149
23 01:05:55 18,149
51 00:50:31 13,995
51 00:50:31 13,995
51 00:50:30 13,977
51 00:50:30 13,977

50002
20003
s0003
20007
s0007
20009
s0003

This view contains the following columns:

ID: The E.164 alias of the endpoint (H.323) or Call ID (SIP)
Description: A readable text description (if available) of the endpoint.
Total Calls: The total calls placed and received by this endpoint.
Total Time: The total time the calls lasted.

Total Bandwidth Used (KB): The total bytes transferred.
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Other Audio View

WinEyeQ (tm) Professional —181x]
File Edt Capture Record View Help
£ B ] Q ? || Moo
Netwark Mantor | Active Cals | Recent Cals | Riecent Erors | User Alets | User Alams | UserWatches | Endpaints Dther Audi | Other Vidza | Regihations |
Source Address | Port | Dest, Address | Port | Media Type [ Packets | S5RC Detected | Duration |_Adapter | Capturing <]
120.249.49.11 [20 120.249.0.150 26508 G.71L Alaw 1322 B4BS49AL Z263818  0B0L1Y 0 o
120.249,0,150 26508 1202494911 25020 G711 Alaw 1,322 | 2FO36DE7 1Zi2638,19 000119 0 o
120.249.49.11 25024 120243.0.050 26512 G.7ALAlaw 1,320 43A7ESEC 2:26:3830 000119 o o
120.249.0.150 26512 1202494911 25024 G711 Alaw 1320 33EIEE 2263831 000119 0 o
120.249.49.11 [028 120249.0150 26516 G711 Alaw L3193 ASZ4DGSF Z26:3836  0B0L1Y 0 o
120.249,0,150 26516 1202494911 25028 G711 Alar 1,319 006EBES1 12i26:38,57 000119 0 o
120.249.49.11 25034 120243.0.050 26520 G.71L Alaw 1317 746230F4 2:26:36.45 000118 o o
120.249.0.150 26520 1202484911 25034 G711 Alaw 1317 2007938 12:26:38.49 0001118 0 o
120.249.49.11 [0 120.249.0150 26524 G711 Alaw 1315 FEF3FeDA Z26:3860  O0L1B 0 o
120.249,0,150 26524 1202494911 25038 G711 Alar 1,315 884C165D 1Zizia.6l O00LiS 0 o
120.249.49.11 25042 1202430050 26528 G.7ALAlaw 1314 S1363ESF 2:26:3666 000118 o o
120.249.49.11 26044 1202480150 26532 G711 Alaw 1312 66618317 12263878 000118 0 o
120.249.0.150 /532 1202494911 7504 G711 Alaw 1312 alszoBsz 12263879 00018 0 o
120.249,0,150 26528 1202494911 250 G.71LAlaw 1,312 3399626 1Zi26:38,79 000Li1S 0 o
120.249.49.11 25050 120,243,000 26536 G.71LAlaw 1310 7313307 2:26:3691 000118 o o
120.249.0.150 2653 1202494911 25050 G711 Alaw L3I0 406D66SL 12263891 000118 0 o
120.249.49.11 [54 120.249.0.150 26590 G711 Alaw 1309 43F68FOZ 12263857 00518 0 o
120.249,0,150 26590 1202494911 25054 G711 Alar 1,309 | FIE64206 12i26:38,97  000Li1S 0 o
120.249.49.11 25056 120,243,050 26544 G.71LAlaw 1,307 3BEDE293 2:26:39.08 000118 o o
120.249.0.150 26544 1202494011 25058 G711 Alaw 1307 oFaFBCCl 12:26:39.09 000118 0 o
120.249.49.11 5060 120.249.0.150 26596 G.71L Alaw 1305 CESBO3S3 Z2e®2l On0L1E 0 o
120.249,0,150 26548 1202494911 25060 G711 Alar 1,305 2C145089 1Zizasel O00LiS 0 o
120.249.49.11 25066 120243.0.050 26552 G.7ALAlaw 1303 11E1867E 2263933 000118 o o
120.249.0.150 26852 1202494911 25066 G711 Alaw 1,303 ESEDOSAB 2263933 000118 0 o
120.249.49.11 [0 120249.0150 26556 G.71L Alaw 1302 76FC3DAO 1Z:26:3939 000518 0 o
120.249,0,150 26556 1202494911 25070 G711 Alaw 1,302 FsOSD162 12i26:39.39  000Li1S 0 o
120.249.49.11 25072 120243.0.050 26560 G711 Alaw 1,300 52DETD2A 2:26:3950 000517 o o
120.249.0.150 26560 1202494911 25072 G.71L Alaw L300 73604403 12263950 000117 0 o =
120.249.49.11 [078 120.249.0.150 26564 G711 Alaw 1298 7ABA34E3 12263963 0017 0 o
120.249,0,150 26564 1202494911 25076 G711 Alar 1,295 99975350 12i26:39.63 000Li17 0 o
120.249.49.11 25080 120,243,000 26568 G.71LAlaw 1,267 BBA2FD43 2:26:39.69 000117 o o
120.249.0.150 26568 1202494911 25080 G.711 Alaw 1,297 B2704Fas 12:26:3969 000117 0 o
120.249.49.11 5084 120.249.0150 76577 G.711 Alaw 1,295 76CEFETD 12:26:3981 000117 0 o [
Charel Surmany | DTMF Summary | Chanel 025 |
Wetric Cunert Low High
Jtter (ms) 191 0.06 4.03
AvgPacket Interval () 60.05 B4 77.31
Avg Banduidth (kbis) 64.22 64.04 6,76
Parameter [ value
Adhess 120.249.0.150
Port 26500
Media Type G711 Aaw ()
g o 0 onds 0 TOS/DSCP Flsg Default (00000D)
Total Parkets 1324
Packets Lost [
Early Packets 116
Late Packets 61
Audiojpacket () &0
Frames/Packet &0
OTHF Events
Current Bandwidth (ko/s) 6375
Longest Packet Loss Burst 0
Total Payload Bytes 635,520
Ready; For Help, press F1 Session; 021 14117 lactive Callsi 39 (Calls Completed; 75,736 g, Call Rate i 9,401/sec  [Errors Detected: O Error Ratei 0.000%  Registeredi 0

This view contains the following columns:

Source Address: The IP address of the call initiator (caller).

Port: The port of the call initiator (caller).
Destination Address: The IP address of the call receiver (party called).
Port: The port of the call receiver (party called).

Media Type: The type of media flowing on this channel.

Packets: The number of packets sent on this channel.

SSRC: The synchronization source from the RTP header.

Detected: The time this stream was detected.

Duration: The length of time the call is (or was) active.
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Adapter: The adapter (NIC) that received the packets.
Capturing: Whether or not this stream is being captured to disk.

To start capturing the data from one of these streams right-click the mouse on
that stream and select ‘Start Rogue Stream Capture’. To stop capturing the data
from one of these streams right-click the mouse on that stream and select ‘Stop
Rogue Stream Capture’.

Other Audio Sub-Views
Channel Summary

This view provides jitter and latency measurements for an audio stream not
identified with a VoIP call. Included with the graphical representations of jitter
and latency are the high low and current values for each as well as the stream
type, the sender’s IP address and port, the receiver’s IP address and port, the
number of packets lost and the DTMF sequences if present within the stream
(RFC 2833 section 3 Named Telephony Events).

DTMF Summary

This sub-view provides a detailed and organized tabular display for the active
DTMF transmissions that occurs during an audio stream that was not identified
with a VolIP call.

Channel QoS

This sub-view provides the QoS metrics for the stream. The R-factor/MOS
scoring feature is a non-intrusive measurement technique available for the
WinEyeQ call monitor. WinEyeQ passively measures the characteristics of live
audio stream and reports quality scores in real-time. The algorithm used to
obtain the R-Factor/MOS quality scores accurately models the way that time-
varying impairments, most notably burst packet loss and possible jitter buffer
discards, affect perceived speech quality.

| Packets | S5RC | Detected | Duration | Adapter | Capkuring |
226 S6DF23BE 09:24:08.25 00:00:04 1 Mo
258  SBEO4C3A 09:24:08,25 00:00:05 1 Mo
289 15033145 09:24:08,25 00:00:05 1 Mo
| B ——— 1 No
IS8 76 Start Rogue Stream Capkure o007 1 Mo
G5 En Skop Rogue Stream Capbure 0005 1 Mo
119  A4BCITAD 1= BEC R i o:00:07 1 Mo
223  4E3B6DF4 09:24:08,27 00:00:04 1 Mo
257 03705180 09:24:08,27 00:00:05 1 Mo

The ‘Capturing’ column reflects the status of the capture.
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WinEyeQ (tm) Professional E =18 x|
Bl Edt Captwe Record Vew Help
|@ o™ L BH[Q T[] ModeFrperover o
Network Montor | Active Cals | Recent Cals | Recent Errors | User alets | ser alams | Userwatches | Endpoints | Other dudio Tther Vides | Regitiations |
SourceAddiess | Pork | Dest Address | Port | MediaType [ Packets [ SSRC [ Detected | Duration | Adspter | Capturing ]
120.249.49.11 25002 120243.0.050 26630 H.263 1,227 DEGGZCEF 2253476 Do0L:2 [ o
120.249.0.150 26690 1202494911 25002 H.263 4,222 CDBAGDEE  12:29:3479  O0:01:20 0 o
120.249.0.150 0694 1202494911 75004 H.263 4,218 S2IFAFDE 12:73:3485 000120 0 o
120.249.49.11 25004 120249.0150 25694 H.263 1,225 66OESFDL 12:29:3489 000120 0 o
120.249.49.11 25010 120243.0.050 26635 H.263 1,224 2FCTBDEA 2:28:34.96 0001120 o o
120.249.0.150 26698 1202494911 25010 H.263 4,211 B2026883 12:29:3408  00:01:20 0 o
120.249.0.150 702 1202494911 75017 H.263 4,207 C20B6DSE 1Z:73:3506  00:01:20 0 o
120.249.49.11 25012 120249.0150 26702 H.263 1,222 1E2EFASE 12:29:3509 000120 0 o
120.249.49.11 25018 120243.0.050 26706 H.263 1,221 4B923CIF 2:25:3545 0001120 o o
120.249.0.150 26706 1202494911 25018 H.263 4,199 BAAS14CE 12293518 000120 0 o
120.249.0.150 710 1202494911 75022 H.263 4,196 SSEFEEEC 1Z:73:3525 000120 0 o
120.249.49.11 25022 120249.0150 26710 H.263 1219 B2A690DA 12293529 OD:0LZD 0 o
120.249.49.11 25026 120243050 26714 H.263 1,218 DCFEFABS 2:29:3835  0ni01:20 o o
120.249.0.150 26714 1202494911 25026 H.263 4,100 006SFIC2 12:29:3539 000120 0 o
120.249.0.150 718 1202494911 75028 H.263 4,187 ZEEGEFIB 12:73:3545 000120 0 o
120.249.49.11 25028 120249.0150 26718 H.263 1,216 B4F77AIL 1Ziz%3548 000120 0 o
120.249.49.11 25034 120243050 26722 H.263 1215 1BF115DC 2:25:3555 000120 o o
120.249.0.150 26722 1202494911 25034 H.263 4,179 468AIDIS 12:29:3558 000120 0 o
120.249.49.11 [0 120.249.0150 26726 H.263 L1213 DACSZICZ | 12293568 ODOLIS 0 o
120.249,0,150 26726 1202494911 25038 H.263 4,172 70066630 2wz 019 0 o
120.249.49.11 25040 120243.0.050 26730 H.263 1212 BAFFCISE 22803875 0mi01i19 o o |
120.249.0.150 26730 1202494911 25040 H.263 4,169 74D7EBE 2:293579 000119 0 o
120.249.0.150 73 1202494911 75050 H.263 4,160 EIEC61E3 12733558 000119 0 o
120.249.49.11 25050 120.249.0.150 26738 H.263 1,208 75767443 2293601 0019 0 o
120.249.0.150 26742 1202434911 25054 H.263 4,156 22F612CC 2:29:36.06 000119 o o
120.249.49.11 25054 120249.0.150 26742 H.263 1,207 Facaskes 12:29:3.08 00:01:19 0 o
120.249.49.11 [56 120.249.0.150 26746 H.263 1,206 DFELSABE Z73:36.14 0B0L1D 0 o
120.249,0,150 26746 1202494911 25096 H.263 4,148 CFSCADTE  12:29:368 OBOL19 0 o
120.249.0.150 26734 1202434911 2504 H.263 4,145 GBATEFGT 2:28:36.18 000119 o o
120.249.49.11 25060 120.249.0.150 26750 H.263 1,204 43267902 12:29:328 000119 0 o
120.249.0.150 750 1202494911 75060 H.263 4,141 G3C08368 Z733632  0n0L1s 0 o
120.249.49.11 25044 120249.0150 26734 H.263 1,203 BCFB96FS 12293634 0019 0 o
120.240.0.1 26754 1202434911 25064 H.263 4,13 BACIAMC 12:28:36.40  00:01:19 o No hd
Charnel Summary |
Metric Current Low | Figh
Jtter (ms) 3664 0.022 6.505
Avg Packet Interval (ms) 66,058 39,854 92,773
avg Banduidth (Kbs) 427,66 416,498 a78.186
Parameter [ value
Address 120.249.0,150
Port 26786
Wedia Type H.263 (;
TOS/DSCP Flag Defaul (000000)
Total Packets 4,088

Ready: For Help, press F1

This view contains the following columns:

Video

Early Packsts 110

Late Packets 103
Pictures 1,188
Pickure Rate 15.179
Current: Bandwidth (kbjs) 465.81
Longest Packek Loss Burst 1

Tetal Payload Bytes 4,100,519

Bession: 02:17:15

active Call: 36

[Calls Compieted: 76,610

[Avo. Call Rate: 9, 304jse  Errors Detected: 0 [Error Rate: 0.000%

Source Address: The IP address of the call initiator (caller).

Port: The port of the call initiator (caller).

Destination Address: The IP address of the call receiver (party called).

ort: The port of the call receiver (party called).

Media Type: The type of media flowing on this channel.

Packets: The number of packets sent on this channel.

SSRC: The synchronization source from the RTP header.

Detected: The time this stream was detected.

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved

Registered: 0

107



WinEyeQ User’s Guide

Duration: The length of time the call is (or was) active.

Adapter: The adapter (NIC) that received the packets.

Capturing: Whether or not this stream is being captured to disk

To start capturing the data from one of these streams, right-click the mouse on
that stream and select ‘Start Rogue Stream Capture’. To stop capturing the data

from one of these streams, right-click the mouse on that stream and select ‘Stop
Rogue Stream Capture’.

| Packets | S3RC | Detected | Dt akion | Adapter | Zapkuring |
226 BeDFZ3BE 09:24:08.25 Qo0:00;04 1 Mo
258 SBED4C3A 09:24:08.25 00:00;05 1 Mo
289 15D33145 09:24:08,25 00:00:05 1 Mo
| | 1 o
55 7R Skart Rogue Skrearn Capkure 007 1 Mo
g6 EA  Skop Rogue Stream Capture 0005 1 Mo
119 A4BCTTAE [ B 0:00:07 1 Mo
223  4E3BoDF4 09:24:08.27 0o0:00;04 1 Mo
257 03705130 09:24:08.27 00:00;05 1 Mo

The ‘Capturing’ column reflects the status of the capture.

Other Video Sub-View
Channel Summary

This view provides jitter and latency measurements for a video stream not
identified with a VoIP call. Included with the graphical representations of jitter
and latency are the high low and current values for each as well as the stream
type, the sender’s IP address and port, the receiver’s IP address and port, the
number of packets lost and the DTMF sequences if present within the stream
(RFC 2833 section 3 Named Telephony Events).
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Registrations View

jeo Monitoring and Analysi =181x|

Fle Edt Capture Record Vew Help

| @[ ™| 2 B % |8(Q 2 || Mo rapeetiowok -]

Network Montor | Active Cals | Recent Cails | Recent Errors | User Alets | ser alams | Userwatches | Endpoirts | Other Audia| Dther Video ~Regitatians |
Status [ User IojE. 164 [ User Name/H.32310__| Address [ | Time | L] Expires | Remaining ]
+ Unregistered 10006 120,249.0,135 120.249.0,150 09:57i38
 Unregstered 10007 120.243.0.135 120.249.0.150 095738
 Unregistered 10006 120.243.0.135 120.249.0.150 085738
 Unvegitered 10005 120.249.0.135 120.249.0.150 095733
 Unvegistered 10004 120.249.0.135 120.249.0.150 095713
 Unvegistered 10003 120.249.0.135 120.249.0.150 095738
 Unvegistered 10002 120,243.0.135 120.249.0.150 095738
 unregistered 10001 120.249.0.135 120,249, ass7i3n
+ Unregistered 10000 120,249.0,135 120,249, 095738
 Unregstered 10009 120.243.0.135 120.249.0.150 095738
 Unregistered 10006 120.243.0.135 120.249.0.150 085738
 Unvegitered 10007 120.249.0.135 120.249.0.150 095733
 Unvegstered 10006 120.249.0.135 120.249.0.150 095713
 Unvegistered 10005 120.249.0.135 120.249.0.150 09573
 Unvegistered 10004 120,243.0.135 120.249.0.150 095739
 Unregitered 10003 120.249.0.135 120,249, ass7i3n
+ Unregistered 10002 120,249.0,135 120,249, 095738
 Unregistered 10001 120.243.0.135 120.249.0.150 095738
 Unregistered 10000 120.243.0.135 120.249.0.150 0855738
2 20009 120.249.0.111 120.249.0.150 095733 01:00:00
2ebRegitering 20008 120.249.0.111 120 249.0.150 095733 01:00:00
20007 120.249.0.111 120.249.0.150 095733 01:00:00
20006 120.249.0.111 120.249.0.150 095733 01:00:00
Registering 20005 120.249.0.111 120,249, ass7iaa 01:00:00
SebRegistering 20004 120,249,0,111 120,249, 095733 01:00:00 o
3 Registering 20003 120.249.0.111 120.249.0.150 09:57:33 01:00:00
Registering 20002 "Device 3° 120.243.0.111 120.249.0.150 0857:33 01:00:00 -

Flegistiation Fiow | Regisiration Trace | Registration Info

[FEGISTER sip:120.249.0.150;transpore=Ubp SIP/2.0
Via: STP/2.0/UDP 120.249.0.135: 5060;branch=zShG4bKaScaasde2 722520
Max-Forwards: 70

From: "UinSTP 10" <sip: 10009B120.249.0. 150> ;tag-2b1o-0ldc-e6re-6d
To: "WiniIF 10" <sip:l00096120.249.0.150>

User-hgent: Win$1P/2.6.0

Call-ID: d53a-35859587-0001-Callll

1 REGISTER

Contact: "WinsIP 107 <sip:100099120.249.0.135: 5060 Transport=UDp>
Expires: 3600

Content-Length: 0

Rl | _'l;I

Lengtn = 457 ﬂ
52 45 47 49 53 54 45 52 20 73 69 70 3A 31 32 30 REGISTER sip:lz0

2F 32 34 39 2E 30 28 3L 35 30 3B 74 72 61 6E 3 .249.0.150;trans
70 6F 72 74 3D 55 44 50 20 53 49 SO ZF 32 ZE 30 port=UDP SIP/Z.0
0D 0A 56 69 61 3k 20 53 43 50 ZF 32 2E 30 2F 55 ..Via: §18/2.0/T

Ready: For Help, press F1 [Session: 00:04:32 active Call 200 (Calls Completed; 200 [Avo. Call Rate: 0. 741jsec  Errors Detected: 0 [Error Rate: 0.000%  [Registered: 30

The registrations view is designed to provide an in-depth view of each VolP call
registration and its status. Each call is represented by an entry, which is updated
once every second, in the topmost report. This report contains the following
columns:

Status: The current status of the entry. These may be things such as
registering, registered, unregistered, etc.

User ID/E.164: The SIP user ID or H.323 E.164 alias of the registered party.

User Name/H.323 ID: The SIP display name or H.323 ID of the registered party.

Address: The address of the registered party.

Regqistrar/Gatekeeper. The address of the registrar to which the party is
registered.

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved 109



WinEyeQ User’s Guide

Time: This is the time of the most recent registration for this party.
TTL: The registration’s time-to-live value.

Expires: The time at which this binding expires.

Remaining: The time until this binding expires.

Each individual registration has the following three sub-views:

e Registration Flow
e Registration Trace
e Registration Info

To display information about a particular registration, select it in the registration
list. Whenever a registration entry is selected, it will remain “locked” in the view
for as long as you wish to view its details.

Registration Flow

Registration Flow | Registiation Trace | Fiegistiation Infa

120243012 1202430151 REGISTER sip:120.249.0.151; transport=UDE 5IF/Z.0 =]
Wia: SIP/2.0/UDP 120.249.0.112:5060;branch=z9hG4bKd7df004e30273e3
Mex-Forvards: 70

From: "Dewice 107 <sip:20009@120.249.0.151>;tag=6517-dc0l-Go8d-2a
ITo: "Dewice 107 <sip:20009@120.249.0.151%

User-Agent: WinSIP/2.4.9

Call-ID: c2cd-37622328-0001-Callll

CSeq: 142 REGISTER

Contact: "Dewice 107 <sip:20009@120.249.0.112:5060; transport=UDE>
Expires: 30

Content-Length: 0

1 | _»l;I

Length = 455 3
52 45 47 45 53 54 45 52 20 73 69 70 3k 31 32 30 BEGISTER sip:120
2E 32 34 39 2E 30 ZE 31 35 31 3B 74 72 51 6E 73 .249.0.151;trans
70 6F 72 74 3D 55 44 50 20 53 49 50 2F 3% ZE 30 port=UDP FIF/Z.0
D OA 55 65 51 3k 20 53 49 50 2F 32 2 30 2F S5 ..¥is SIFZ.0/U Ly

This view provides a time-stamped ladder diagram view of the registration flow.
Each “rung” in the ladder may be highlighted to display the decoded packet in
both ASCII and hexadecimal representations.
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Registration Trace

Pegistration Flow Fegisration Trace | Registration Infa |

Timestamp: Surce P port | Pratocol | Method Type Code | Text Dest IF Port FEGISTER zip:120.245.0.151;transport=UDF SIF/2.0
¥ 70,249,012 est 120,249, 0,151 60 Via: SIP/2.0/UDF 120.249.0.112: 5060 ;branch=zShG4bKd4l7504e2a27500
120,240,151 S060 SIP REGISTER  Response 200 OK 120.249.0,112 5060 Max-Forvards: 70
From: "Device 18" <sip:20017B120.249.0.151>;tag=a491-71e3-Tce0-63
To: "Device 18" <sip:200178120.249.0.151%
User-Agent: WinSIP/2.4.9
Call-ID: 4760-37622328-0001-Callls
Cieq: 147 REGISTER
Contact: "Device 18" <sip:200170120,249.0.112: 5060; transport=UDF>
Expires: 30
Content-Length: 0

: o

Length = 455 i‘
52 45 47 49 53 54 45 52 20 73 69 70 3k 31 32 30 REGISTER sip:l20
ZE 3z 34 39 ZE 30 ZE 31 35 31 3B 74 72 61 BE 73 .249.0.151:trans
70 6F 72 74 3D 55 44 50 20 53 49 50 ZF 32 ZE 30 port=UDP SIP/Z.0
U0 0 56 63 61 34 20 53 43 50 2F 32 2E 30 2F 85 .Wim SIHZ.OU

This view provides a time-stamped protocol specific report view of the
registration flow. Each entry in the report may be highlighted to display the
decoded packet in both ASCII and hexadecimal representations.

Registration Info

Registration Flow | Registration Trace  Registration Info

This view provides an overall graphical representation of the number of
registrations and the registration rate.
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WinEyeO Menu Commands

File Menu

=": WinEyeQ {tm) Yersion 1.7.0 on 120.249.0.135 - Yoice and Yideo Monitoring 4
| File Edit Capture Record Wiew Help

Tz sl iﬂn:u:le: I.-’-‘-.nal_l,lze I etwark, j
Skop Analyzer
Capture Cal Al Ent Erru:nrsl Uzer .&Iertsl Ulzer Alarms
Record Call AlE+R
| Curation | Terminat

Replay WinEvel Capture File. ..
Import WinPCap Format Capture File. ..

Exit

- Bl TToe T T
Conmectked  H.323 09:33:49
Connected  H.323 09:33:49
Connectked  H.323 093549
Connected  H.323 09:33:49

This menu contains the commands associated with running WinEyeQ.

Start Analyzer: This command starts the analyzer on the currently selected
adapter.

Stop Analyzer: This command stops the current analyzer session.

Capture Call: This command is only enabled when a call is in one of the
completed states (completed, error, timeout, etc.). When enabled, this command
will capture the selected call in WinEyeQ’s proprietary format to the specified file.

Record Call: This command starts recording the selected call. The signaling and
subsequent media will be saved in WinEyeQ'’s proprietary format to the disk.

Replay WinEyeQ Capture File: This command loads a file captured in
WinEyeQ's format and replays it.

Import WinPCap Format Capture File: This command loads a file captured in
WinPCap's format and replays it.

Exit. This command ends the WinEyeQ session.
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WinEyel {tm) ¥Yersion 1.7.0 on 120.249.0.135 - ¥oice and ¥ideo Monitoring 3

File | Edit Capture Record ‘iew Help

J G Settings... |% | o J Mude:l.ﬁ.nalyze M etwark. j
= Display Filkers., .,
Mo alerks & Alarms, ., Il | Recent Eallsl Recent Erru:ursl Llzer .-’-'-.Iertsl |lzer .-’-'-.Iarmsl
-  Reports, ..
I Bt | Skarted | Duration | Tetminato
09:35:49
Seleck Adapter. .. 09:35:49
¥ Comnecked | H.223 09:35:49
Connected  H.323 09:33:49
Connectked  H.323 093549
Connected  H.323 09:33:49

This menu allows you to configure settings, display filters, alerts, alarms, reports,
watches, and adapters.

Settings: This command allows you to set the various settings of WinEyeQ so

that you can program the tool. See Configuration Settings for a detailed

description.

Display Filters: This command allows you to select the protocol displayed.

Protocol Display Filters

1P

[~ TCP
[~ upp
[ ICwP

¥ Ras

[~ TPET
¥ H.225
[ H.245

v sIF

¥ RTP
¥ RTCP

Cancel |
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Alerts and Alarms: This command allows you to set the Alerts and Alarms that

WinEyeQ uses.

Alerts and Alarms B

Categories | ShMP |

(W] ALidio Jitker
[ laudio Interval

[ |Audio Packet Loss

[ IAsudio Burst Packet Lozss
[ideo Jitter

[ I%ideo Interval

[w]"fideo Packet Loz

[ I%ideo Burst Packet Loss
[ Listening B Factor

[ |Liztening MOS Score
[w|One wayp Audio D etection
[w|One wayp Yideo Detection

[w|Duplicate RTF Stream Destination

—Alert Value:

Wwhen the jitter reaches

I 5.00 or higher

— Alarm Yalue

‘When the jitter reaches

| 10,00 or higher

QK I Cancel Spply

Help

The categories of alerts and alarms are:

e Audio Jitter
e Audio Interval

e Audio Packet Loss
e Audio Burst Packet Loss

e Video Jitter
e Video Interval

e Video Packet Loss

e Video Burst Packet Loss

e Listening R Factor

e Listening MOS Score

e One Way Audio Detection

e One Way Video Detection

e Duplicate RTP Stream Detection

Note: For expanded information on Alerts and Alarms, along with SNMP
settings see the Alerts and Alarms section of this manual.

Reports: This command allows you to set logging, call, report and preferences

settings. See Configuration Settings for a detailed description.
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Watches: From this menu you can add single or multiple watches to WinEyeQ.
Watches are a stimulus that triggers WinEyeQ to isolate and analyze any VolP
call that contains that watch. Watches are an extremely simple but powerful way
of sifting through a ‘haystack’ of calls to find the ‘needle’ call that you are looking
for. Calls that are found this way are added to the Watch View.

—aAdd/Edit Single ' atch

Yale: |1 202490136 &dd Cancel |
—&dd Mulbiple W atches
Fram:
e I Reszet |
T I fidd
120.249.0135 .
100001 Edi |
100002
100003 elete |
100004
100005
100006 4”'85"
100007
100008
100005
100070
John Do ¥ Persistent

[T Caze Sensitive

Term katching——
{* Euact Phrase

™ Match Pattern

Add/Edit Single Watch: This is where a watch value is entered. This value can
represent any field of any protocol message that WinEyeQ examines. WinEyeQ
currently examines the following message fields:

e Source MAC Address, Destination MAC Address

e Source IP Address, Destination IP Address
e Call ID, Conference ID

e Source URI, Destination URI
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e Registrar address, Gatekeeper address

e Source User ID, Destination User ID

e Source E.164, Destination E.164, Source H.323 ID, Destination H.323 ID
e Calling Party Number, Called Party Number

e Call Reference Value, Q.931 Display Name

All the user must do is to add the text string of the value of the field he is looking
for.

Note: No quotes are needed for strings that contain blanks.

Add Multiple Watches: This is where a range of watches can be added to the
program, instead of adding each value separately.

Persistent: If persistent is selected, the watches that have been entered will be
written to a file and reloaded the next time that WinEyeQ is run. Otherwise they
will be discarded when the program terminates.

Case Sensitive: If case sensitive is selected, the case (upper / lower) of
alphabetic characters is considered in the compare. If case sensitive is true then
the string “Joe” is not equal “joe”.

Term Matching: Exact Phrase or Match Pattern. This offers the user a ‘wild card’
method of comparing strings. For example, if you add “192.168.10.” and have
selected Exact Phrase’, all fields examined must contain that string exactly. If you
have selected Pattern Match, any field that contains “***192.168.10.***” (where *
can be any character) will match.
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Capture Menu

WinEye (tm) Yersion 1.7.0 on 120.249.0.135 - ¥oice and ¥Yideo Monitoring

File Edit | Capture Record ‘Wiew Help
JE’*|§:J alls iith Errors

Hode: | Analvze Metwork
Wakched Calls I J

Media Streams From Watched Calls
M etwark : enit Errars I |zer Alertz I Izer Alarms

Skatus | Protocol | Started | Curakion | Terminake
Connected  H.323 09:33:49
Conmectked  H.323 09:33:49
Connecked  H.323 09:33:49
Connected  H.323 09:33:49
Connectked  H.323 093549

This menu toggles on and off the various capture options.

Calls with errors: Enables/disables capturing calls with errors.

Watched calls: Enables/disables capturing watched calls.

Media streams from watched calls: Enables/disables capturing media streams
from the watched calls.

Record Menu

="z WinEyeQ {tm) ¥ersion 1.7.0  on 120.249.0.135 - ¥oice and ¥ideo Monitoring
File Edit Capture | Record Miew Help

J = | & T | | el s J P ode: I.-“-‘-.nalyze M etwork, j

Metwork, Maritor  Active Calls | Fiecent Eallsl HecentEerrSI Uzer .-’-'-.Iertsl User flarms

Status | Protocol | Started | Dur ation | Terminake
Connected  H.323 09:33:49
Connected  H.323 09:33:49
Connected  H.323 09:33:49
Conmected  H.323 09:33:49

This menu toggles on and off the various record options.

Watched Calls: Enables/disables recording watched calls.
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View Menu

="z WinEye(] {tm) Yersion 1.7.0 on 120.249.0.135 - Yoice and Yideo Monitorin
File Edit Capture FRecord | Wiew Help

J i | g:; "EN| i | ! ! Settings Surmmary. .. m

Loq File. ..
Metwork Moritor  Active Cz |User dlerts | User dlams |
Zall Suramary Repork
Skatus | Protocal Error Summary Repork | Curakion | Terminako
Conmected  H.323 Watch Surmrmary Repaort
Comnecked  H.323 Session Summary Report
Connecked  H.323 Alert Sumnmary Report
Connecked  H.323 Alarm Surnmary Repork
Connected | H.323 Endpaint Summary Repart
Connected | H.523 Rogue Audio Report
Connected | H.523 Rogue Yideo Report
Connecked  H.323 RTCF xR Report
Connecked  H.323 DR Report
Connected | H.323 el
Conmected  SIP e
Conmected  SIP T
Connecked | SIP 09:35:45

This menu allows you to view the settings summary, text based log file and the
various reports that are available. It also allows the user to hide the toolbars and
status bars.

Settings Summary: Shows the active settings for WinEyeQ.

Log File: Text based data file of the results from the previous test.

Call Summary Report: The call summary report provides a single line entry for
each call. Summary information including start time, end time, duration, ID’s,
addresses, packet counts, QoS metrics, etc. are displayed for each line item.

Error Summary Report. Shows the errors that have occurred during the test
session.

Watch Summary Report: Shows the summary information that pertains only to
the calls in the watch list.

Session Summary Report: Shows the high level summary information about the
test session.
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Alert Summary Report: Shows the active alert messages, programmed threshold
and measured values.

Alarm Summary Report: Shows the active alarm messages, programmed
threshold and measured values.

Endpoint Summary Report: This report contains the information that is removed
from the Endpoint View when the number of endpoints in the view exceeds the
number of endpoints the user has elected to observe (via Edit | Settings |
Endpoints).

Rogue Audio Summary: This report details the start time, end time, duration,
QoS measurements, etc. of audio streams that WinEyeQ has detected that are
not associated with any VolP call.

Rogue Video Summary: This report details the start time, end time, duration,
QoS measurements, etc. of audio streams that WinEyeQ has detected that are
not associated with any VolIP call.

RTCP XR Report: This report captures the information from RTCP XR reports
that are sent on the RTCP channel (if any).

CDR Report: Shows the call data records for all the monitored calls.
Toolbar: Shows or hides the toolbar.

Status bar: Shows or hides the status bar.
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on 120.249.0.135 - Yoice and Yideo Monitorin

WinEyel {tm) Yersion 1.7.0
File Edit Capture Record Wiew | Help

Jﬁ|§jﬁﬁ|%|!!|é Help Topics

hetwurk X I

Licensing Information. ..
Metwork Moritor  Active Calls | Re : Alerts | User larms
About WinEved. ..
Status | Protocol | Started | Duration | Terminatc
Connected  H.323 09:33:49
Conmectked  H.323 09:33:49
Connecked  H.323 09:33:49
Connected  H.323 09:33:49
Connectked  H.323 093549
Connected  H.323 09:33:49

This menu displays licensing and help information.

Help Topics: Provides user with on line assistance for operating procedures,
configuration information and guidance.

Licensing information: Displays information about your WinEyeQ license status.
This is also where you can upgrade your license with optional features as they
become available.

About WinEyeQ: Displays information about this version of WinEyeQ.
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Toolbar Shortcuts

Bl 2 EF S| Q7

The toolbar contains shortcuts to the most commonly used application
commands. The following commands are available:

Replay

-}

L

O

apture

0

X

ecord
1 |

Import WinPCap Capture File

+
=

Start Analysis

Stop Analysis

Unlock display (de-select currently selected item)

=

Manage Watches

Q

Help/About

2|
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Selecting the Network Adapter and Packet Capture Filter

Select The Network Adapter And Packet Capture Filter x|

Adapter | Index | IP Addiesses I Mame | ok I
(1] Adapter for generic: dialup and PN capture 1} “Device\WPF_GenericDislupddapter
=l (2) IntellF) PROA 000 MT Desklop Adapter 1 120.243.4310120.243.43.11 Device\NPF_{384AB707-567E5-419F-83D C-OEEBB3722E Eancel
(3] Intel(R] PRO/100 VE Network Connection 2192168118 “Device\NPF_{IMER5307-F379-4C05-BE 8B-9457072371
Select
- Filter
Packet Capture Filter IP Subhlets / IP Addresses Protocols
(lip and [tcp or udp)) and ([tepl0:2] » 1024 and tep(2:2] » 1024) or (udp(0:2] » 1024 and udp(2:2] » 1024))) or ([+lan and ip and [tcp o udp)] w0l P
and ([tep(0:2] > 1024 and tep(2:2] > 1024) or [udp[(:2] > 1024 and udp[2:2] > 1024])) W] TCP
[w]UDP
[HTTF
[HTTPS
[JPOP2
[1SMTP
[CIFTP
TestFilter Eieset Filter [CISHMP
Ignore Traffic On Ports Below 1024 ; _—I CIRTSP
[ 1Telnet
[v1302.10 [¥Lan)
Add Delete |

The first step in preparing to run WinEyeQ is to select the network adapter you
wish to monitor. WinEyeQ will automatically display the Select Adapter screen
immediately after starting it for the first time. You may also access this dialog
from the Edit | Select Adapter menu item.

The Adapter

On the top part of the screen is a list of the Network Adapters that WinEyeQ has
discovered on your PC. Select the adapter you want to monitor by clicking the
adapter line and then pressing ‘Select’ or by just double clicking the adapter line.

The Filter

The bottom part of the screen is for the Filter. The Filter is used by the network
driver (WinPCap) to decide which packets to send to WinEyeQ and which ones
to discard. There are four areas that are used set the Filter, The Packet Capture
Filter textbox, The Sub-Nets / Addresses textbox, the Protocols box and the
Ports textbox.

The Packet Capture Filter textbox is the actual Packet Capture Filter. It has been
predefined to capture IP, TCP, and UDP packets from all IP addresses with port
numbers greater than 1024 on normal and VLAN networks. You may change the
Packet Capture Filter by editing the Filter textbox directly, or in combination with
the other three textboxes. In case of an error, simply press the ‘Reset Filter’
button to start over.
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The Sub-Nets / Addresses textbox allows the user to filter on selected IP
Addresses or I[P Subnets. Subnets / IP Addresses are added or removed from
the filter from here.

Sub-Mets ¢ Addrezses

sod | Delete |

If you click the ‘Add’ button, the following dialog is displayed:

Enter an IP Address or Sub-Met Segment or an':':' _ x|

IF Addresz or Sub-Met Seament or IP Addreszz Range

192.168.10.10 - 40

] I
Cancel |

Esamples :

192168 = Subnet Address 1321657
19216810 = Subnet Addrezz  192.168.10.%
192168101 = |P Addiess 192.168.10.1

1321681010 - 20

IF &ddress Range 192.168.10.10 ko 132.165.10.20

Then enter an IP subnet address, or enter an IP address (or range of addresses),
then click OK.
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The new value is added to the list.

I[P Sub-MHetz / |IP Addrezses

]192.165.10.10-40
[]120.249.01-10
[10.10.0
[]61.64.115.9-29
[]220.249

B120.249.150

Add Delets |

You may the use the check boxes to select / deselect the IP addresses you want
WinEyeQ to monitor:

Sub-Mets f Addiesses

[w]120.249.50.1
[]120.243.0138
[]120.243.100
[]120.249.200.210
®i20.249.50.75
[]120.249.0.200

Add Delete

The Subnets / IP Addresses will be added to or removed from the Packet
Capture Filter.
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The Protocols textbox allows the user to selectively monitor VolP and other
network protocols.

Protocolz

By checking or un-checking these boxes, the indicated protocols are added or
removed from the Packet Capture Filter.

The Ports textbox allows the user to selectively exclude packets from a range of
port numbers.

|gnaore Traffic On Portz Below I 1024

The Packet Capture Filter textbox shows the combination of the Subnet /
Addresses textbox, the Protocols textbox and the Ports textbox.

Packet Capture Filter

[lip and [tcp or udp]) and [[tep[0:2] » 1024 and tep(2:2] > 1024] or [udp[(:2] > 1024 and udp[2:2] » 10241)] ar [[vlan and ip and [tcp or udp]] and
[(tepl2] » 1024 and tepl2:2] > 1024) or (udp[:2] » 1024 and udp[2:2] = 1024])1

When you make changes to the Subnet /Addresses textbox, the Protocol textbox,
or the Ports textbox, the Packet Capture Filter is automatically recalculated. To
ensure that the filter has the correct syntax, you may press the Test Filter to
check it.

Note: When you press the OK button on the Select Network Adapters dialog,
the filter is always checked to ensure it is syntactically correct. If it is not correct,
an error message is displayed.
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Configuration Settings

The second step in preparing to run WinEyeQ is to review the settings.
WinEyeQ will display the following screen(s) when the Edit | Settings menu item
is chosen.

Logging

Configuration Settings : i =l

Logging | Callz I Praotacol Filtersl Heportsl F'referencesl Endpnintsl Advancedl QoS I

Log File: IE:\WinEyeQ\WinEyeQ.log |

Log Level: IWarnings [normal] ﬂ

¥ Feset Log File Each Session

Dump Statistics every 00:00:00 " [zero to dizable]

r— File Limitations

Constraints: IB_I,J Size 'I
Wwhen file is 100 ME in size

Enter a value in megabytes.

ak. I Cahicel Aoply Help

The following options are available to control the application’s logging:

Log file: Enter the name and location of the log file you wish to use.
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Log level: Select the level of verbosity you wish. The values are:

All: The slowest and most verbose level.
Trace: An extremely high level of detail.
Debug: Standard troubleshooting level.
Information: Medium verbosity.
Warnings: Only warnings and errors.
Errors: Errors messages only.

Reset log file each session: This feature keeps the log file constrained by

resetting it after each clean exit. If the previous exit was not clean, the contents
of the previous session are preserved.

Dump statistics: Sets a timer interval to dump the current statistics to the log file.
If this value is zero, the function is disabled.

File Limitations:

Constraints: Sets how the log file is separated. At a certain point the
program will close one log file and open a new one and start recording
there. The trigger for this event can be set to Size, Interval, Time of Day,
or None (which, if selected will hold all information in only one log file).
Constraint Range: Based on the log file constraints, the range sets the
event trigger for when the file obtains the value specified in this field.
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Calls
x
Logging Calls lF'rotu:u:oI Filters! Heportsl F'referencesl Endpoints! Advancedl [asS I
taximum Calls: | 1000
t amimum Registrations: I 2000
Startup Timeout: 120 gecond: [Zero To Dizable]
Idle Timeout [Both Directions]; I 3600 zecond: [Zero To Dizable]
|dle Timeout [Either Direction]: | 3600 zeconds [Zero To Disahle]
Shutdown Timeout: I 30 zeconds [Zero To Dizable]
Call Histary Size: 280 calls
oK. i Cancel Apply Help

The following settings govern the way calls are handled:

Maximum Calls: The maximum number of calls that WinEyeQ will follow (lower
values allow for more in-depth media tracing).

Maximum Registrations: The maximum number of registrations that WinEyeQ
will follow (lower values allow for more in-depth media tracing).

Startup Timeout: The maximum time after a call is discovered that WinEyeQ will
wait for the other endpoint to respond.

Idle Timeout (Both Directions): The maximum time between packets from both
the source and destination that WinEyeQ will wait before timing out the call.
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Timeout (Either Direction): The maximum time between packets from either
the source or destination that WinEyeQ will wait before timing out the call.

Shutdown Timeout: The maximum time after a call termination attempt is made
that WinEyeQ will wait for the other endpoint to respond.

Display time: The time, in seconds, that the call will be displayed on the screen.
The amount of memory required by WinEyeQ is proportional to the number of
active calls and the length of their display time. Typical values are from 1 to 30
seconds.

Call History Size: The number of calls that will be added to the Recent Calls
screen or the Recent Errors screen.
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Protocol Filters

Configuration Settings x|

Loggingl Call:  Protocal Filters |F|epnlts| Freferences | Endpoints .t’-‘-.dvancedl (oS5 I

—olP Callz
W snaly
V¥ Analyze H.323 Traffic

¥ Analyze Media Streams

—RTP Steams
V¥ &nalyze Rogue Audio Streams

¥ Analyze Bogue Video Streams

ok I Cancel | Aol Help

The following settings govern the kind of calls are handled:

VolP Calls:

Analyze SIP Traffic: If checked, WinEyeQ will analyze SIP calls.
Analyze H.323 Traffic: If checked, WinEyeQ will analyze H.323 calls.
Analyze Media Streams: If checked, WinEyeQ will analyze audio and
video streams.

RTP Streams:

Analyze Rogue Audio Streams: If checked, WinEyeQ will analyze audio
streams that are not associated with VolP calls that WinEyeQ is tracking.

Analyze Rogue Video Streams: If checked, WinEyeQ will analyze video
streams that are not associated with VoIP calls that WinEyeQ is tracking.
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Reports

Configuration Settings

Lnggingl Callz I Frotocol Fikers  Feports | F'leferencesl Endpointsl .-’-‘«dvancedl (oS5 I

R — Fieport Settings

Call Summary

VEor Summary Fomat  [Tab Delimited ~|
(W] atch Summary

] Session Summary File Mame: IC:\WinEyeQ\Heports\CallSummary.th J
[wlalert Summary

[wlAlarnn Sunimary

[w|E ndpaint Suninary

[w|Rogue Audio Surmmmary

[w|Rogue Video Summary o

WIRTCP ¥R Summary — Fepart Limitations

[wICDR Constraints: IBy Size "I
[C1Call Trace

DB Ve when fie s | 10 ME in size
[ Twiatch Trace

Enter a value in magabytes.

— Repart Preferences

[ Ensure Urigue File Mames v wiamn before ovenwriting existing reports

HTrL Erowszer: |c:\Program Fileshnternet Explorersiesplore. exe |

QK. I Cancel | Spply Help

The following reports are currently available in WinEyeQ:

Call Summary Report: This report has a one-line-per-call format that details the

call parameters, start time, end time, duration, QoS measurements, etc. Call
Summary reports are saved in the “Reports’ folder.

Error Summary Report: This report has a one-line-per-failed-call format that
details the call parameters, start time, end time, duration, Q0S measurements,
etc. Error Summary reports are saved in the “Reports’ folder.

Watch Summary Report: This report has a one-line-per-watched-call format that
details the call parameters, start time, end time, duration, QoS measurements,
etc. Watch Summary reports are saved in the “Reports’ folder.
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Session Summary Report: This report generates one-line-per-time-interval that
details the number of calls passed / failed, network statistics, etc. The ‘Time

Interval’ is set by the user. Session Summary reports are saved in the “Reports’
folder.

Alert Summary Report: This report has a one-line-per-alert format that details
the call metric, the alert threshold, and the actual value that triggered the alert.
Alert Summary reports are saved in the “Reports’ folder.

Alarm Summary Report: This report has a one-line-per-alarm format that details
the call metric, the alarm threshold, and the actual value that triggered the alarm.
Alarm Summary reports are saved in the “Reports’ folder.

Endpoint Summary Report: This report contains the information that is removed
from the Endpoint View when the number of endpoints in the view exceeds the
number of endpoints the user has elected to observe (via Edit | Settings |
Endpoints). Endpoint Summary reports are saved in the “Reports’ folder.

Rogue Audio Summary Report: This report details the start time, end time,
duration, QoS measurements, etc. of audio streams that WinEyeQ has detected

that are not associated with any VolP call. Rogue Audio Summary reports are
saved in the “Reports’ folder.

Rogue Video Summary Report: This report details the start time, end time,
duration, QoS measurements, etc. of video streams that WinEyeQ has detected

that are not associated with any VolP call. Rogue Video Summary reports are
saved in the “Reports’ folder.

CDR Report: This report has a one line per call format that summarizes the call
information. Start time, end time, duration, IP addresses and ID’s. CDR Summary
reports are saved in the “Reports’ folder.

Call, Error and Watch Traces: These reports provide a summary and packet-by-
packet trace of the calls. Call, Error and Watch Traces are saved in the “Traces’
folder.

Report Settings:

Format: Sets the file format that the report will be rendered in such as
ASCII, HTML, or XML.

File Name: Sets the name of the file when it is saved as well as the
directory in which it can be found.
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Report Limitations:

Constraints: Sets how each report is separated. At a certain point the
program will close one report and open a new one and start recording
there. The trigger for this event can be set to Size, Interval, Time of Day,
or None (which, if selected will hold all information in only one report file).
Constraint Range: Based on the report constraints, the range sets the
event trigger for when the file obtains the value specified in this field.

Report Preferences:

Ensure Unique File Names: If this check box is selected, a timestamp will
be appended to the file name when it is created.

Warn before overwriting existing reports: If this check box is selected, the
user will be prompted if an existing file is about to be overwritten.

HTML Browser: Specifies the location of an HTML browser application to
be used to open reports created in HTML format.
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Configuration Settings

Lnggingl Callz I Protocol Fiters | Feports  Preferences |Endp0ints| .-’-‘«dvancedl (oS5 I
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— General

[ Auta Start Analyzer
[ Display Settings Summary
¥ Stop Analyzer On Impart 'End OF File'

 Insert new entries...

—Early / Late Armival OF RTP Packets
Early Packets Are I 10 % Less Than Mominal Interyal

Late Packets 2ue I 10 % Greater Than Mominal Interval

—bctive Callz — Reqigtrations
&' Beginning ' Beginning
" End " End
—wWatched Calls —Emors
* Beginning ¢ Beginning
 End " End
—Media Capture Format
& Faw Dats wéatch Itnlams .
_ ¥ Persist ficross Sessions
" Packetized =
[ Case Sensitive Search
File Size Limit 10 Meas

QK. I Cancel Spply Help

The following preferences are available in WinEyeQ:

General:

Auto start analyzer: This feature starts the analysis as soon as WinEyeQ

is launched.

Display Settings Summary: If checked, WinEyeQ displays a summary of

all the program settings in effect when the program is started.

Stop Analyzer on Import ‘End Of File’: If selected, WinEyeQ will stop

analyzing when an ‘end of file’ condition is detected while reading an
imported file (WinEyeQ or WinPCap format).
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Insert new entries:

Active Calls: This option determines where new entries will be added to
the active call list.

Watched Calls: This option determines where new entries will be added
to the watched call list.

Registrations: This option determines where new entries will be added to
the registration list.

Errors: This option determines where new entries will be added to the
error list.

Media Capture Format:

Raw or Packetized Data: Choose the media capture format.

File Size Limit: Constraint placed on file size

Watch Items:

Persist Across Sessions: This option automatically reloads the previous
session’s watches when WinEyeQ is started.

Case Sensitive Searches: This option makes watch item searches
sensitive to case.

Early / Late Arrival of RTP Packets:

Early Packets Are XX % Less Than Nominal Interval: Choose a
percentage value of the perfect packet interval such that if the interval falls

below this value the packet will be considered early. For example, if an
RTP stream is sending packets every 20 milliseconds and the early value
is 10 %, then if the interval between packets is less than 18 milliseconds,
the packet will be considered early.

Late Packets Are XX % Greater Than Nominal Interval: Choose a
percentage value of the perfect packet interval such that if the interval falls
above this value the packet will be considered late. For example, if an
RTP stream is sending packets every 20 milliseconds and the late value is
10 %, then if the interval between packets is greater than 22 milliseconds,
the packet will be considered late.
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Endpoints

Configuration Settings . B

Loggingl Callz I Protocol Filtersl Heportsl Preferences  Endpoints |Advanced| QoS I

Maximum Endpoints: 1024 =

¢

Call Hiztory Buffer Size:

Top Talker Count: 16

Sort Top Talkers IBy Calls 'I

L]

Cancel | Aol Help

The following endpoint options are available in WinEyeQ:

Maximum Endpoints: The maximum number of endpoints that will be monitored
on the Endpoint View.

Call History Buffer Size: The maximum number of calls each endpoint has
placed / received that will be monitored in the Endpoint Summary and Recent
Call History view.

Top Talker Count: The number of Top Talkers that will be added to the Top
Talker screen.

Sort Top Talkers: The way that the Top Talkers will be sorted:
By the number of calls
By the time those calls were connected
By the amount of bandwidth used in those calls
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Advanced

Configuration Settings

Loggingl Callz I Protocal Filtersl Hepnrtsl Preferences | Endpoints  Advanced | OoS I

—Werify Checksums H. 323 Specific
e ™ Fequire H.245 End Session
[~ TCP
[~ UDP

— Command Line Interface Parameters

Session Mode IAnaIyze Metwork. 'I
Seszzion Duration I 000000

— File &ind Digk. Space Constraintz

t aximurm Mumber OF Files To Create Per Session I 10000

timimurn Dizk Free Space 10000000

Ok I Cancel Apply Help

The following advanced options are available in WinEyeQ:

Verify Checksums:

IP, TCP, and UDP: The respective checksum will be calculated and
verified for each of the listed protocols.

H.323 Spedific:

Require H.245 End Session: If selected WinEyeQ will require both
endpoints to send the End Session message to close the H.245 channel.
If not selected, the H.225 Release Complete message will be considered

the equivalent.
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Command Line Interface Parameters:

Session Mode: Select WinEyeQ mode when program is run by command
line.

Session Duration: Enter the duration of a command line test. HH:MM:SS

File and Disk Space Constraints:

Maximum Number of Files to Create per Session: This is the maximum

number of files (reports, traces, recordings) that WinEyeQ will create
during one session.

Minimum Disk Free Space: If the free space on the hard disk that
WinEyeQ is running from falls below this amount, WinEyeQ will stop
writing to that disk.
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QoS

Configuration Settings x|

Loggingl Calls I Pratacaol FiItersI Hepnrtsl F'referencesl Endpoints! Advanced QoS |

=~ Internationalization Setting —Jitter Buffer Emulator

ica " Fived Delay
" South America Hominal | 180 ms
" Europs E arly F'acket'sl 360
" Afiica .
. {* Adaptive Delay
Asia
o Min I 10 mz
Japan
. Hominal I 180 mg
 Austrailia
e I BO0 sz

0K l Cancel Al Help

The following QoS options are available for WinEyeQ:

Internationalization Setting: Sets WinEyeQ to generate quality metrics suitable
for scales used in different countries.

Jitter Buffer Emulator: simulates the parameters of a jitter buffer. This allows
WinEyeQ to have greater accuracy when collecting and analyzing information on
packet loss and call quality.
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Fixed Delay: Configured Nominal delay does not change.

Nominal Delay: This is the largest “late” delay for a packet beyond
which it would be discarded. It is the delay applied to packets that
arrives on time or within an “early window”.

Early Packets: This is used to determine whether, a packet that is
“early”, can be accommodated in the emulated jitter buffer. It is the
maximum delay that will be applied to a packet that is
accommodated by the jitter buffer emulator. IP phones and
gateways generally have a maximum buffer that limits the total
number of packets that can be stored.

The default values for the fixed settings are 60 ms for the Nominal
Delay and 80 ms for the Early Packets.

Adaptive Delay: Configured Nominal delay adapts over time.

Min Delay: This is the smallest delay that will be applied to a
packet in the Jitter Buffer emulator. The configured nominal delay
will not adapt to below this delay.

Nominal Delay: This is used as above. Based on the observed
jitter, it adapts and is bounded by the Max and Min delays

Max Delay: This is the upper bound for the Nominal delay, and is
also used in estimating the “early window” as mentioned above.

The default values for the adaptive settings are 10 ms for the

Minimum Delay, 60 ms for the Nominal Delay and 240 ms for the
Maximum Delay.

Note: If these values are chosen such that a jitter buffer cannot be constructed,
N/C will be displayed in the QoS tables.
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Display Filters

Protocol Display Filters -;Z' _ ﬂ

i

I uop Cancel

v RTP
¥ RTCP

The last step in preparing to run WinEyeQ is to review the filters. WinEyeQ will
display the following screen when the Edit | Display Filters menu item is chosen.
Select the protocols you want WinEyeQ to display.

Note: Due to memory constraints, only the first few RTP and RTCP packets are
displayed for each call.
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Alerts and Alarms

Categories

Alerts and Alarms 5 |

Cateqories l SNMP I

[w]Andio Jitker
[ lAudio Interval

[ Jéudio Packet Loss
I:i.-’-‘«udin Burst Packet Loss Wwihen the jitter reaches I .00 or higher

= Alert Value:

[/ ideo Jitter

[ Wideo Interval
[w|'¥ideo Packet Loss
[ I%ideo Burst Packet Loss —blarm Walue -
[ |Liztening R Factor
[ ILigtening MOS Score Wwher the jitter reaches I 10,00 or higher
(v Ore 'way Audio Detection

(v Ore 'way Yideo Detection
[w]Cuplicate RTP Stream Destination

(] I Cancel Lpply Help

Configurable alerts and alarms are available for the audio and video metric
measurements that WinEyeQ performs in real-time. The alert and alarm values
are thresholds that are set by the user. The alert and alarm mechanism provides
for a two stage detection of user settable limits. Alerts may be set for the
following events:

Audio Jitter: When the jitter of an audio stream exceeds the alert/alarm
threshold, a message will be sent to the Alert/Alarm screen.

Audio Interval: When the time between receiving two successive packets (the
interval) of an audio stream exceeds the alert/alarm threshold, a message will be
sent to the Alert/Alarm screen.

Audio Packet Loss: When the total number of packets lost of an audio stream
exceeds the alert/alarm threshold, a message will be sent to the Alert/Alarm
screen.

Audio Burst Packet Loss: When the number of consecutive packets lost of an
audio stream exceeds the alert/alarm threshold, a message will be sent to the
Alert/Alarm screen.

Video Jitter: When the jitter of a video stream exceeds the alert/alarm threshold,
a message will be sent to the Alert/Alarm screen.
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Video Interval: When the time between receiving two successive packets (the
interval) of a video stream exceeds the alert/alarm threshold, a message will be
sent to the Alert/Alarm screen.

Video Packet Loss: When the total number of packets lost of a video stream
exceeds the alert/alarm threshold, a message will be sent to the Alert/Alarm
screen.

Video Burst Packet Loss: When the number of consecutive packets lost of a
video stream exceeds the alert/alarm threshold, a message will be sent to the
Alert/Alarm screen.

Listening R Factor: When the listening R factor of an audio stream exceeds the
alert/alarm threshold, a message will be sent to the Alert/Alarm screen.

Listening MOS Score: When the listening MOS score of an audio stream
exceeds the alert/alarm threshold, a message will be sent to the Alert/Alarm
screen.

One Way Audio Detection: When a call that has audio flowing in only one
direction exceeds the alert/alarm threshold, a message will be sent to the
Alert/Alarm screen.

One Way Video Detection: When a call that has video flowing in only one
direction exceeds the alert/alarm threshold, a message will be sent to the
Alert/Alarm screen.

Duplicate RTP Stream Destination: When two media streams that have the
same destination IP address and port number are detected and exceed the
alert/alarm threshold, a message will be sent to the Alert/Alarm screen.
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x
Categories  SHKP |
[ Send SHMP Traps For Slerts ¥ Zend SNMP Traps For Alams
Hetwork: bManagement Station: I 120.249.50.75 Fort: 162
[ IP &ddresz or FQADM ] [Default iz 162)
CommLinity: I public

[ Default is usually public )

ok I Cancel Appl Help

Alerts and alarms may optionally send SNMP traps to an SNMP Network
Management Station.

Send SNMP Traps For Alerts: If checked an SNMP trap will be sent to the NMS
for all Alerts that have been generated by WinEyeQ.

Send SNMP Traps For Alarms: If checked an SNMP trap will be sent to the NMS
for all Alarms that have been generated by WinEyeQ.

Network Management Station: This is the IP Address or Fully Qualified Domain
Name of the Network Management Station.

Port: This is the port number where the Network Management Station is listening
for SNMP traps. The well known port is 162.

Community: This is the community name used by the Network Management
Station. The default community name for most SNMP agents is public.
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The following information is provided in each SNMP trap that is sent:

The name of the application generating the trap - WinEyeQ
Whether the trap was an alert or an alarm

The type of trap - audio, video, or signaling

The description of the trap

The source IP address and port of the call

The destination IP address and port of the call

The threshold value that was set for the trap

The actual value that triggered the trap

The date and time the trap was generated

The ID and User name from the call

Note: Each field of the trap is generated as a character string.

The following is an example of an SNMP trap generated by WinEyeQ:

1.3.6.1.4.1.27631.1 WinEyeQ

1.3.6.1.4.1.27631.1.2 Alarm

1.3.6.1.4.1.27631.1.2.2 Video

1.3.6.1.4.1.27631.1.2.2.2 Jitter

1.3.6.1.4.1.27631.1.2.2.2.1 Jitter High Alarm
1.3.6.1.4.1.27631.1.2.2.2.2 Source 120.249.50.100:50354
1.3.6.1.4.1.27631.1.2.2.2.3 Dest 120.249.50.75:25008
1.3.6.1.4.1.27631.1.2.2.2.4 Threshold 1.10
1.3.6.1.4.1.27631.1.2.2.2.5 Value 3.09
1.3.6.1.4.1.27631.1.2.2.2.6 Time 05/08/2007 17:43:16.697
1.3.6.1.4.1.27631.1.2.2.2.7 ID = BB94C810992CEE9D58731FB3D16753F2 -
User = 500095
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—Add/Edit Single Watch

Walug: |1 20.249.01 Add Cancel

—Add Multiple ‘watches
From: I

Rezet

Ta: I Aild

10000 )
20000 Eit
Jahin Smith

Delete

M

[ElEar,

¥ Persistent
[ Caze Sensitive

Term Matching
¥ Exact Phraze
" Match Pattern

The watch mechanism allows you to filter out specific calls based upon the value
of various call elements or fields within a call. This powerful mechanism allows
you to trap calls based upon call ID, IP address, E.164 alias, H.323 ID and most
other fields where values are known ahead of time. You may add, edit and
delete values associated with watches.

Watches may be designated as persistent (lasting across sessions) and case-
sensitive by selecting the appropriate settings on the Edit | Preferences page
from the options menu item. Also, you can specify the watch to match the value
exactly or match a subset of the value. For example, if ‘Exact’ were selected, the
watch ‘Joe’ would match the value ‘Joe’ but not the value ‘Joey’. If ‘Match
Pattern’ were selected, ‘Joe’ would match both ‘Joe’ and ‘Joey’.
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Capturing Calls

Overview

WinEyeQ allows you to capture the protocol signaling and initial RTP and RTCP
packets from each stream. You may capture the calls manually or associate
watches with known call elements and automatically capture the calls as the
watches are triggered.

Capturing watched calls also allows you to save the individual media streams
with or without the RTP header. This feature is enabled by selecting “Media
Streams from Watched Calls” from the Capture menu.

When the file is automatically generated via a watch, the file format will be as
follows:

Cap [user id] [timestamp].EyeQ:

Where [user id] is the user ID of the source and timestamp is the local time of the
call when recording begins. e.g. “Cap 2156726550 01102005090000.EyeQ”.

Capture - Calls with Errors

Click Capture menu command then select Capture Calls with Errors. Calls are
captured as they move off the active list to the error list. If you don’t have
Capture Calls With Errors selected, you can still capture the call by right clicking

it in the Error list. Only the initial three RTP packets are captured unless the
packet contains DTMF. Only the initial three RTCP packets are captured.

The Default file location where captures are saved is:

C:\WinEyeQ\Capture Files\*.EYEQ

Capture - Watched Calls

Click Capture menu command then select Capture Watched Calls. If you don’t
have Capture Watched Calls selected, you can still capture the call by right
clicking it in the Error list. Only the initial three RTP packets are captured unless
the packet contains DTMF. Only the initial three RTCP packets are captured
The Default file location where captures are saved is:

C:\WinEyeQ\Capture Files\*.EYEQ
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Capture - Media Streams from Watched Calls

Click the Capture menu command then select Capture Media Streams from
Watch Calls. With this option selected the capture file(s) will contain the full
number of RTP packets for the watched call.

If enabled while the analyzer is running media streams from calls already on the
watch list will not be captured. Only calls added to the watch list after enabling
Capture | Watch Calls Media Streams will have their media streams captured.
Default file location:

C:\WinEyeQ\Audio Capture Files\*.g711a (for a call running G.711 Alaw)

C:\WinEyeQ\Video Capture Files\*.h261 (for a call running H.261)

Capture - Rogue Streams

While viewing media streams in either Other Audio or Other Video right click on
the stream of interest and select Start Rogue Stream Capture.

Default file location:

C:\WinEyeQ\Audio Capture Files\*.rogue for Other Audio Capture.
C:\WinEyeQ\Video Capture Files\*.rogue for Other Video Capture.

The media stream capture will begin immediately after selecting Start Rogue

Stream Capture. Media previous to this point will not be included within the
capture file.
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Recording Calls

Overview

WinEyeQ allows you to record the protocol signaling, RTP and RTCP channels
into one singular file for replay. You may record the calls manually or associate
watches with known call elements and automatically capture the calls as the
watches are triggered.

When the file is automatically generated via a watch, the file format will be as
follows:

Rec [user id] [timestamp].EyeQ:

Where [user id] is the user ID of the source and timestamp is the local time of the
call when recording begins, e.g. “Rec 2156726550 01102005090000.EyeQ”.

Record - Watch Calls

All of the signaling and media packets are recorded from the watched call to the
file.
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Command Line Interface

WinEyeQ offers a very basic Command Line Interface (CLI). The application can
be started and given all of the information it needs to execute (see Creating
Custom Scenarios) but that is the extent of the interaction.

All commands must be entered while in the WinEyeQ directory.

¢ Command Prompt

C:“Documents and Settings>cds

GC:~>cd wineyeq

C:sWinEyeQ>

From here you can access all of the WinEyeQ commands and parameters.

To understand how to use the CLI you must first understand the way WinEyeQ
retains the parameters the user has entered from one session to the next.
WinEyeQ stores these parameters in files located in the WinEyeQ folder on the
installed hard drive.
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WinEyeQ.cfg

The primary parameter file for WinEyeQ is WinEyeQ.cfg. This file contains the
basic parameters required to run WinEyeQ. Normally the values in this file are
read and written by the Graphical User Interface (GUI) of the application. If this
file is ever deleted, WinEyeQ will rebuild it the next time the application is run.

WinEyeQ.cfg also contains the names of other files that may be used while
WinEyeQ is running.

The following parameter files are listed in WinEyeQ.cfqg:

e Reports.cfg

e AlertsAlarms.cfg
e Watches.Ist

e Addresses.flt

Each of these files contains information that can be altered to affect the WinEyeQ
sessions. Again, the values in these files are normally read and written by the
Graphical User Interface (GUI) of the application. To find the location of these
files in the configuration, open up WinEyeQ.cfg using Notepad.

ﬂ WinEvyel.cfg - Motepad n ;I_glil

File Edit Format Help

HCaniguratiDn] o
LogFile=C: Projects\WinEveD.1.5.X WinEveQ. log
FeportsFile=C:“Projects\WinEveQ.1.5.XEeports.cfy
bddrezssFiltersFile=C:YProjects\ WinEyed.1.5. X kddresses. £l

Llerts And Alarms File=C:\Projects\WinEved.1.5.ZVAlertsilarms.cfg
Watches File=C:%Projects\WinEyed.1.5.X%Watches. 1st

Lpplication Window Pos=0,0,1280, 1024

Lpplication Name=Demonstration

Exited Cleanly=FALS3E

Fez=zion Mode=1

LogLewvel=0

BEezet LogFile=TRUE

LogFile Contraint=1

LogFile S3ize Contraint (mb)=100

LogFile Period Contraint=3600000

LogFile Time Contraint=0

Command FPort=935

Data Port=999

Database Enabled=FAL3E

Network Adapter=1

Call 3tartup Timeout=10

Call Idle Timeout (Eoth Directicons) =10

Call Idle Timeout (Either Direction)=10

Call Shutdown Timeout=10

Dizplay Time=3 -

4| | i 57
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Reports.cfg

This contains the parameters for the reports that are generated by WinEyeQ.
The active reports can be toggled on and off (a “0” is off, while a “1” is on).

& Reports_cfg - Notepad =] E3

Eile Edit Format Help

alarm summary Filename=E: \W1HE¥EQ\RE DFtS\A1aFmSH:J
Endpoint Summary Filename=E:swinEyeQ\Reportshendy
Rogue audio sSummary Filename=E: \W1HEyEQEREpDPtS\F
Rogue wideo Summar¥ Filename=E "winEyel"ReportsF
RTCF R Summary Filename=E:“winEyedsReportssRTCP:
COR Filename=E:wWWwinEyedwReports»CDR. htm _J

[Cunstra1nts]
Z Summary Constraint=1
Error ;ummirf Constraint=1
wat ch Eummary Constraint=1
= ion summary Constraint=1
alert summary Constraint=1
alarm summary Constraint=1
Endpoint Summary Constraint=l
Rogue audio Summary Constraint=l
Rogue wideo Summary Constraint=1l
RTCF ®R Summary Constraint=1
CCOR Constraint=1
iZa sSummary S1ze Constraint (mb)=100

Error summary Size Constraint (mb)=100

watch Summary Size Constraint (mb)=100

session summary Size Constraint (mbl=100
alert summary Size Constraint (mb)=100

-

L4 | H 4

You can also find and change the settings on how often the reports are refreshed
(such as time of day, file size, or set intervals) as well as various other report
constraints.

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved 152



WinEyeQ User’s Guide

AlertsAlarms.cfg

This file controls which alerts and alarms are active, as well as the various

thresholds to trigger them.

& AlertsAlarmsz. cfg - Notepad =] B3

Eile Edit Format Help

[[alerts and alarms]

aldio Packet Loss=TRUE

Aucdio Burst Packet Loss=TRUE
Aucio Jitter=TRUE

Aucdio Packet Interwval=TRUE
video Packet Loss=TRUE

video Burst Packet Loss=TRUE
Vvideo Jitter=TRUE

video Packet Interwval=TRUE

R Factor=TRLUE

MO5=TRUE

one way audio Detection=TRUE
one way video Detection=TRUE
Cuplicate RTP Destination=TRUE
[Alert Thresholds]

Aucdio Packet Loss=100.00
Aucdio Burst Packet Loss=10.00
AUdio Jitter=5.00

Aucdio Packet Interwal=10.00
vwideo Packet Loss=100.00
video Burst Packet Loss=10.00
Vvideo Jitter=5.00

video Packet Interwal=10.00

4
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Watches.|Ist

Sets and controls the watches that are generated.

& Watches_Ist - Notepad

=] F3
File Edit Format Help
o000 -
120,246, 50,121 J

FredeHotmail. Com
215.872.5618
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Addresses.flt

This controls the range of IP addresses that the filter looks at for information to

analyze.
& Addresses_flt - Notepad _ O =]
Eile Edit Format Help
120,249, 5.100-200=0n ;I
KN AW
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Creating Custom Scenarios

The first step in creating a custom scenario is to save and rename the
WinEyeQ.cfg file. Be sure that the new configuration is a .cfg file and not a .txt
file. Next, open the parameter files you wish to alter in Notepad, look through the
various options available, and alter the parameters as you wish. Be sure to save
the files and rename them, again making sure that they are not .txt files. Finally,
in your new WinEyeQ configuration file, change the file names so that it points to
the appropriate new parameter file(s) you created, and be sure to save the file.
Now, you may run your new scenario when you are on the command line in your
directory.

Running Custom Scenarios

In order to run a custom scenario that you created, first make sure that all of the
files you made and altered are in the WinEyeQ directory. Next, open up the
command prompt, again opening up the WinEyeQ directory. To run your file,
type in the command “wineyeq.exe [your replacement for the WinEyeQ.cfg
file].cfg and press enter.

c5 ] E-AWINNT Aspstem32vemd_ exe

Microsoft Windows 2088 [Version 5.88.21951]
(C» Copyright 1985-2808 Microsoft Corp.

E:“Documents and Settings“Administratoricds
E:~>cd wineyeqg

E:sxMinEyveQX>wineyeqg.exe userconfig.cfg
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Creating and Running .bat files

You can create files that run several custom configurations in sequence by
creating a .bat file. First, you must create each individual configuration you wish
to run, using the steps mentioned earlier, and be sure that they are all given
unique file names within the WinEyeQ directory. Next, open up a Notebook
document, and enter the commands you wish to use in sequence, being sure to
press enter after each command. Save the file when you are done as a .bat file
in the WinEyeQ directory.

?j userbat.bat - Hotepad =] E3
File Edit Format Help

wineyeq. exe usercontig. c‘FTg_ =]
wineyeq. exe userconfigs. cfg

wineyeq. exe usercontigs. cfg
wineyeq. exe userconftigd. cfg

Finally, when you are in the command interface, simply enter the .bat file name
and press enter to run the sequence.

= E:A\WINNT Aspstem32hcmd. exe

Microszsoft Windows 288 [Uersion 5.80.21951
CC» Copyright 1785-2808 Microsoft Corp.

E:“»Documents and Settings“Adminisztrator>cds

E:»>cd wineyeq

E:“WinEveQruzerhat.hat
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WinPcap License

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND
CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES,;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes software developed by the University of California, Lawrence Berkeley
Laboratory and its contributors.
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Theoretical Maximum MOS Scores and R Factors
The following chart contains the theoretical maximum values for Listening
and Conversational MOS and R factor by codec type.

Codec Name MOS-LOQ MOS-CQ R-LOQ R-CQ
G.711 ulaw 4.2 4.18 93 92
G.711 Alaw 4.2 4.18 93 92
G.722 64k 3.88 3.84 94 93
G.722 56k 3.73 3.69 90 89
G.722 48k 3.53 3.48 84 83
G.722.1 32k 4.04 4.01 100 99
G.722.1 24k 3.91 3.91 96 95
G.722.2 23.85k 4.164 4.14 106 105
G.722.2 23.05k 4.16 4.14 106 105
G.722.2 19.85k 4.16 4.14 106 105
G.722.2 18.25k 4.09 4.09 103 102
G.722.2 15.85k 4.09 4.06 102 101
G.722.2 14.25k 4.06 4.04 101 100
G.722.2 12.85k 3.98 3.95 98 97
G.722.2 8.85k 3.73 3.69 90 89
G.722.2 6.6k 3.35 3.3 79 78
G.723.1-5.3k 3.61 3.57 74 73
G.723.1-6.3k 3.77 3.73 78 76
G.726-16k 2.82 2.77 57 56
G.726-24k 3.35 3.3 68 67
G.726-32k 4.04 4.01 86 85
G.726-40k 4.16 4.14 91 90
G.728 4.04 4.01 86 85
G.729/G.729B 3.95 3.91 83 82
G.729A/G.729AB 3.91 3.88 82 81
G.729E 8.0k 3.91 3.88 82 81
G.729E 11.8k 4.11 4.09 89 88
AMR NB 12.2k 4.09 4.06 88 59
AMR NB 10.2k 3.91 3.88 82 81
AMR NB 7.95k 3.69 3.65 76 75
AMR NB 7.4k 3.61 3.57 74 73
AMR NB 6.7k 3.44 3.39 70 69
AMR NB 5.9k 3.25 3.21 66 65
AMR NB 5.15k 3.06 3.02 62 61
AMR NB 4.75k 3.02 2.96 61 60
iLBC 13.3k 3.88 3.84 81 80
iLBC 15.2k 3.95 3.91 83 82
Speex NB 2.15k 2.92 2.87 59 58
Speex NB 5.95k 2.92 2.87 59 58
Speex NB 8k 3.39 3.35 69 68
Speex NB 11k 3.88 3.84 81 77
Speex NB 15k 4.11 4.09 89 88
Speex NB 18.2k 4.11 4.09 89 88
Speex NB 24.6k 4.16 4.14 91 90
Speex NB 3.95k 241 2.36 49 48

Copyright 2002, 2007 Touchstone Technologies, Inc. All Rights Reserved

159




WinEyeQ User’s Guide

Appendix B

Sample SNMP traps.

This would be an Alert for an Audio stream that had low packet interval:

1.3.6.1.4.1.27631.1 WinEyeQ

1.3.6.1.4.1.27631.1.1 Alert

1.3.6.1.4.1.27631.1.1.1 Audio

1.3.6.1.4.1.27631.1.1.1.3 Interval
1.3.6.1.4.1.27631.1.1.1.3.1 Packet Interval Low Alert
1.3.6.1.4.1.27631.1.1.1.3.2 Source 120.249.50.100:50354
1.3.6.1.4.1.27631.1.1.1.3.3 Dest 120.249.50.75:25008
1.3.6.1.4.1.27631.1.1.1.3.4 Threshold 58.80
1.3.6.1.4.1.27631.1.1.1.3.5 Value 58.42
1.3.6.1.4.1.27631.1.1.1.3.6 Time 05/08/2007 17:43:15.397
1.3.6.1.4.1.27631.1.1.1.3.7 ID = BB94C810992CEE9D58731FB3D16753F2 -
User = 500095

And this would be an Alarm for a Video stream that had high jitter:

1.3.6.1.4.1.27631.1 WinEyeQ

1.3.6.1.4.1.27631.1.2 Alarm

1.3.6.1.4.1.27631.1.2.2 Video

1.3.6.1.4.1.27631.1.2.2.2 Jitter

1.3.6.1.4.1.27631.1.2.2.2.1 Jitter High Alarm
1.3.6.1.4.1.27631.1.2.2.2.2 Source 120.249.50.100:50354
1.3.6.1.4.1.27631.1.2.2.2.3 Dest 120.249.50.75:25008
1.3.6.1.4.1.27631.1.2.2.2.4 Threshold 1.10
1.3.6.1.4.1.27631.1.2.2.2.5 Value 3.09
1.3.6.1.4.1.27631.1.2.2.2.6 Time 05/08/2007 17:43:16.697
1.3.6.1.4.1.27631.1.2.2.2.7 ID = BB94C810992CEE9D58731FB3D16753F2 -
User = 500095
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Appendix C

Call Scoring - Letter Grades

The letter grades assigned to the various scores associated with signaling and
audio and video quality are determined by the following scale:

A+ 98 or above
A 92 or above
A- 90 or above
B+ 88 or above
B 82 or above
B- 80 or above
C+ 78 or above
C 72 or above
C- 70 or above
D+ 68 or above
D 62 or above
D- 60 or above
F Below 60

Audio Scores

This score is designed to provide a comprehensive value which considers all
components that contribute the overall QoS/QoE of an audio stream.

The audio score is calculated using Touchstone’s proprietary formula which
considers the stream’s jitter, inter-packet interval, early arrival packets, late
arrival packets, listening and conversational MOS scores, listening and
conversational R Factor scores and weights these factors against their optimal
values.

The audio scores use the scale identified above to determine a corresponding
“grade” for the stream.
Video Scores

This score is designed to provide a comprehensive value which considers all
components that contribute the overall Q0S/QoE of a video stream.

The video score is calculated using Touchstone’s proprietary formula which

considers the stream’s jitter, picture rate, early and late packets to assess the
overall stream quality. This score is graded using the scale outline above.
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Media Score

This score is designed to provide a comprehensive value which considers all
components that contribute the overall QoS/QoE of stream.

The media score is calculated using Touchstone’s proprietary formula which
considers the weighted values obtained from the scoring of the audio and video
components.

The media score uses the scale identified above to determine a corresponding
“grade” for the media component.

Signaling Score

This score is designed to provide a comprehensive value which considers all
components that contribute the overall QoE of the signaling component of a SIP
or H.323-based telephony call or video conference.

The signaling score is calculated using Touchstone’s proprietary formula which
considers signaling metrics such as initial response time, post-dial delay and call
teardown time. These metrics are then compared against industry-accepted
values and the score is then calculated based upon the results.

The signaling score uses the scale identified above to determine a corresponding
“grade” for the media component.

Overall Score

The overall score is designed to provide a comprehensive value which considers
all components that contribute the overall QoE of a SIP or H.323-based
telephony call or video conference.

The overall score is calculated using Touchstone’s proprietary formula which
considers a weighted combination of the signaling and media scores. This score
paints a highly accurate portrait of the overall quality of the session.

The overall score uses the scale identified above to determine a corresponding
“grade” for the call or conference.
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