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Introduction

The TraceBuster VolIP call monitor and protocol analyzer is the ideal tool for
anyone who needs to monitor Voice and Video over IP calls and Voice quality,
detect errors in VolP traffic, debug signaling problems or capture media streams.
TraceBuster’s intuitive user-interface makes setup and operation a snap.

With TraceBuster you view your network traffic in an intuitive manner. From
network overview to media stream and protocol details, each piece of information
is presented in context. TraceBuster’'s analysis does not stop at the call flow
level; however, it provides unparalleled analysis of each individual call
component making difficult diagnostics simple.

TraceBuster is designed for the Windows operating system. Nearly all Windows
operating systems are supported including:

Windows XP, Windows 7, Windows 10, Windows Server 2008, and Windows
Server 2012, Windows Server 2016.

TraceBuster’s capabilities automatically scale with the hardware on which it is
installed.

Minimum recommended configuration:

3.6 GHz Core i3 — 8100 Processor
4 GB RAM

200 GB hard drive

1280x1024

TraceBuster is optimized for 1280 x 1024 displays.

The TraceBuster software is copy protected and is licensed for use on a single
machine. Please make sure that you install TraceBuster on the machine with

which you intend to use it. Installation of TraceBuster on multiple machines is
not possible without authorization from Touchstone.

The following pages will demonstrate how to install, setup, and get started with
TraceBuster. The next session is an overview of the latest additions.

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved 5
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Installation Types

TraceBuster on CD-ROM
If you received TraceBuster on CD-ROM, please use the following procedure:

e Insert the TraceBuster CD in your CD-ROM drive.

e The installation program should start automatically. If it does not, use
Windows Explorer to browse the CD and double-click the Setup.exe file.

e Continue to the next section.

TraceBuster via E-Mail
If you received TraceBuster via E-Mail, please use the following procedure:

e Double-click on the e-mail attachment.

e Select “Save to Disk” option and select a temporary folder to store the
self-extracting file.

e Use Windows Explorer to browse to the folder in which you saved the self-
extracting file.

e Double-click the self-extracting file. Select a folder with which to extract
the files.

e Use Windows Explorer to browse to the folder you extracted the files in
and double-click the Setup.exe file.

e Continue to the next section in this document.

TraceBuster via the Internet

If you downloaded TraceBuster via the internet, please use the following
procedure:

e TraceBuster’s setup.exe is compressed using WinZlp. Download
tracebuster.zip and extract the setup.exe to a temporary location on the
destination computer.

e Double-click on the Setup.exe file.

e Continue to the next section in this document.

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved 6
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TraceBuster Installation

The next few screens will appear during the installation process. Please follow
the directions carefully using the “Next” button to navigate forward and the “Back”
button to return to a previous page.

TraceBuster Install Screen 1

Preparing Setup Wizard

Wait for the wizard to complete or press the “Cancel” to quit the installation.

Installshield Wizard

Preparing to Install...

TraceBuster Setup iz prepanng the nztallShield \Wizard,
which will guide you through the program setup process.
Fleaze wait.

I

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved 7
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TraceBuster Install Screen 2 - Beginning the Installation

Press the “Next” button to continue the installation or “Cancel” to quit.

il TraceBuster - InstallShield Wizard

TraceBuster™

www.touchstone-inc.com

InstallEhield

< Bach

Cancel |

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved
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TraceBuster Install Screen 3 - Beginning the Installation

Press the “Next” button to continue the installation or “Cancel” to quit.

i'-E‘ TraceBuster - Installshield Wizard x|

Welcome to the InstallShield Wizard for
TraceBuster

The InstallShieldiR) Wizard will install TraceBuster on wour
computer, To continue, click Mext,

WARMNIMNG: This program is protected by copyright law and
inkernational treaties,

< Back

Cancel |

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved
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TraceBuster Install Screen 4 - End-User License Agreement
Carefully read the End-User License Agreement. If you accept the terms, select
the “I Accept” option, if you do not; select the “I do not accept” option.

Press the “Next” button to continue the installation or “Cancel” to quit.

& TraceBuster - InstallShield Wizard X|

License Agreement ‘

Please read the following license agreement carefully,

END-USER. LICENSE AGREEMENT FOR TraceBuster il

IMPORTANT - READ CAREFULLY: This End-User License Agreement ("EULA™ is a
legal agreement between you (either an individual or a single entity) and
Touchstone Technologies, Inc. {("Touchstone™) for the software product
identified above, which includes computer software and may include associated
media, printed materials, and “online™ or electronic documentation ("SOFTWARE
PRODUCT™). The SOFTWARE PRODUCT also includes any updates and
supplements to the original SOFTWARE PRODUCT provided to you by Touchstone
Technologies. Any software provided along with the SOFTWARE PRODUCT that is
associated with a separate end-user license agreement is licensed to you under
the terms of that license agreement. By installing, copying, downloading,

—_——————iem e —ee =L i .l _ SAArTIIIARIEOANONREET oo - L _ L IL.

g

% I accept the kerms in the license agreement:

" I do not aceept the terms in the license agreement

Irstall5hield

« Back I exk = I Cancel

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved 10
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TraceBuster Install Screen 5 - Readme Information

Press the “Next” button to continue the installation or “Cancel” to quit.

il TraceBuster - InstallShield Wizard

Readme Information

Please read the Following readme information carefully.

Thank you for your interest Touchstone Technologies” TraceBuster.

*  TraceBuster iz a3 comprehenszsive YWalP monitoring and analysiz tool for the H.323 and
SIP protocols.

+  TraceBuster was designed to allow system engineers and quality control specialists
to guickly and easily monitor and pinpoint troukle areas on YolP netsworkz ina
heterogeneous environment.

Press the Hext button to continue instaling TraceBuster.

Irstallshield

< Back

Zancel |

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved
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TraceBuster Install Screen 6 - Customer Information

Please fill in your customer information and select the appropriate security
option.

i’-.% TraceBuster - InstallShield Wizard

Customer Information

Please enter your information,

User Mame:
IJn:nhn Doe

Qrganizakion:

IT:::uu:hstu:une-Inu:.u:u:-m

Install this application For;

& anyone who uses this computer (all users)

£ orly For me (Brian)

Irstall5hield

« Back

Cancel |

Press the “Next” button to continue the installation or “Cancel” to quit.

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved
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TraceBuster Install Screen 7 - Destination Folder

Please select the folder in which you would like to install TraceBuster and its
components.

i’-.% TraceBuster - InstallShield Wizard

Destination Folder

Click. Mext ko inskall to this Folder, ar click Change ko install to a different Folder,

G Install TraceBusker to;
A TraceBuster),

Change... |

Irskall5hield

« Back

Cancel |

Press the “Next” button to continue the installation or “Cancel” to quit.

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved
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TraceBuster Install Screen 8 - Ready To Install

Please review the information, if you need to correct anything, use the “Back”
button to navigate to the appropriate screen, make your changes and use the
“Next” button to advance back to this point.

i TraceBuster - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

If wou wank ko review or change any of your installation settings, click Back, Click Cancel ko
exit the wizard,

Current Sekbings:

Setup Tvpe:

Destination Folder:

A TraceBuster),

Izer Infarmation:
Mame; John Doe

Company Touchstone-Inc,com

Irstallhield

< Back

i Cancel |

Press the “Install” button to continue the installation or “Cancel” to quit.

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved

14



TraceBuster User’'s Guide

TraceBuster Install Screen 9 - Installing TraceBuster

This screen will appear during the installation to inform you of the progress.

Typically this screen will only appear for a very brief period of time.

i TraceBuster - Installshield Wizard

Installing TraceBuster

The program features you selected are being installed.

Please wait while the Installshield Wizard installs TraceBuster, This may take
several minutes,

Skaktus:

Irskall5hield

= Bach Mexk =

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved

15



TraceBuster User’s Guide

TraceBuster Install Screen 10 - Installation Complete

This screen will appear at the completion of the installation process. Any errors
that may have occurred will be reported at this time. Should you encounter any
errors, please contact Touchstone for technical assistance at +215.672.6550 or
support@touchstone-inc.com.

{i? TraceBuster - InstallShield Wizard '7 X|

InstaliShield Wizard Completed

The InstallShield Wizard has successfully installed TraceBuster.
Click Finish to exit the wizard.

Gancel |

Press the “Finish” button to complete the installation.

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved 16
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WinPcap Installation

Before the installation is complete, it is necessary to install the WinPcap driver. If
you have installed other products that use this driver (such as Ethereal), you will
probably need to restart the computer after installation. The following screens
will appear during the WinPcap installation process. Please follow the directions
carefully using the “Next” button to navigate forward and the “Back” button to
return to a previous page.

WinPcap Install Screen 1 - WinPcap 4.0 Installer

Press the “Next” button to continue or the “Cancel” to quit the installation.

# winPcap 4.0 Setup : - 10| x|
i\() " WinPcap 4.0 Installer
¥ lh caP Welcome to khe WinPcap 4.0 Installakion WWizard

=
This product is brought to you by
CACE
TECHNOLOGIES
[~

Mullsafk Install System wE2, 16

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved 17
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WinPcap Install Screen 2 - Welcome to the WinPcap Setup Wizard

This screen will appear at the start of the installation process.

# winPcap 4.0 Setup =10 x|

Welcome to the WinPcap 4.0 Setup
Wizard

This Wizard will quide wou through the entire WinPcap
installation,

Far rare infarmation ar suppart, please visic the WinPoap
home page,

hikkpsf e winpcap,org

Press the “Next” button to continue the installation or “Cancel” to quit.

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved 18
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WinPcap Install Screen 3 - End-User License Agreement

Carefully read the License Agreement. If you accept the terms, press the ‘I
Agree” button, if you do not, press the “Cancel” button.

& winPcap 4.0 Setup o ] [
R‘) . License Agreement
' lh caP Please review the license terms before installing WinPcap 4.0.

Press Page Down to see the rest of the agreement.

opyright {c) 1999 - 2005 MetGroup, Politecnico di Torino (Tkalyd, ﬂ
Copyright {c) 2005 - 2007 CACE Technologies, Davis {California).
Al rights reserved,

R edistribution and use in source and binary Forms, with or withoot modification, are
permitked provided that the Following conditions are met:

1. Redistribukions of source code must rekain the above copyright notice, this list of
conditions and the Following disclaimer,

2. Redistributions in binary Form must reproduce the abowve copyright notice, this list of
conditions and the Following disclaimer in the documentation andfor other materials ;I

If wou accept the terms of the agreement, click I Agree to continue. ou must accept the
agreement to inskall WinPcap 4.0,

Mullsaft Install System w2, 16

< Back I 1 Agree I Cancel

Press the “Next” button to continue the installation or “Cancel” to quit.

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved

19



TraceBuster User’'s Guide

WinPcap Install Screen 4 - Installation Progress

This screen will appear while the setup wizard is in the process of installing
WinPcap.

# winPcap 4.0 Setup o ] [

(() . Inztalling
’ lﬂ caP Please wait while WinPcap 4.0 is being installed.

Oukput Folder: Z:5\Program Files!\WinPcap

|

Mullsaft Install System w2, 16

< Bach exk = Cancel

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved
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WinPcap Install Screen 5 - Installation Complete

The following screen will appear at the completion of the WinPcap installation.

# winPcap 4.0 Setup =10 x|

Completing the WinPcap 4.0 Setup
Wizard

WinPcap 4.0 has been installed on your computer,

Click. Finish ko clase this wizard,

= Back

Zancel |

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved 21
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Installation Notes

The installation process will create a shortcut on your Windows desktop for the
TraceBuster application. The “Start” menu’s “Programs” section will also contain
an entry for TraceBuster. You may use either of these to run your TraceBuster
application.

If there are other applications from Touchstone Technologies installed on your
PC, a message similar to the one below may appear at the conclusion of the
installation.

@ IUnable to copy file from CWinEyveCrypsery, exe bo CYWINNT L system 32 Crypsery  exe,

Reason: The process cannok access the file because it is being used by another process.,

You can safely ignore this message.

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved 22
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Running TraceBuster for the First Time

TraceBuster software is copy protected and is licensed for use on a single
machine. The first time you run TraceBuster, you will be provided with a site
code. You must contact Touchstone in order to obtain the authorization code to
enable the software.

Once the software is authorized, it may not be installed on any other machines
without a new authorization code from Touchstone. If you have installed the
software on a machine in error, do not authorize that installation. Re-install it on

the appropriate machine prior to contacting Touchstone for the authorization
code.

Obtaining the TraceBuster Authorization Code
When you first run TraceBuster the following authorization dialog will appear:

Authorizing TraceBuster Professional... X|

Site Code:

Authorization Code:

Authorize TraceBuster Professional...

To obtain the authorization code far this
application, please copy the site code above
and visit our website at:

wiww. touchstone-inc.com and select the
"Support' menu option followed by the
"Request Demao Key' option.

Please note that we require valid corporate
information prior to issuing an authorization
code and cannat send authorization codes to

web portals.
Advanced >> |

In the field labeled “Site Code” a series of numbers and letters will appear. To
authorize the application, contact Touchstone with the exact value of the site
code field. Touchstone will provide the code to enter in the “Authorization Code”
field. You must enter this exactly as it is provided to you in order to enable the
software. It is strongly suggested that you ‘copy’ the site code into an email that
you send to Touchstone, and then ‘paste’ the authorization code from the email
you receive from Touchstone. Once you have enabled the software, you are just
moments away from being able to construct your first test scenarios!

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved 23
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Transferring A License

The method of transferring a license is the same for all Touchstone Technologies
products. For demonstration purposes WinEyeQ will be used to explain the
license transfer procedure.

At the time of installation there are two options for licensing WinEyeQ. The first
is to have a new key issued from Touchstone Technologies, and the second is to
transfer a license from an existing WinEyeQ application to the newly installed
version of WinEyeQ. Touchstone’s software licenses are fully transferable from
PC to PC within a customer’s physical location. To transfer a license to a
different location, please contact Touchstone Technologies at (215) 672-6550.

A floppy diskette or USB memory device is required to transfer a license.
There are three basic steps in transferring a license:

e Initialize transfer media on the PC with newly installed WinEyeQ.
e Export license from the PC with the originally installed WinEyeQ.
e Import license to the PC with newly installed WinEyeQ.

Note: Touchstone Technologies licenses will have to be re-issued if:

e The original installation directory of WinEyeQ is:

o Copied or moved to a new directory on the original PC.

o Copied or moved to a different PC.

o Renamed
e One of the hidden files (deltapts.ckn or deltapts.inf) is deleted or modified.
e The license service (crypserv.exe) is stopped or uninstalled.

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved 24



TraceBuster User’'s Guide

After a new installation is finished and the application is run for the first time, an
‘Authorizing WinEyeQ’ screen will appear. By clicking on the ‘Advanced’ button,

an expanded dialog will be displayed:

Authorizing WinEyeq... x|

Site Code: IDEF.-‘-‘-. 036E EES7 BO24 31

Authorization Code: I

Authorize WinEyell. .

Ta obtain the autharization code far thiz
application, pleaze copy the zite code abowve
and wizit our webzite at:

wisny touchstone-inc. com and select the
"Support” menu option followed by the
"Request Demo K.ey'' option.

Fleaze note that we require valid corporate
infarmation priar ba izzuing an autharization
code and cannot send authorization codes bo
web portals.

ou may import a licenze from anather installation of thiz application. Importing the icenze will
dizable the other installation.

[f wou wizh ta impart a licenze fram anather installation, pleaze press the “Impart License!
button below,

Impaort License

Press the ‘Import License’ button to begin the license transfer procedure.

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved
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Step One - Import License, Media Initialization

The first step of the ‘Import License’ transfer requires initialization of a diskette or
USB device that will be used as the ‘License Transfer Media’.

Import License - Step 1 x|

Thiz process will initialize a floppy disk or USE device as a "'License
Tranzfer Media". The media must be "FAT" [file allacation table]
formatted.

Pleaze inzert the farmatted 'License Transfer Media" into an appropriate
device and select itz location below.

After completing thiz process, please press the "MNexst' button.

r If you have presviouzly completed thiz step, check here and
prezs the "Mext'" buttor,.

"Licenze Transfer Media” device location: I_ 'I

< Back I Mext » I Cancel

To initialize the transfer media, select the drive to be used as the transfer device,
insert the transfer media and press the ‘Next’ button.

Note: If you have completed this step from a previous execution of WinEyeQ
and already have the initialized transfer media, click the checkbox and then press
the ‘Next’ button.

When step one is complete, the transfer media is initialized.

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved 26
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The ‘Import License - Step 2’ dialog will then appear:

Import License - Step 2 El

Lizenze Tranzsfer Media successfully initialized.

Pleaze remove the Licenze Transfer Media from its current location.

Mate - Far USE devices, pleaze uge the carect 'Unplug’ procedure
for thiz type of device.

After removing the media, please take it to the ingtallation you wish
to expaort the license from and follow the procedures detailed there.

After completing the licenze export process from the existing
inztallation, please press the 'Mest' button to continue with the
import process.

< Back I P et > I Cancel

The next step is to eject or unplug the transfer media and take it to the PC that
has the license you want to remove.

Note: For USB devices please follow the correct unplug procedure for your
device.

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved
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Step Two - Export License

On the PC that you have selected to remove the WinEyeQ license, click on the

‘Help’ menu and then select ‘Licensing Information’.

The Following dialog will appear:

About Your WinEye() License...

Tupe: IF'ru:ufessiu:unaI WYerzion

R estrictions; IU nrestricted

Term: INever expires.

[nformation; I

Cloze

Advanced x>

Next click on the ‘Advanced’ button to expand the dialog:

About Your WinEye() License...

Tupe: IF'ru:ufessiu:unaI Yersion

R estrictiors: IU hrestricted

Touchstone Technologies
Term: INever expires.
Information: I Upgrade License |
Cloze |
Hide <«

You may expart the icense from this installation
to another installation. To export the licenze,
press the "Export License'' buttan,

WARMIMG: Thiz operation will dizable thiz
application upon completion of the transfer.

Export Licenze

Now click on the ‘Export License’ button.

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved
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A warning dialog will be displayed next. It instructs you to read the procedure
carefully and that the version of WinEyeQ currently running will be disabled after
the procedure is completed.

If you are certain you want to transfer this license, press “Yes,’ if not, press ‘No’.
The existing WinEyeQ application will not be uninstalled nor will any WinEyeQ
files be removed from the WinEyeQ directory, the software will simply be
disabled. Later if you wish, you can re-enable the application with a new license
from Touchstone or with a WinEyeQ license transferred from another PC.

Step one of the export procedure displays the following dialog:

Export License - Step 1 x|

T o begin the icensze export processz, pleaze inztall the new
application an the PC waw wish ta transfer the license ta,

After installing the new application, pou must run it to intialize a
"License Transfer Media" device. Pleaze press the “ddvanced"
buttan on the “Autharization dialog and then prezs the “lmpaort
Licenze'" button.

Faollow the directions detailled in steps 1 and 2 of the impart process.

After pou have intialized the "License Tranzfer Media", pleaze
prezs the "Mext' button,

< Back I MHext = I Cancel Help

Click the ‘Next’ button.
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Step two of the license export procedure displays the following dialog:

Export License - Step 2 pd

Inzert the "License Transfer Media" into an appropriate device.

Choze the device location below and press the "Mext' button,

"Licensze Tranzfer Media' device location: I_ vI

< Back I M et = I Cancel Help

Insert the transfer media that was initialized from ‘Step One - Media Initialization,’

select the drive to be used as the transfer device and press the ‘Next’ button.
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When the license has been successfully exported, the following dialog will
appear:

Export License - Step 3 x|

Licenze successfully exported.

Fleaze remove the Licensze Tranzfer Media from itz current lacation,

Mote - For USE devices, pleaze use the correct 'Unplug’ procedure for
this tupe of device.

After removing the media, please take it to the installation you wizh
toimpart the licensge to and follow the procedures detailed there.

Fleaze presz the "Finizh' button to complete the transfer.

< Back

Cancel Help

When the ‘Finish’ button is pressed, the application will terminate. This
completes the license export.

Remove and take the ‘License Transfer Media’ to the newly installed WinEyeQ.

Note: For USB devices please follow the correct unplug procedure for your
device.

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved
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Step Three - Install exported license

The PC with the newly installed version of WinEyeQ should still have the
following screen displayed, ‘Import License - Step 2’:

Import License - Step 2 x|

Licensze Transfer Media successtully initialized.

Fleaze remove the License Transter Media from itz current location.

Mate - For USE devices, pleaze uge the corect 'Unplug’ procedure
for this type of device.

After removing the media, please take it to the ingtallation you wizh
to ewpart the licenze from and follow the procedures detailed there,

After completing the license export process from the existing
inztallation, pleaze press the 'Mest' button to continue with the
import process.

< Back I Mext » I Cancel

After the export procedure is complete, and you have the license on the transfer

media, insert or plug in the media and then press the ‘Next’ button.
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Select the proper ‘License Transfer Media’:

Import License - Skep 3

Pleaze inzert the License Transfer Media containing the licenze pou
wizh bo import. Select the device location below and press the "Hext"
buttan to continue with the impart process.

"License Transfer Media'" device location: IM "I

< Back I Mext > I Cancel

Press the ‘Next’ button when done.
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When the license has been successfully imported, the following dialog will
appear:

Import License - Step 4 x|

Licenze succezsfully imported.

Fleasze remove the License Transfer Media from itz current lacation,
MHate - For USE devices, pleaze use the correct 'Unplug’ procedure
faor thiz type af device.

Fleaze presz the "'Finigh'' button to complete the transfer.

< Back

Cancel |

The newly installed WinEyeQ is now fully enabled and ready to run when you
press the ‘Finish’ button.
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Action

New Installation

Existing Installation

1l.Install New Software

Select the machine on
which you would like to
install the new instance
of the product and follow
the installation
instructions.

Once installed, run the
application and the
licensing dialog will
appear.

2. Initialize License
Transfer Media

When the new
installation asks for the
Authorization code,
press the ‘Advanced’
button then, press the
‘Import License’ button.
This will bring up a
dialog that asks you to
initialize a ‘License
Transfer Media Device’.
This device may be a
diskette or USB device.

Enter the letter of the
drive where the transfer
media is located and
press the ‘Next’ button.
Once you have pressed
the ‘Next’ button, you
may remove the License
Transfer Device.

You must then take that
diskette or USB device
to the PC that has the
license you want to
export.
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Action

New Installation

Existing Installation

3. Export License

Run the application on
the PC that has the
license you want to
export, go to the Help
menu and press
Licensing Information.

Press the ‘Advanced’
button to reveal the
advanced options.
Once visible, press the
‘Export License’ button.

Follow the step-by-step
directions to export the
license onto the License
Transfer Media Device.

Remove the License
Transfer Media Device.
The existing installation
is now deactivated.

Return to the new
installation.

4. Import License

Insert your License
Transfer Device into the
appropriate device.
Follow the instructions to
import the license. The
new installation is now
activated.
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Selecting the Network Adapter

One of the first steps in preparing to run TraceBuster is to select the network
adapter you wish to monitor. TraceBuster will automatically display the Select
Adapter screen immediately after starting it for the first time. You may also
access this dialog from the Edit | Select Adapter menu item.

Select The Network Adapter And Packet Capture Filter 4 5'
Adapter | Index | IP Addiesses I Mame | ok I
(1] Generic: dialup adapter a “Device\WPF_GenericDislupddapter
= (2) IntellR) PROA 00 VE Network Connection 1 120.243.0135120.243.0.138 “Device\NPF_{D4EBS307-F873-4C05-BE 8B-3457072371 Eancel
(3] Intel(R] PRO/100+ PCI Adapter (Miciosoft's Packet S... 2 192168.1.14 “Device\NPF_{J18C76AD-AF50-4796 8861 F22AE 0G6E0...
Select
- Filter
Packet Capture Filter IP Sub-hets 7 IP Addresses Protocols
(lip and [tcp or wdp)] and ((bopl0:2] » 1024 and top(2:2] » 1024) or (udp(0:2] » 1024 and udp(2:2] > 1024))) or [[+lan and ip and [tcp or wdp)) [w]'olP
and ([tepl(0:2] » 1024 and tep(2:2]> 1024) or (udpl:2] > 1024 and udpl2:2] > 1024]] W] TCP
[w]UDP
[HTTF
[HTTPS
[JPOP2
[1SMTP
[CIFTP
Test Filter Bieset Filter [ISNMP
Ignore Traffic On Ports Below 1024 __I __I [IRTSP
[C1Telnet
[v1302.10 [¥Lan)
Add Delete

On the top part of the screen is a list of the Network Adapters that TraceBuster

has discovered on your PC. Select the adapter you want to monitor by clicking

the adapter line and then pressing ‘Select’ or by just double clicking the adapter
line.

This window will be discussed in great detail later in the manual.

TraceBuster User Interface

TraceBuster was designed to facilitate diagnostics by representing the network in
a natural, intuitive, top-down manner. This presentation allows users to “drill-
down” into areas of interest at the same time bypassing information that is
neither relevant nor interesting at the moment.

Data Scopes™

Version 1.5.0 of TraceBuster implemented a new series of graphical
representations of both the Voice and Video over IP and non-VolP components
of your network. The “Data Scope” metaphor reinforces TraceBuster’s drill-down
user-interface approach. Each Data Scope™ is represented at its topmost level
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by a view of logically grouped components (e.g. network protocols) in a view that
can be toggled between a pie chart and a bar chart. Each of these components
has at least one level of depth beyond the first, which minimally would be a
historical representation of the values of the component over time, which we refer
to as a “histogram”. At its most complex, the topmost Data Scope™ will be the
highest representation of a series of cascading views which each end at a
histogram. The following gives you an overview of the typical mechanism of a
Data Scope™ for isolating the G.723 bandwidth utilization on a live VoIP
network.

Network Monitor View

aints | O

T nmEmh,

If we zero in on the Network Bandwidth Data Scope™ (found in the bottom of the
upper right quadrant), we see a Data Scope™ that appears as follows:
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Network Bandwidth Consumption; top view

onzumption by Protocal

Telnet

Notice that the components are grouped logically and that this Data Scope ™
provides a high-level view of the bandwidth utilization of the various protocols on
the network. The leftmost component is the VolP component. To further explore
the bandwidth utilization of the VolP component, we can drill down by double-
clicking on it. This action would yield a view of the VoIP breakdown as:

VolP Bandwidth Consumption; level 2

YolP Bandwidth Consumption

MGCP MEGACO

Once again, the components of this sub-level Data Scope™ are grouped
logically, representing the top-level view of the bandwidth utilization of the VolP
components. The leftmost component is the SIP component, followed by H.323,
Audio, and Video components. To further explore the bandwidth utilization of the
Audio component, we can drill down by double-clicking on it. This action would
yield a view of the Audio components as:
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Audio Bandwidth Consumption; level 3

Audio Bandwidth Conzumption

The components of this sub-level Data Scope™ are grouped logically
representing the bandwidth utilization of the audio component by codec type.
The leftmost component is the G.711 codec, which also has a sub-level Data
Scope™ further refining it to the Alaw and Ulaw components. To further explore
the bandwidth utilization of the G.723 component, we can drill down by double-
clicking on it. This action would yield a view of the G.723 component as:

G.711 Bandwidth Consumption Histogram; level 4

By clicking the “+” sign on the histogram, we can “Zoom In” on the series of
values.
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G.711 Bandwidth Consumption Histogram; zoomed

By clicking the “-” sign on the histogram, we can “Zoom Out” on the series of
values back to:

Once you reach the histogram of a component you are at the end of the journey.
You may back out from any sub-level at any time by using the “X” in the upper-
right corner. The following section provides the user-interface tips and tricks for
using the data scopes:

Data Scopes™ in Bar Graph View provide high-water marks for the component

with the highest value on the scope. These marks, indicated by an arrow on the
left scale, have the same color as the component that they are associated with.

These watermarks are re-calculated every 10 updates of the Data Scope.
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Navigational Tips

Right-click the background area of a Data Scope™ to toggle between Bar
Graph View and Pie Chart View.

Double-click components to drill-down.

Click the “X” box on a sub-level component to navigate backwards.
Right-click any component to view its histogram.

Click the “+” box to zoom-in the scale on a histogram.

Click the “-” box to zoom-out the scale on a histogram.

User Interface: Step-By-Step

TraceBuster’s user interface is comprised of nine (9) major views each
containing up to thirteen (13) sub-views. The nine major views represent the
following categories:

Network Monitor

Active Call

User Alerts

User Alarms

User Watches

Endpoints

Anonymous or “Rogue” Audio Channels
Anonymous or “Rogue” Video Channels
Registrations
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The Network Monitor View

For the main view (Network Monitor) the Data Scopes™ are paired in
Activity/Bandwidth pairs for logical groups of components. For example, Network
Protocol Activity and Network Bandwidth Consumption by Protocol are paired
together.

The Network Monitor View is designed to provide an overall picture of VolP and
Non-VolP network traffic and resource utilization both instantaneously (top half)
and historically (bottom half). You may elect to “drill into” any of the component
elements as demonstrated earlier. The network monitor view has the following
sub-views:
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Network Summary

This view presents the high-level Data Scopes™ that represent the Network
Bandwidth and Packet Profiles by component over the duration of the session.
In this example, the Network Packet Profile Data Scope™ is in Bar Chart Mode
while the Network Bandwidth Summary is in Pie Chart Mode. These modes can
be toggled back and forth by right clicking on the background of the Data
Scope™.

Network Summay | Netwerk Detal | VlP Summany | Media Summary |

Network Details

Network Summary - Metwork Details }vn\pgummaw Media Summany |

Protocol [ Packets | Bytes [2 Packets

P 1,104,504 527,673,015 T 1,104,526 >
e 4 El s
e 593,444 173,709,469 Z 1,104,525 0
Tcp 85,785 332,076,845 2 0
: 0 2
(=] 42% 72,9% &
TRKT 2012 81,912 Total RTFP Packets Lost 0 T o
RAS 0 0
H.225 346 30,166 Current Calls With Audio 43
H.245 1,898 42,770 Current Calls With Video 24
Packetsfsec. (Avg) 5,938.52
SIP 525 276,567 Current Endpoints 100
vece 0 0
VEGACO 15 &
RTP 578,593 131,908,133 A Walue
RTCP 1378 91,620 e 211
A £.08
HITR 104,345 69,578,000 p 357300
HTTPS o [ a 73,413
Sure 0 0 p
POP3 71,398 47,606,000
F1P 98,873 65,916,000 ideo Jtter (ms) .65
Stp S4,928 36,620,000
RTSP 18,310 36,620,000 Viedia Jtter (ms) .59
Telnet. 87,887 55,592,000
Initial Response Trme (fs) 0.005
Other 6,059 43,961,041

This view provides a numerical summary of the packets and byte counts
analyzed by layer. The layers include:

IP, ICMP, UDP, TCP

H.323, TPKT, RAS, H.225, H.245

SIP

MGCP, MEGACO

RTP, RTCP

HTTP, HTTPS, SMTP, POP3, FTP, SNMP, RTSP, Telnet, Other
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Additional network metrics include:

Processing:
Total Packets Received: The total number of packets that TraceBuster

has received from the WinPcap driver.

Packets Processed: The number of packets that TraceBuster has
processed and analyzed.

Packets Missed: The number of packets that the WinPcap driver has
been unable to send to TraceBuster.

Packets Discarded: The number of packets that TraceBuster has
discarded due to packet overload.

Total RTP Packet Lost: The total number of RTP packets that were
expected minus the total number actually received.

Packets per Second (Average): The average number of packets per
second that TraceBuster has processed since the analyzer was started.

Call Metrics:
Total SIP Calls Passed
Total SIP Calls Failed
Total H.323 Calls Passed
Total H.323 Calls Failed
Current Audio Calls
Current Video Calls

Average Network Metrics:
Audio Jitter (ms): The average jitter (as calculated from RFC 3550) for all
audio streams of all completed calls.
Audio Listening MOS (% of Optimal): The average Listening MOS score
attained for all audio streams of all completed calls. See below.
Audio Listening R Factor (% of Optimal): The average Listening R factor
attained for all audio streams of all completed calls. See below.
Audio Conversational MOS (% of Optimal): The average Conversational
MOS score attained for all audio streams of all completed calls. See
below.
Audio Conversational R Factor (% of Optimal): The average
Conversational R factor attained for all audio streams of all completed
calls. See below.
Video Jitter (ms): The average jitter (as calculated from RFC 3550) for all
video streams of all completed calls.
Media Jitter (ms): The combined average of the audio and video jitter
values.
Initial Response Time (ms): The average time it took for the called
endpoint to return its first response to the calling endpoint.
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Maximums:
VolIP Calls: The maximum number of concurrent calls that TraceBuster
has analyzed.
Bandwidth (Mb/s): The highest bandwidth analyzed.
Packets/Second: The highest number of packets per second analyzed.
Input Queue Size: The highest number of packets that the TraceBuster
processing queue has stored for processing.

Optimal MOS Scores and R Factors.

Different codec types have different highest attainable Listening and
Conversational MOS scores and R factors. TraceBuster computes the
normalized average network MOS scores and R factors by taking the MOS
scores and R factors calculated for the audio media stream and dividing them by
their theoretical maximum values. For example, if a G.728 audio stream
received a Listening MOS score of 3.5, the normalized value would be 86.6 %. If
a G.723.1 5.3 kb audio stream received a Listening MOS score of 3.5, the
normalized value would be 96.1 %.

Note: Please see Appendix A for a chart of theoretical maximum MOS scores
and R factors.
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Active Calls View

IP_WINTRAFFIC.EYEQ - TraceBuster (tm) Professional Ex leo Protocol Analyzer =18 x|

Fle Edi Cspture Record Wew Help

|@lems  EE(EH(Q 2

Nebwork Monior Active Cals: | User Alerts | User Alams | User Watches | Encaints | Oiter Audia | Dther Vidsa | Registiations |
Status [Protocol | starced [ Duration | Terminator | Source Adcress | Source IDJE. 164 | Source NamefH.323 10| Destination Adhess | Destination IDJE. 16+ | Destination Name/H.323 1D | CallD Registered Wih__~
Connected 5P 1200428 120.249.1.13 100121 120.249.1.12 200121 “Davice 121" cBEb-43346703-0005-Call 2.
Comnected  SIP 1200428 120.249.1.13 100120 120.249.1.12 200120 9812-43346656-0005-Cal120
Comnected | SIP 120428 120.249.1.03 100113 120,245,112 E 9382-43346553-0005-Cal1 15
Comnected | SIP 1ziotize 120249115 100115 tavzis 11z 20011E G2b3-43346546-0005-Call1 18
Comnected  SIP 120tz 120249.1.13 100117 120219.1.12 200117 4600-43396484-0005-Call 17
Comnected  SIP 1z0t:28 120.249.1.13 100116 10.219.1.12 2001ts de36-43346437-0005 Calll 16
Comnected  SIP 120428 120.249.1.15 100115 120,289,112 200115 5633-43346390-0005-Call1 15
Comnected  SP 120428 120.249.1.13 100114 120,249,112 200114 Lege-d3346343-0005-Call 14
Connected 5P 120428 120.249.1.13 100113 WinsIP 113" 120.249.1.12 200113 bete-43346281-0005-Call 13 -
Comnected  SIP 1200428 120.249.1.13 100112 WinsIP 112" 120.249.1.12 20011z 365:-43346234-0005-Call 12
Comnected | SIP 120428 120.249.1.03 100111 WinsIP 111" 120,245,112 20ttt 2050433461 67-0005-Callt L1
Comnected | SIP 1ziotize 120249115 100110 tavzis 11z 200110 1782 43346140-0005-Cal1 10
Comnected  SIP 120tz 120249.1.13 100109 120219.1.12 200103 4b7c-43346078-0005-Call o
Comnected  SIP 1z0t:28 120.249.1.13 100108 10.219.1.12 200108 b11F-43346031-0005-Cal105
Comnected  SIP 120428 120.249.1.15 100107 120,289,112 200107 8.25-43345964-0005-Call107
Comnected  SP 120428 120.249.1.13 100106 120,249,112 200106 Ob12:43345921-0005-Call08
Connected 5P 120428 120.249.1.13 100105 120.249.1.12 200105 §714-43345875-0005-Call105
Comnected  SIP 1200428 120.249.1.13 100104 120.249.1.12 20010+ £685-43345828-0005-Cal104
Comnected | SIP 120428 120.249.1.03 100103 120,245,112 200103 4285.43345765-0005.Call103
Comnected | SIP 1ziotize 120249115 100102 tavzis 11z 200102 “Device 102" bite-43045718-0005-Call10z
Comnected  SIP 1zi0ti27 120249.1.13 100101 120219.1.12 200101 “Device 101" 4dan-43345556-0005-Call1
VReewed M3 120343 000LO0  Sowee 120245113 10025 10.219.1.11 s00z5 60025 G572A2ADTBBOAEDRCCT4CITAS 220
VRelewsd M3 120343 00LO0  Sowee 120243113 10024 120.249.1.11 so0z4 50024 160926467 4CDBBERLICON0DEFES4745
VReleased M3 120343 00LO0  Sowee | 120.248.1.43 10013 120.249.1.11 su0is 50019 EEB7971946BE 2045557 7SD1ADASSE L
VRelassd M3 120343 00LO0  Sowee  120.245.1.13 10023 120.249.1.11 so0z3 60023 5741DCICB063BIDBEETCODDITESBOEEC
VRelewssd M3 120343 000LO0  Sowee 120248143 10022 120.249.1.11 so0z2 co022 ASBS2606036B6 4C6771242BDBCO61CEA _'J
Rl

Call Summvany | Cal Flow | CallTrace | Call Metrics | Aucio Surmmary | Audio Details | Audia (a5 | Video Summary | Video Detais | Data Detait | RTCP Summary | ATCP<A Sunmar | DTMF Summary

Sinaling I value|  [Audo | value|  [video I Value
Src acdress 120.249.1.13 | [ Src Audio Chanrel 120,299.1.13:50500 | | 5rc video Charmel 120.249.1. 1350502
StcE 16t 10001 | | rc Media Type 725 | SecHedaType H.261
ERTET 20001 | | src Packet Count 615 | | 5rcPacket Count st
Src Average Jiter (ms) 0.659 | | 5rc Average Jtter (me) 0.443
Dest Adcress 120.249.1.11 | | ic Average Packet Interval (ms) 60547 | [ Src Averape Packet Inerval (s} £6.406
DestE.164 50001 | | Src Average Barduidin (kb/s) 7929 | | Sic Average Banduwidth (kojs) 121,304
Dest 323 1D c0001 | | Src Packets Lost 0| |5 Padets Lost 0
Src TOSIDSCP Flag Default (000000) | | Src TOS/DSCP Flag Default (£00000)
Start Tme 12:04:40 | | Src Listening R Factor &
Stop Time Src Listening 105 Score 3915
Curation
Dest Auio Charmel 120.249.1.11,50700 | | Dest Video Charmel 120.249.1.11,50702
Cal Temminator Dest Media Type 72353 | | Dest Media Type H.263
Dest Packet Count 416 | | Dest Packet Count 567
Gatekesper Dest Average Jitter (ms) 1.068 Dest Average Jitter (ms) 1.218
Dest Average Packet Interval (msh 90.002| | Dest Average Packet Iterval (msh e6.001
Recordng o | [Dest Average Bandwith (kbfs) 5334 | | Dest Average Banduidtn (kb/s) 9,368
Recorded to|  [Dest Packets Lost 0| | DestPacets Lost [
Captured Mo | | Dest Tos/DScP Flag Cofaul (000000) | | Dest TOs/0SCP Flag Defaul (200000)
fRecord Flename Dest Listening R Factor 74
Capture Fiename Dest Listening MOS Score 3613
Readyt For Help, press FI [Session: 00102137 [fctive Callst 162 (Calls Completed: 112 va. Call Rate: 0.713feec [Emrors Detected 0 Frvor Rate1 0.000%  Registeredi0

The active calls view is designed to provide an in-depth view of each VolP call
and its status. Each call is represented by an entry in the topmost report, the
entries are updated once every second.

This view contains the following columns:

Call Status: The current status of the call. These may be things such as
connecting, ringing, connected, error, etc.

Protocol: The values for this field are SIP or H.323.

Started: This is the time (local time) that the call was started.

Duration: The length of time the call is (or was) active.

Terminator: Which side of the call (Source or Destination) terminated the call.

Source Address: The address of the call initiator (caller).
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Source ID/E.164: The SIP user ID or H.323 E.164 alias of the caller.

Source Name/H.323 ID: The SIP display name or H.323 ID of the caller.

Destination Address: The address of the call receiver (party called).

Destination ID/E.164: The SIP user ID or H.323 E.164 alias of the party called.

Destination Name/H.323 ID: The SIP display name or H.323 ID of the party
called.

Call ID: The SIP or H.323 call ID associated with this call.

Reqistered With: The gatekeeper’s IP address, for H.323 calls, or the Proxy’s IP
address, for SIP calls.

Conference ID: The conference ID (H.323 calls only).
Each individual call has the following thirteen sub-views.

Call Summary

Call Flow (ladder diagram)
Call Trace

Call Metrics

Audio Summary
Audio Details

Audio QoS

Video Summary
Video Details

Data Details

RTCP Summary
RTCP XR Summary
DTMF Summary

To display information about a particular call, select it (click the call line) in the
call list. Whenever a call is selected, it will remain “locked” in the view for as long
as you wish to view its details.
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Call Summary

CalSummay | Call Fow| Call Trace | Cal Metics | Audio Surmarp | Audio Details | Audio 05 | Video Summary | Video Detais | Data Detals | ATCP Summary | RTCPX Summay | DTHE Summary

Signaling

value

Src Address
SICE. 164
SrcH,323 10

Dest Address
DestE.16¢
DestH.323 1D

Stark Time
Stop Time
Duration

Gatekesper

Call Terminator

Value
120.249.1.13
10001

1202491 13:50800 120,249.1,13:50502

Hz81
20001 251
0562
66,700

0.000

120.249.1.11
s0001
60001 0 [
Default (000000) Defauit (000000)

12:04:40 ]
2.045

120.249.1.11:50700
672353k
185

120.249.1.11:50702
H263

22

0.766

66.29%

0.000

0

Default (000000)

0.626
90,565
0.000

£E%

il
Defeult {300000)
7

Dest Listening MOS Score 3613

This sub-view provides a summary of the call elements including source and
destination addresses for signaling and media. There are three panes on this
sub-view.

Signaling pane

Source Address: The IP address of the calling endpoint.

Source ID/Source E.164: The source ID (SIP) or E.164 (H.323) of the
calling endpoint.

Source Name/Source H.323 ID: The source name (SIP) or H.323 ID
(H.323) of the calling endpoint.

Destination Address: The IP address of the called endpoint.

Destination ID/E.164: The source ID (SIP) or E.164 (H.323) of the called
endpoint.

Destination Name/H.323 ID: The source name (SIP) or H.323 ID (H.323)
of the called endpoint.

Start Time: The time the first packet was seen on the network.

Stop Time: The time the last packet was seen on the network.

Duration: The difference between the start and stop time.

Call Terminator: The endpoint that terminated the call.
Proxy/Gatekeeper: The address of the proxy (SIP) or gatekeeper (H.323)
that participated in the call.

Recording: Whether or not the call is presently being recorded.
Recorded: Whether or not the call was recorded.

Captured: Whether or not the call was captured.

Record Filename: The file name of the record file.

Capture Filename: The file name of the capture file.
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Audio pane

Source Audio Channel: The IP address and port of the calling endpoint.
Source Media Type: The type of codec being used to send the audio.
Source Packet Count: The number of packets sent on this channel.
Source Average Jitter (ms): The average jitter value (as calculated from
RFC 3550) for this channel.

Source Average Packet Interval (ms): The average inter-arrival time of
packets on this channel.

Source Average Bandwidth (kb/s): The average bandwidth, in kilobits per
second, calculated for this channel.

Source Packets Lost: The calculated number of packets lost by
subtracting the number of packets expected (using the sequence
numbers) minus the number actually received.

Source TOS/DSCP Flag: The value of the Type of Service (TOS) /
Differentiated Services Code Point (DSCP) flag in the IP header field.
Source Listening R Factor: The current Listening R factor for this media
stream.

Source Listening MOS Score: The current Listening MOS Score for this
media stream.

Destination Audio Channel: The IP address and port of the called
endpoint.

Destination Media Type: The type of codec being used to send the audio.
Destination Packet Count: The number of packets sent on this channel.
Destination Average Jitter (ms): The average jitter value (as calculated
from RFC 3550) for this channel.

Destination Average Packet Interval (ms): The average inter-arrival time
of packets on this channel.

Destination Average Bandwidth (kb/s): The average bandwidth, in kilobits
per second, calculated for this channel.

Destination Packets Lost: The calculated number of packets lost by
subtracting the number of packets expected (using the sequence
numbers) minus the number actually received.

Destination TOS/DSCP Flag: The value of the Type of Service (TOS) /
Differentiated Services Code Point (DSCP) flag in the IP header field.
Destination Listening R Factor: The current Listening R factor for this
media stream.

Destination Listening MOS Score: The current Listening MOS Score for
this media stream.
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Video pane

Source Video Channel: The IP address and port of the calling endpoint.
Source Media Type: The type of codec being used to send the Video.
Source Packet Count: The number of packets sent on this channel.
Source Average Jitter (ms): The average jitter value (as calculated from
RFC 3550) for this channel.

Source Average Packet Interval (ms): The average inter-arrival time of
packets on this channel.

Source Average Bandwidth (kb/s): The average bandwidth, in kilobits per
second, calculated for this channel.

Source Packets Lost: The calculated number of packets lost by
subtracting the number of packets expected (using the sequence
numbers) minus the number actually received.

Source TOS/DSCP Flag: The value of the Type of Service (TOS) /
Differentiated Services Code Point (DSCP) flag in the IP header field.

Destination Video Channel: The IP address and port of the called
endpoint.

Destination Media Type: The type of codec being used to send the Video.
Destination Packet Count: The number of packets sent on this channel.
Destination Average Jitter (ms): The average jitter value (as calculated
from RFC 3550) for this channel.

Destination Average Packet Interval (ms): The average inter-arrival time
of packets on this channel.

Destination Average Bandwidth (kb/s): The average bandwidth, in kilobits
per second, calculated for this channel.

Destination Packets Lost: The calculated number of packets lost by
subtracting the number of packets expected (using the sequence
numbers) minus the number actually received.

Destination TOS/DSCP Flag: The value of the Type of Service (TOS) /
Differentiated Services Code Point (DSCP) flag in the IP header field.
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This sub-view provides a time-stamped ladder diagram view of the call flow
(signaling, media and media quality packets). Each “rung” in the ladder may be
highlighted to display the decoded packet in both ASCII and hexadecimal
representations.

Call Trace
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This sub-view provides a time stamped protocol specific display of the call flow

(signaling, media and media quality packets). Each entry in the report may be
highlighted to display the decoded packet in both ASCII and hexadecimal
representations.
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Call Metrics
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[ walue | [Protocol [ Padkets | Bytes
00:00:00.005534 | 1P
ou:00:00.006062 | | 1P 0
00:00:00.000234 | |Loe 6038 1,089,346
o:00:00.006256 | | TC o o
00:00:00.013254
ooi00:00,002680 | |H.aza
00:01:00.008375 | |TPKT
00:01:00.02165 | |Ras
00:00:00.013080 | |H.225

6,038 1,294,638

H.245
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Other (] (]

This sub-view provides a summary of the call elements including metric
measurements for response times and signaling interval and packets and byte
counts analyzed by each protocol layer.

Initial Response Time: The length of time it took for the first message that
was sent by the calling endpoint to be acknowledged by the called
endpoint or proxy/gatekeeper.

Time to Admit (H.323): The length of time it took for the gatekeeper to
acknowledge the ARQ message.

Time to Connect: The length of time it took for the call to be connected.
Teardown Time: The length of time it took for the call close sequence to
take place.

Time Connected: The length of time from when the call was connected
until the close sequence started.

End to End Time: The length of time from the start of the call until it was
completed.

Signaling Latency: The length of time it took for the call to connect plus
disconnect.

Source Audio Delay: The length of time from when the call was
connected until the first source audio packet was sent.

Source Video Delay: The length of time from when the call was
connected until the first source video packet was sent.

Destination Audio Delay: The length of time from when the call was
connected until the first destination audio packet was sent.

Destination Video Delay: The length of time from when the call was
connected until the first destination video packet was sent.
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Audio Summary

Call Summary | Call Flow | Call Trace | CallMetrics Audio Summary | Audio Detais | Audia G305 | Video Summary | Video Detais | Data Detals | ATCP Summar | RTCP R Summar, | DTMF Summar, w|

This sub-view provides Data Scopes of the jitter and interval measurements for
the audio streams.

Audio Details

(Call Summay | CallFlow | Cal Trace | Call Metios | Audio Sunmary Audio Detais | Audio oS | Videa Summany | Video Detais | Data Detais | RTCP Summany | RTCF XA Summary | DTMF Summany
Wekric [ Average Low | righ [| [Parameter [ Sowree [ Destination
Sre Jitter (ms) L147 0,088 1501 iress 120,249,113 120,249,112
Dest Jitter {ms) 0.765 0.027 1902 (|Por 40092 40732

G729 G71L Blaw
Src Packet Interval (ms) 60305 53826 65,80 E7EBEFBS 6597DEF3
Dest Packet Interval (ms) 20080 14.557 25,486 &0 20

6 0
Src Bandwidth (kbjs) 8.106 8.03 8.345 27 698
Dest Bandwidth (kb/s) 64.374 64.085 66,667 0 0

z E

0 4

0.000 0.00

0 0

13,620 111,680

This sub-view provides summary information including jitter and interval
measurements for the audio streams. The high, low and current values for each
stream as well as the stream type, the sender’s IP address and port, the
receiver’'s I[P address and port, the number of packets lost and the DTMF
sequences if present within the stream (RFC 2833 section 3 Named Telephony
Events). This sub-view contains two panes.
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Metrics Pane

Source Jitter (ms): The average, low, and high jitter measurements
calculated for the source audio stream.

Destination Jitter (ms): The average, low, and high jitter measurements
calculated for the destination audio stream.

Source Packet Interval (ms): The average, low, and high inter-arrival time
of packets on the source audio stream.

Destination Packet Interval (ms): The average, low, and high inter-arrival
time of packets on the destination audio stream.

Source Bandwidth: The average, low, and high bandwidth, in kilobits per
second, calculated for the source audio stream.

Destination Bandwidth: The average, low, and high bandwidth, in kilobits
per second, calculated for the destination audio stream.

Parameters Pane

Address: The IP addresses for the source and destination channels.
Port: The port numbers for the source and destination channels.

Media Type: The codec type for the source and destination channels.
SSRC: The synchronization source for the source and destination
channels.

Audio/Packet (ms): The length of audio time contained in each packet for
the source and destination channels.

Frames/Packet: The number of audio frames contained in each packet for
the source and destination channels.

Total Packets: The number of packets counted for the source and
destination channels.

Packets Lost: The calculated number of packets lost by subtracting the
number of packets expected (using the sequence numbers) minus the
number actually received for the source and destination channels.

Early Packets: The number of packets considered early as configured on
the Edit Menu | Settings | Advanced Tab for the source and destination
channels.

Late Packets: The number of packets considered late as configured on
the Edit Menu | Settings | Advanced Tab for the source and destination
channels.

DTMF Events: The value of the DTMF digits (RFC 2833) for the source
and destination channels.

Current Bandwidth (kb/s): The bandwidth, in kilobits per second,
calculated during the last second for the source and destination channels.
Longest Packet Loss Burst: The count of the longest sequence of lost
packets for the source and destination channels.

Total Payload Bytes: The number of bytes in the payload portion of the
packet for the source and destination channels.
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Audio QoS

Call Summary | Call Flow | Cal Trace | CallMetics | Audio Surmary | Audio Detals Audio 035 | Videa Summary | Videa Detaik | Data Detais | ATCP Surmay | ATCPXA Surmary | DTHF Summay
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This sub-view provides a real-time display of the R-factor and MOS scores for
each stream. The R-factor/MOS scoring feature is a non-intrusive measurement
technique available for the TraceBuster call monitor. TraceBuster passively
measures the characteristics of live VolIP calls and reports quality scores in real-
time. The algorithm used to obtain the R-Factor/MOS quality scores accurately
models the way that time-varying impairments, most notably burst packet loss
and possible jitter buffer discards, affect perceived speech quality. This sub-view
has three panes.

Listening R Factor Pane

This pane displays the source audio (upper) and destination audio (lower)
Listening R Factors in real-time.

Listening MOS Score Pane

This pane displays the source audio (upper) and destination audio (lower)
Listening MOS Scores in real-time.

Metrics Pane

Listening R Factor: The current value of the Listening R Factor for the
source and destination audio streams.

Conversational R Factor: The current value of the Conversational R
Factor for the source and destination audio streams.

Listening MOS Score: The current value of the Listening MOS Score for
the source and destination audio streams.
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Conversational MOS Score: The current value of the Conversational
MOS Score for the source and destination audio streams.

P.862 Raw MOS Score: The current value of the P.862 Raw MOS Score
for the source and destination audio streams.

Burst Packet Loss Rate (%): The packet loss rate encountered for burst
conditions for the source and destination audio streams.

Average Burst Length (ms): The average burst length in milliseconds
encountered for burst conditions for the source and destination audio
streams.

Average Gap Length (ms): The average gap length in milliseconds
encountered for burst conditions for the source and destination audio
streams.

Good Packets: — the number of packets received for the source and
destination audio streams.

Lost Packets: The number of network lost packets for the source and
destination audio streams.

Discarded Packets: The number of discarded packets due to excessive
delay or extremely early arrival detected for the source and destination
audio streams.

Media Type: The codec type for the source and destination audio streams
Jitter Buffer Minimum Delay (ms): The minimum jitter buffer emulator
delay in milliseconds occurring during a call for the source and destination
audio streams.

Jitter Buffer Maximum Delay (ms): The maximum jitter buffer emulator
delay in milliseconds occurring during a call for the source and destination
audio streams.

Jitter Buffer Average Delay (ms): The average jitter buffer emulator delay
in milliseconds occurring during a call for the source and destination audio
streams.

Jitter Buffer Current Delay (ms): The current jitter buffer emulator delay in
milliseconds for the source and destination audio streams.

Jitter Buffer Mode: The type of jitter buffer (adaptive of fixer) being used
for the source and destination audio streams. This is configured on the
Edit Menu | Settings | QoS Tab.

The quality scores for MOS range from 0 to 4.5 and the R factor measurements
range from 0 to 105 depending on codec type. The guidelines for interpreting the
R-factor and MOS scores are shown in the table below for the G.711 codec:

Desirability Scale R-factor Range MOS Range
Desirable 94 - 80 44-4.0
Acceptable 80-70 4.0-3.6
Reach Connection 70 - 50 3.6-2.6

Not recommended 50-0 26-0
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Video Summary

tails | RTCP Summary | RTCP XA Summary | DTMF Summary

Call Summany | Call Flow | C: all Metrics | Ao Summry | Audio Detsis | Audio @05 Video Sur

This sub-view provides Data Scopes of the jitter and interval measurements for
the video streams.
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This sub-view provides summary information including jitter and interval
measurements for the video streams. The high, low and current values for each
stream as well as the stream type, the sender’s IP address and port, the
receiver’s I[P address and port, the number of packets lost, the number of
pictures detected and the picture rate. This sub-view contains two panes.
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Metrics Pane

Source Jitter (ms): The average, low, and high jitter measurements
calculated for the source video stream.

Destination Jitter (ms): The average, low, and high jitter measurements
calculated for the destination video stream.

Source Packet Interval (ms): The average, low, and high inter-arrival time
of packets on the source video stream.

Destination Packet Interval (ms): The average, low, and high inter-arrival
time of packets on the destination video stream.

Source Bandwidth: The average, low, and high bandwidth, in kilobits per
second, calculated for the source video stream.

Destination Bandwidth: The average, low, and high bandwidth, in kilobits
per second, calculated for the destination video stream.

Parameters Pane

Address: The IP addresses for the source and destination channels.
Port: The port numbers for the source and destination channels.

Media Type: The codec type for the source and destination channels.
SSRC: The synchronization source for the source and destination
channels.

Total Packets: The number of packets counted for the source and
destination channels.

Packets Lost: The calculated number of packets lost by subtracting the
number of packets expected (using the sequence numbers) minus the
number actually received for the source and destination channels.
Early Packets: The number of packets considered early as configured on
the Edit Menu | Settings | Advanced Tab for the source and destination
channels.

Late Packets: The number of packets considered late as configured on
the Edit Menu | Settings | Advanced Tab for the source and destination
channels.

Pictures: The number of picture start codes counted for the source and
destination channels.

Picture Rate: The number of pictures per second calculated for the
source and destination channels.

Current Bandwidth (kb/s): The bandwidth, in kilobits per second,
calculated during the last second for the source and destination channels.
Longest Packet Loss Burst: The count of the longest sequence of lost
packets for the source and destination channels

Total Payload Bytes: The number of bytes in the payload portion of the
packet for the source and destination channels.
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Data Details

Call Summary | Cal Flow | Call Trace | Call Metics | Audia Summany | Audio Detais | udio GoS | Video Summaw | Videa Detals  Data Detaile | RTCP Summary| RTCPRA Summany | DTMF Summar

Metric [ Average | Low | High | [ Parameter [ source [ Destination
3rc Packet Interval {ms) Address 172,29.57.154 172,29.37.150
Dest Packet Interval (ms) Port 2340 2340
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This sub-view provides summary information including interval measurements for
the data streams, the high, low and current values for each stream as well as the
stream type, the sender’s IP address and port, the receiver’s IP address and
port, and the number of packets lost. There are two panes on this sub-view.

Metrics Pane

Source Packet Interval (ms): The average, low, and high inter-arrival time
of packets on the source video stream.

Destination Packet Interval (ms): The average, low, and high inter-arrival

time of packets on the destination video stream.

Source Bandwidth: The average, low, and high bandwidth, in kilobits per

second, calculated for the source video stream.

Destination Bandwidth: The average, low, and high bandwidth, in kilobits

per second, calculated for the destination video stream.

Parameters Pane

Address: The IP addresses for the source and destination channels.
Port: The port numbers for the source and destination channels.
Media Type: The codec type for the source and destination channels.
SSRC: The synchronization source for the source and destination
channels.

Total Packets: The number of packets counted for the source and
destination channels.

Packets Lost: The calculated number of packets lost by subtracting the
number of packets expected (using the sequence numbers) minus the
number actually received for the source and destination channels.
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Current Bandwidth (kb/s): The bandwidth, in kilobits per second,
calculated during the last second for the source and destination channels.
Longest Packet Loss Burst: The count of the longest sequence of lost
packets for the source and destination channels

Total Payload Bytes: The number of bytes in the payload portion of the
packet for the source and destination channels.
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Call Summany | CallFlow | Call Trace | Call Metics | Audio Summary | Audio Detail | éudio @05 | Video Summary | Video Detais | DataDetals RTCP Summary | RTCP A Summary | DTMF Sunmay |

Source RTCP Channel Summary:

Destination RTCP Channel Summary:

Metric

Audia Channel [

Video Channsl |

Mekric [

Audio Channel |

Video Channel |

Sender Address
Receiver Address

Sender Reports
Receiver Reports
SDES Reports

Bye Reports
Application Reports

Senders Packst Count
Senders Byt Counk

Reported Jitker (ms)
Delay Since Last SR, (sec)
Reported Packets Lost
Highest Sequence Mumber
Fraction Lost (%)

Canonical Mame

120,249,0,136:40045
120,249,0,112:40045

Sender Address
Receiver Address

Sender Reports
Receiver Reports
SDES Reports

By Repaits
Application Reports

Senders Packst Count
Senders Byte Count

Reported Jitter (ms)
Delay Since Last SR (sec)
Reported Packets Lost
Highest Sequence Number
Fraction Losk (%)

Canonical Hame

120,249.0,112:40045
120,249.0,136:40045

Name Hame

E-Mail Address E-Mail Address
Phone Number Phane Number
Location Location

Tool Toal

Mate: hote

Private Private

This sub-view provides summary information that has been gathered from the
RTCP packets that TraceBuster has analyzed for the audio and video streams
that have been sent by both endpoints of the call. This sub-view has two panes
that are identical except for source and destination.

RTCP Channel Summary Pane

Sender Address: The IP address and port number of the sending RTCP
channel.

Receiver Address: The IP address and port number of the receiving
RTCP channel.

Sender Reports: The number of RTCP Sender Reports sent.

Receiver Reports: The number of RTCP Receiver Reports sent.

SDES: - the number of RTCP SDES Reports sent.

Bye Reports: The number of RTCP Bye Reports sent.

Application Reports: The number of RTCP Application Reports sent.
Senders Packet Count: The total number of RTP data packets transmitted
by the sender since starting transmission.

Senders Byte Count: The total number of payload octets transmitted in
RTP data packets by the sender since starting transmission.

Reported Jitter (ms): The jitter measurement calculated on the stream
being received from the other endpoint.

Delay Since Last SR (sec): The delay, expressed in units of 1/65536
seconds, between receiving the last SR packet from the remote endpoint
and sending this reception report block.

Reported Packets Lost: The total number of RTP data packets from the
remote endpoint that have been lost since the beginning of reception.
Highest Sequence Number: The low 16 bits contain the highest sequence
number received in an RTP data packet from the remote endpoint, and the
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most significant 16 bits extend that sequence number with the
corresponding count of sequence number cycles.

Fraction Lost (%): The fraction of RTP data packets from the remote
endpoint lost since the previous SR or RR packet was sent, expressed as
a fixed point number with the binary point at the left edge of the field.
Canonical Name: A unique end-point identifier.

Name: The real name used to describe the source.

E-Mail Address: The email address is formatted according to RFC 2822.
Phone Number: The phone number (should be formatted with the plus
sign replacing the international access code).

Location: The geographic user location.

Tool: The application or tool name.

Note: This is intended for transient messages describing the current state
of the source.

Private: This item is used to define experimental or application-specific
extensions.
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RTCP XR Summary

Call Summary | Call Flow | Cal Trace | Call Matiics | Audio Summary | Audio Detals | Audio o5 | ideo Summary | Video Detais | Data Details | RTCP Summary  RTEP XA Sunman v | DTMF Summan n
Souce RTCP XA Channel Summan: Destination RTCP %R Channel Summary:

Metric [ udin Channel | Video Channel | Metric [ Audin Channel | video Channel |
Sender Address 192,168.1,217:30001 Sender Address 182.166.1,121:30001
Receiver Address 192,168.1,121:30001 Receiver Address 182.168,1,217:30001
Extended Reports 3 Extended Reports 3
Loss Rate (%) 0.00 Loss Rate (%) 0.00
Discard Rate (%) 0.00 Discard Rate (%) 0.39
Average Burst Density (%) 0.00 Average Burst Density (%) 39.84
Averags Gap Density (%) 0.00 Average Gap Density (%) 0.00
Average Burst Duration (ms) 0 fwverage Burst Duration (ms) 200
Average Gap Duration (ms) 14,760 Average Gap Duration (ms) 6,500
Round Trip Delay (ms) 0 Round Trip Delay (ms) a
End System Delay (ms) &0 End System Delay (ms) B0
Signal Lewel (db) -108 signal Level (dh) -105
Moise Level (dh) &7 Woise Level (db) 67
Residual Echo Return Loss (db) 55 Resicual Echo Return Loss (db) 55
Gap Threshold 16 Gap Threshold 16
R Factor 91 R Factor 89
External R Factor Unavailable External R Factor Unavailable
Listening MOS 4.1 Listening MOS

Canversational MOS 4.1 Conversational MOS 4.1
Packet Loss Concealment Standard Packet Loss Concealment Standard
Jitter Buffer Adaptive Man Adaptive Jitter Buffer Adaptive Non Adaptive
Jitter Buffer Rate 0 Jitter Buffer Rate a

al Delay (ms) 40
Uffer Max Delay (ms) 40
ffer Absolute Max Delay (ms) 80

40
40
a0

This sub-view provides summary information that has been gathered from the
RTCP XR packets that TraceBuster has analyzed for the audio and video
streams that have been sent by both endpoints of the call. This sub-tab has two
panes that are identical, one pane for each source and destination metrics.

RTCP XR Channel Summary

Sender Address: The IP address and port number of the sending RTCP
channel.

Receiver Address: The IP address and port number of the receiving
RTCP channel.

Extended Reports: The number of RTCP Extended Reports sent.

Loss Rate (%): The fraction of packets lost since the beginning of the call.
Discard Rate (%): The fraction of packets discarded since the beginning
of the call.

Average Burst Density (%): The fraction of packets within burst periods
since the beginning of the call.

Average Gap Density (%): The fraction of packets within gap periods
since the beginning of the call.

Average Burst Duration (ms): The mean duration, in milliseconds, of the
burst periods since the beginning of the call.

Average Gap Duration (ms): The mean duration, in milliseconds, of the
gap periods since the beginning of the call.

Round Trip Delay (ms): The most recently calculated round-trip delay, in
milliseconds.

End System Delay (ms): The most recently estimated end system delay,
in milliseconds.

Signal Level (db): The relative speech signal level expressed as the ratio
of the signal level to a 0 dBmO reference.
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Noise Level (db): The relative silence period noise level expressed as the
ratio of the background noise level to a 0 dBmO reference.

Residual Echo Return Loss (db): The residual echo return loss as the
sum of the measured echo return loss (ERL) and the echo return loss
enhanced (ERLE) of the echo canceller, expressed in dB.

Gap Threshold: The gap threshold, in packets.

R Factor: The voice quality metric for the call channel as measured in the
monitored network segment.

External R Factor: The voice quality metric for the call channel as
measured in an external monitored network segment.

Listening MOS: The estimated mean opinion listening quality score for the
call channel.

Conversational MOS: The estimated mean opinion conversational quality
score for the call channel.

Packet Loss Concealment: The packet loss concealment capabilities.
Jitter Buffer Adaptive: Adaptive or non-adaptive.

Jitter Buffer Rate: This represents the implementation specific adjustment
rate of a jitter buffer in adaptive mode.

Jitter Buffer Nominal Delay (ms): The current nominal jitter buffer delay, in
milliseconds.

Jitter Buffer Max Delay (ms): The maximum jitter buffer delay, in
milliseconds, recorded for the call.

Jitter Buffer Absolute Max Delay (ms): The absolute maximum delay, in
milliseconds, the jitter buffer can ever introduce to the call channel packet
stream.
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DTMF Summary

CallSummany | Call Flow | Call Trace | Call Matrics | Audio Summeny | Audio Details | Audia G105 | Video Summary | video Detais | Data Detalls | RTCP Summery | RTCP 3R Summany  DTMF Summar |

Source Keypad Event Summary: 2156726550 Destination Keypad Event Summary:
Source dudio DTMF Event Detai Destination Audio DTMF Event Detail
Time [ Elapse [ Event [ Digit | Power | Duration | End Bit | Marker | Sequm | Timestamp | Time [ Elapsed [ Event [ Digit [ Power [ Duration | End fit | Marker | Seqbum | Timestamp |
11:04:05.999149 | 00:00: 002z 20 1500 1 1 2 44z24sosz

11:04:06.049503 002z 20 1500 1 0 6 4azzasosz

11:04:06.100288 o001 20 150 i 1 9 qazzamzEz

11104:06,202225 000 1 20 150 1 ] 16 442248252

11:04:06,304044 000 1 20 150 1 0 72 a4az48252

11:04:06,355147 005 5 20 1500 i 1 75 | 442251832

11:04:06.464344 005 5 z0 1500 1 0 32 | 442251832

11:04:06,540500 005 5 z0 1500 1 0 36 44ze5183E

11:04:06.601084 006 6 z0 1500 i 1 40 442e55I5E

11:04:06.709653 006 6 20 1500 1 0 47 | 442255252

11:04:06.761506 006 6 20 1500 1 0 50| 442255252

11:04:06.812559 o7 7 z0 150 0 1 54| 44zz5e5lz

1104106864589 o077 20 1500 1 i 58| 442250512

11:04:06.919771 o077z 1500 1 0 61 | 442250512

11:04:06.970510 o0z 220 1500 [ 1 65 442261202

11:04:07 034896 o0z 220 1500 1 i 69 442261202

11:04:07 086847 o0z 220 1500 1 0 73 442z61292

11:04:07.137397 006 6 20 1500 [ 1 76 442264072

11:04:07 244541 006 &z 1500 1 i 83 44226407z

11:04:07, 305096 006 &z 1500 1 0 87 de2zed0rz |

11:04:07 358010 005 5 20 1500 [ 1 o0 442267332

11:04:07 450630 005 5 20 1500 1 ] 9 442267332

11:04:07 510350 005 5 20 1500 1 0 100 442267332

11:04:07 562042 O0:0D:00.051692  0x05 5 20 1500 i 1 104 442270502 4

This sub-view provides a detailed and organized tabular display for the active

DTMF transmissions that occur during a call for both the source and destination

side of the calls.
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User Alerts View

IP_WINTRAFFIC.EYEQ - TraceBuster (tm) Professional lea Protocol Analyzer i =& x|
File Edt Captue Record Wew Help

|@lems ¥ (5(Q 2

Nebwork Manior | Active Cals. UserAlets | User Alams | User Watches | Encpaints | Oiher Audia | Other Vidso | Registiations
Time [ hiotiication [ threshoid [ vaive | User ID | Source Address D i I Conference ID =
12:02:43328539  dudia Jtter High Alrt Exceeded 100 Lo 60015 | 120.249.1.11:50552 %442CCDETDT3ADEEI0F5701 7460
12102143.828564  Audia Jtter High Alrt Excecded 100 Los 60016 | 120,249.1,11:50556 10F4B3C7ED78008461DISOECDET,
12102143 528565  Audia Jtter High Alet Exceeded Lon Lis 60017 | 120.249.1.11:50580 1F2ABS2EG44CDOF 37FCFEZADEH.
1210143828612 duio Jtter High Alert Exceeded 100 Lot 60018 | 120.249.1.11:50564 ESDO11 10477 IEFA2C3TISIFRBFIC
12:02:43 328636 Audia Jtter High Alrt Exceeded 100 Lot 60014 | 120.249.1.11:50568 TTFEEG30A4BBS00S0F 734 TBBR0SC.
1210244075297 100 Lo 20015 | 120,249.1,13:5035% 9442CCDETDTIASDEAI0FST0 7460,
12102144 075342 Lon Lo 20016 120 10F4BC 7%
12102144 079368 Yoo Jeker High Alert Excesded 100 Lot 20017 | 120.249.1.13:50362 1F2AB52B344CDOF 3TFOCFEZADAH,
12:02:44 260064 Audia Jtter High Alrt Exceeded 10 L3 20015 | 120.249.1.13:50352 9442CCDETDT3ASDEEI0FST01 7460
1210214426065 Audia Jtter High Alrt Excecded Lo L 20016 | 120,249.1,13:50358 10F4B3C7ED7B006461 DISDECDE7. .,
1211214426066 Aucia Jtter High Alet Exceeded Lon Lz 20017 | 120.249.1.13:50360 24,1, 1F2ABS2EG44CDOF 37FCFEZADEH.
12102144 260066 dudio Jtter High Alert Exceeded 100 Lo 20018 | 1202491135034 120.249.1.1155056¢  ESDOL110ATTIEFA2CATISIFEBFIC
12:02:44 260065 Audia Jtter High Alrt Exceeded 100 Lo 20014 120.249.113:50370  120.243.1.11:5056 7
12102144.260086  Audia Jtter High Alrt Excecded 100 Lod 20020 120.249.11350972 120,249, 11150572 459BCHASIT209MA129C612CATSD. .
12102144 250067  Audia Jtter High Alet Exceeded Lon Lo 20021 120249.01350976  120.245.111:S057%  DOSDCADETOACAIFUEZEZDEAERGS.
12102144 260068 fuio Jtter High Alert Exceeded 100 Loe 20022 | 120.249.1.13:50380 BS 1480247419891 6436914562CDE
12:02:44 260068 Audia Jtter High Alrt Exceeded 100 Lo 20023 | 120.249.1.13:50954 07873CFIC4CE7514FADSIDB3ATAD,
1210214426089  Aucia Jtter High Alrt Excecded 100 Lot 20019 120 SFFICF3B:
12102144 279475 Video Teker High Alert Exceeded Lon Lo Rogue | 120.245.1.11:50502 Unknawn Carnection
1210214427920 ¥iden Jeker High Alert Excesded 100 Lot Rogue | 120.2¢9.1.11:5006. Unknawn Cornection
12:02:44 315356 Audia Jtter High Alrt Exceeded 100 Lo Ropue | 120.243.1.13:50342 Unknawn Connection
1210214431501 Audia Jtter High Alrt Excecded 100 Lo Ropue | 120,249, 1,13:50394 Unknawn Connection
12102144 315446 dudia Ttter High Alet Exceeded Lon Lid Rogue | 120,245, 11350348 Unknawn Cornection
12102144 31597 dudia Jtter High Alet Exceeded 10 Lo 20024 120.249.1.1315035; B o
12:02:44.343953 Viceo Jitter High Alert Exceedled 100 Lod Ropue 120,243, 1.11:50510 Unknawn Connection
12102144 638260 Audia Jtter High Alrt Excecded Lo L1 60020 | 120,249,111 150572 459BC44AS372090A 29C612CAIED. .
12102144 535304 Audia Tter High Alet Exceeded Lon Lo 60021 | 120.249.1.11:50575 24,1, DOSDCADET044CAIFIE7E2DEAERGS.
12102144 638328 dudio Jtter High Alet Exceeded 100 Lo 60022 1202491115080 120.249.1.13(S0380  BSI4BD2AF4196916436914562CDE
12:02:44 638352  dudia Jtter High Alrt Exceeded 1o Lo 60023 1202491115054 120.245.1.135008¢  07879CFICACETSI4FADSIDA3ATAD,
12102144 638376 Audia Jtter High Alrt Excecded 1o L3 co019 | 120 SFFICF3B:
12102144 536400 Aucia Jtter High Alet Exceeded 1oo 13 e002¢  120.249.1.11:50 2
12102144 638424 fuio Jtter High Alet Exceeded 1o La 60025 | 120,249.1.11:5055% 2401, £191297268E301BED6 TEABE1472.
12:02:44 322669 ducio Jiter High Alert Exceeded 100 1o Rogue 120.243.1.13:40096  120.243.1.12:4009% _ Unknown Comnection -
Alett Summary
Ready: For Help press F1 [Session: 0001135 [fctive Callst 112 [Call Completed: 62 [fwvg. Cal Rate: 0.653jsec [Errors Detected: 0 [rror Rate: 0.000%  [eegisteredin |

This view provides an active list of the alerts that have occurred during the test
session. The notification list for the events that triggered the alerts is displayed in
tabular form. Each alert is represented by an entry in the topmost report. This
report contains the following columns:

Time: This is the time the Alert was detected.

Notification: An explanation of the Alert.

Threshold: The threshold value set by the user.

Value: The value that triggered the Alert

User ID: The SIP user ID or H.323 alias of the caller.

Source Address: The address of the call initiator (caller).

Destination Address: The address of the call receiver (party called).
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Call/Conference ID: The SIP or H.323 call ID associated with this call.

Various alert thresholds are set by the user for audio/video jitter, interval, packet
loss, and R-Factor/MOS score measurements
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User Alarms View

IP_WINTRAFFIC.EYEQ - TraceBuster (tm) Professional Ex leo Protocol Analyzer =18 x|
Fle Edt Captue Record Wew Help

|@lems  EE(5(Q 2

Network Monitor | Active Calls | Userflerts  User Alaims | User Walches | Endpoints | Other Audio | Dther Video | Registrations

Time [ hiotiication [ threshoid [ vaive | User ID | Source Address D i I Conference ID =
12:03:45.954362_Audin Jtter High Alarm Exceeded zm 229 0019 120.249.1.13:50488  120.249.1.11:508x A72C4DH £476A635...
12:03:45,955027 Audio Jtter High Alarm Exceeded zm 243 2002+ 120,249, 11350492 COB7EFZDCEAE4CEDIZ+ 199FARE,
12:03:45.955075. Aucdio Jtter High Alarm Exceeded zm 244 20025 120,249, 11350436 220SEBO44FECE DAZIACT26AGTF.
12:03:48.618744  Audio Jtter High Alarn Excesded 2m 201 20016 120.249,1.13:50456 FABEANDE1GBO0DER1 754B760673F2.
12:03:45,867768 Audin Jtter High Alarm Exceeded zm  znt 20025 120.245.1.13:50486 EEZD25022 332A406BE4BTDESEST .
12:03:45,969741 zm 210 20025 120.249.1,13:50496 Z20SERDH4FECE1 1DATIACIZEAGTF.
12:03:49.028887 zm | 205 20024 120.249.1.13:50454 COBTEFZDCEAEACEDO2341 195FAE.
12:03:49.225168 Vidos Jeker High Alarm Exceded 2m 201 60005 120,245, 1.11150614 3BCHES10656CCE1 10AG44930DAZ6, .
12:03:49,225202 Video Jiter High Alarm Exceeded zm 2 60006 120,245, 1.11:50615 43D7ZB0BA4 1311 FFIZDOBR4CERZS.
12:03:51,868656 Yidko Jiter High Alarm Exceeded zm 206 60019 120,249, 1,1150690 AT2CADF676DHEAZIIICEATEAS.
12:03151,666718  Video Teker High Alarm Exceeded zm 206 60024 120.249.1.1150694 .249.1. COBTEFIDCEAEACEDO2341 195FARE.
12:03151,866752  Videos Jeker High Alarm Exceeded 2m 207 60025 120.245.1.11:50698  120.240,1.1350498  220GEAD44FECAI IDA33ACTZ6ATF.
12:03:52,985361 Audin Jtter High Alarm Exceeded zm 205 100123 | 1202491 1340086 120.248.1.12 12d3-43786751-0004-Cal 123
12:03:52,98545¢  Audin Jtter High Alarm Exceeded zm 205 100124 | 1202491134009 120,249.1,12 0260-43286825-0004-Cal124
12:03:52,985471 Audio Jtter High Alarm Exceeded zm 204 100125 1202451 13:40006  120.243.1.12:40496  eebl-43286675-0004-Cal125 |
12:04104,567261 Video Jeker High Alarm Exeeded 2m 212 20023 120.249,1.13:5048¢ EE2D0250223320406BE4BTDESEST...
12:04:04,567312 Video Jtter High Alarm Exceeded zm 21z 20018 120.245.1.13:50430 A72CADF676D4EAZ3 3CBATEARTS. .
12:04:04,903174 Yideo Jiter High Alarm Exceeded z2m  zme 20015 120,249, 1,13:50466 51FB52442E6EFO301 1SH0AOEFEBID,
12:04104,903461 Video Teker High Alarm Exceeded zm | 204 20004 120,249, 113550470 CBE1GOAFZIESDADION2AGEI41AS.
12:04104,903658  Videos Jeker High Alarm Exceeded 2m 206 20020 120.249,1.13:50474 60FBASES | 2705ABEGFFF210537122.
12:04:04,903838  Video Jiter High Alarm Exceeded zm 207 0021 120.249.1.13:50476 9ASE7ETBE| 143C0Z650A3ECODI7C.
12:04:04,904138  Yido Jtter High Alarm Exceeded zm 208 20022 120.249.1.13:50482 EDZ96...
12:04:10.914735  Audio Jtter High Alarm Exceeded zm 216 20020 120,249, 11350472 GOFGASES 1 2705ABESFFF210537122.
12:04110,914736. Audio Jtter High Alarn Excesded 2m 216 20021 120.249,1.13:50476 9AOE7ETBE| 14CCO2650AZECOD 7C.
12:04:10,914737 Audin Jtter High Alarm Exceeded zm 215 20022 120.245.1.13:50480 SFZAGI 96767325 274C5451 SED235...
12:04:10,960779  Audin Jtter High Alarm Exceeded z2m 223 2000+ 120,249, 11350408 9478570B09AFEE 1F1L1567FD730016,
12:04:10.960831 Audio Jtter High Alarm Exceeded zm 224 20005 120,249, 113550412 .249.1. 3BCSE510656CCE1 10AM4IIDDAL6,
12:04:10,960880. Audin Jtter High Alarn Excesded 2m 227 20006 120.249.1.13:80416  120.240,1.11550616  43D72BOBA41311FF32D0BBACER2).
12:04:10,96082¢ Audin Jtter High Alarm Exceeded zm 230 20007 120.245.1.13:50406  120.249.1.11 3547B671E0031 ADZECDA 70332767
12:04:10,960973  Audin Jtter High Alarm Exceeded zm 24 20007 120.249.113580420 120,249, 1,11 (C520AE7AED4 1334016E 120626028, .,
12:04:10.961017 Audio Jtter High Alarm Exceeded zm 242 20005 120.243.1.13:50424  120.249.1.11550624  2SECAF2D12B1457CFZFSTEGI2EEC. .
12:04110,961061 Audio Jtter High Alarn Excesded 2m 240 20008 120.245.1.13:80428  120.249,1.11:506: 9EATSF 17283054
12:04:10.961114 Audio Jtter High Alarm Exceeded 240 20009 170.749.1.13:5043% __ 120.249.1.11:508: DI BDO356470CSZAIBST6ED! M

Alam Surmay
Ready For Help, press F1 [Session: 00102143 [active Calli 162 [Calk Completed: 112 [Bwn. Call Rate: 0.687fsec[Enmors Detected: D [Error Rate: 0.000%  Registered:0

This view provides an active list of the alarms that have occurred during the test

session. The notification list for the events that triggered the alarms is displayed
in tabular form. Each alert is represented by an entry in the topmost report. This
report contains the following columns:

Time: This is the time the Alarm was detected.

Notification: An explanation of the Alarm.

Threshold: The threshold value set by the user.

Value: The value that triggered the Alarm

User ID: The SIP user ID or H.323 alias of the caller.

Source Address: The address of the call initiator (caller).

Destination Address: The address of the call receiver (party called).
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Call/Conference ID: The SIP or H.323 call ID associated with this call.

Various alarm thresholds are set by the user for audio/video jitter, interval, packet
loss, and R-Factor/MOS score measurements
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User Watches View

IP_WINTRAFFICEYEQ - TraceBuster (tm) Professional E iea Protocol Analyzer

=8l =]

File Edt Captue Record Wew Help
|2 EE(B|Q 2
Nebwork Manior | Active Calls | UserAlers | User Alams ~User Watches | Encaints | Oiter Audia | Dther Vidsa | Registiations |
Status [ Frotocol [ Found n [watch Trigger | started [[Ouration | Terminator | Source Address urce IDJE. 164 | Source Namef32310 | Destination Adcress | Destination IDJE, 16+ | Destination Name[H.323 1D | Call D=
Connected  H323 120249111 120.249. 12:04141 120.249.1.13 10007 120.249.1.11 S0007 6Co064:
Connected | H323 120249111 120.249. 12:04:41 120.249.1.13 10002 120.249.1.11 so002 E2%684E
Connected | H325 120243111 120.249. 1204141 120.249.1.13 10005 120.249.1.11 s0005 9ECFT)
Connected | M323 120299011 120,249, 12104541 120299113 10008 120249111 s0005
Connected | M323 120299111 120,249, 12i04541 120249113 10004 120.249.1.11 s0004
Comnected | H323 120249111 120.249. 12:04:40 120.249.1.13 10001 120.249.1.11 so001
Connected  SIP Sp:1001250120.249.1.13:5060 120,243 1z:04:29 120.249.1.13 100125 120.249.1.12 20125
Connected  SIP Sp:Z001240120.249.1.12:5060 120,245 1z:04:29 120.249.1.13 100124 120.249.1.12 2m012¢
Connected  SIP 120.249. 12:04:29 120.249.1.13 100123 120.240.1.12 2m12z
Connected  SIP 120.249. 12:04:29 120.249.1.13 100122 120.240.1.12 2m122
Connected  SIP 120.249. 12:04:25 120.249.1.13 100121 120.240.1.12 200121
Connected  SIP 120,249, 120428 120299113 100120 120249112 200120
Connected  SIP 120,249, 12i04:28 120249113 100119 120249112 2m119
Connected  SIP 120.249. 12:04:28 120.249.1.13 100118 120.249.1.12 200115
Connected  SIP SD:Z001170120.249.1.1Z:5060 120,243 1Z:04:28 120.249.1.13 100117 120.249.1.12 20117
Connected  SIP 01160120.249.L 12:5060 120,245 1z:04:28 120.249.1.13 100116 “WINSIP 116" 120.249.1.12 2m116
Connected  SIP 00L15®120.249.1. 1265060 120.240. 12:04:28 120.249.1.13 100115 “WIRSIP 115" 120.240.1.12 20115
Connected  SIP Sp:2001149120.249.1.12:6060 120,245 12:04:28 120.249.1.13 100114 "RSIP 114" 120.240.1.12 200114
Connected  SIP 0113@120.249.L 12:5060 120,243 12:04:28 120.249.1.13 100113 "SIP 13" 120.240.1.12 200115
Connected  SIP S9:1001120120249.L,13:9060 120,249, 120428 120299113 100112 "WInSIP 112" 120249112 20011z
Connected  SIP 2001110 120249.1,12:5060 120,249, 12i04:28 120249113 100111 “WISIP 111" 120249112 E
Connected  SIP 120.249.1.12 120.249. 12:04:28 120.249.1.13 100110 “WInSIP 110" 120.249.1.12 200110
Connected  SIP 120249112 120.245. 1Z:04:28 120.249.1.13 100109 120.249.1.12 200108
Connected  SIP 120.299.1.12 120,249, 1z:04:28 120.249.1.13 100108 120.249.1.12 200108
Connected  SIP 120.249.1.12 120.249. 12:04:28 120.249.1.13 100107 “WIRSIP 107" 120.240.1.12 2m107
Connected  SIP 120.249.1.12 120.249. 12:04:28 120.249.1.13 100106 "WRSIP 106" 120.240.1.12 200106 "Device 106"
4l ,
Call Surmvany | Cal Flow | CallTrace | Call Metics | Auci Surmmary | Audio Details | Audia (o5 | Video Surmary | Video Detais | Data Detait | RTCP Summary | RTCP<A Sunmar | DTMF Summary
Sinaling I value|  [Audo | value |  [video I Value
Sic Address 120.249.1.13| [ Src Audio Charel 120.299.1,13:50476 | [ Src video Charnel 120.299.1.13:50478
SICE. 16+ 10021 | | e Media Type: 6723| |SicredaType H.z61
ScHI3I0 20021 | | SrcPacket Count 991 | | srcPacket Count 904
Grc Average Jiter (ms) 1063 | | Src Average Jtter (ms) 0.815
Dest Address 120,249,111 | | svc Average Packet Interval (ms) 60543 | | Src Average Packet Interval (ms) 66,408
Dest E.16+ 5021 | | Src Awerage Bandwidth (kbfs) 7.928 | | Src Average Bandwidth (kbfs) 121320
Dest 325 10 60021 | | 5rcPakets Lost 0| |5rcPadetsiost [l
Src TOS/DSCP Flag Default (000000) | | 5rc TOS{DSCP Flag Default (000000)
Start Tme 12:03:43| | rc Listening R Factor 83
Stop Tme: 12:04:43 | | Src Listening MOS Score 3.945
Duration 000100
Dest Audio Charriel 120.249.1.11:50676 | | est Video Charnel 120.249.1.11:50678
Cal Terminator Souwrce | | Dest Media Typs .7235.3k| | Dest Media Type H.263
Dest Packet Count 667 | | Dest Packet Count s
Gatekesper Dest Average Jiter (ms] 1.298 Dest Average Jiter (ms] 0.842
Dest Average Packet Interval (ms) 0.004 | | Dest Average Packet Interval (ms) 66,002
Recording o | | Dest Average Bandwidth (b/s) 5.333| | Dest Average Bandwidth (kbfs) 9.066
Recorded No| |Dest Padkets Lost 0| | Dest Packets Lost [
Captured tio | |Dest TOS/0SCP Flag Default (000000) | | Dest TOSIDSCP Flag Default (000000)
Recard Filenam Dest Listening R Factor 4
Capture Fiename Dest Listening MOS 5core 3613

Ready: For Help, press F1 [Session: 00:02:30 [active Calls: 162 (Calk Complted: 112 [Avo. Call Rate: 0.747jsec [Errors Detected: 0 [Error Rate: 0.000%  [Registered: 0

The watch view is designed to provide an in-depth view of each VolIP call and
that has been associated with a user-defined “watch” trigger. Each call is
represented by an entry, which is updated once every second, in the topmost
report. This report contains the following columns:

Call status: The current status of the call. These may be things such as
connecting, ringing, connected, error, etc.

Protocol: The values for this field are SIP or H.323.

Found in: This field specifies which call element the value was found in.

Watch trigger: This field specifies what value caused the watch to be triggered.
Started: This is the time (local time) that the call was started.

Duration: The length of time the call is (or was) active.
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Terminator: The side that terminated the call (source or destination).

Source Address: The address of the call initiator (caller).

Source ID/E.164: The SIP user ID or H.323 E.164 alias of the caller.

Source Name/H.323 ID: The SIP display name or H.323 ID of the caller.

Destination Address: The address of the call receiver (party called).

Destination ID/E.164: The SIP user ID or H.323 E.164 alias of the party called.

Destination Name/H.323 ID: The SIP display name or H.323 ID of the party
called.

Call ID: The SIP or H.323 call ID associated with this call.

Reqistered With: The gatekeeper’s IP address, for H.323 calls, or the Proxy’s IP
address, for SIP calls.

Conference ID: The conference ID (H.323 calls only).

Each individual call has the following thirteen sub-views:

Call Summary
Call Flow

Call Trace

Call Metrics
Audio Summary
Audio Details
Audio QoS
Video Summary
Video Details
Data Details
RTCP Summary
RTCP XR Summary
DTMF Summary

Please see the Active Calls tab for an explanation of these sub-tabs.
To display information about a particular call, select it in the watch list.

Whenever a call is selected, it will remain “locked” in the view for as long as you
wish to view its details.
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Endpoints View

IP_WINTRAFFIC.EYEQ - TraceBuster (tm) Professional Ex leo Protocol Analyzer =l® x|
Fle Edt Captue Record Wew Help
|2 EE(S|Q 2
Nebwork Manior | Active Cals | UserAlers | User Alams | User Watches Encpoints | Oiber Audia | Dther Vidso | Regitiations
o [P address [MAC addhess | pescription Discovered | Onine | Placed | Received | successful | Faled [ Registered with | Bandwidth Used (8) | B
100111 120.249.113  ODISIZOBBC3  WinSIP/2.6.0 12:0228  ODODEND ES o EY o 10,445
200111 120240112 ODOTESOCFPE2  WinSIP{2.6.0 12:0328  ODODAEAD 0 ES EY [l 10,446
100112 120249113 DOISIFOBECH  WinSIP[2.6.0 12:03:28 0DO0AEAS £ o £ 0 10,451
200112 120.249.1.12 OO07ESOCFPEZ  WNSIP{2.6.0 1210328 0DOMISIS o Esl el 0 10,451
100113 120.249.113  OOISIZOBBCS  WINSIPIZ.6.0 12:03:28  ODODSAS ES 0 EY o 10,455
200113 120749112 ODOTESOCFFEZ  WinSIP/Z.6.0 12:03:28  ODODEAS 0 ES EY o 10,455
100114 120,748,113 OOISITOBBCH  WINSIF/2.6.0 12:03:28  ODODES ES 0 EY o 10,453
200114 120,249,112 ODOTESOCFTEZ  WinSIP/2.5.0 12:0328  ODODENS 0 £ Y o 10,453
100115 120.249.113  ODISIZOBBC3  WnSIP/2.6.0 12:0228  ODODES ES 0 EY o 10,463
200115 120240112 ODOTESOCFPE2  WinSIP{2.6.0 12:0%28  ODODAEAS 0 ES EY [l 10,463
10116 120249113 DOISIFOBECH  WinSIP[2.6.0 12:03:28 0DO0AEAS £ o £ 0 10,466
200116 120.249.1.12 OO07ESOCFPEZ  WNSIP{2.6.0 1210328 0DOMISIS o Esl el 0 10,466
100117 120.249.113  OOISIZOBBCS  WINSIPIZ.6.0 12:03:28  ODODSAS ES 0 EY o 10,466
200117 120749112 ODOTESOCFFEZ  WinSIP/Z.6.0 12:03:28  ODODEAS 0 ES EY o 10,466
100118 120,748,113 OOISITOBBCH  WINSIF/2.6.0 12:03:28  ODODES ES 0 EY o 10,468
200118 120,249,112 ODOTESOCFTEZ  WinSIP/2.5.0 12:0328  ODODENS 0 £ Y o 10,468
100119 120.249.113  ODISIZOBBC3  WnSIP/2.6.0 12:0228  ODODES ES 0 EY o 1,470
200119 120240112 ODOTESOCFPE2  WinSIP{2.6.0 12:0%28  ODODAEAS 0 ES EY [l 10,470
100120 120249113 DOISIFOBECH  WinSIP[2.6.0 12:03:28 ODODAEE £ o £ 0 10,470 —
200120 120.249.1.12 OO07ESOCFPEZ  WNSIP{2.6.0 1210328 ODONIE16 o Esl el 0 10,470
100121 120.249.113  OOISIZOBBCS  WINSIPIZ.6.0 12:03:28 0D DDAS2L ES 0 EY o 10,475
200121 120749112 ODOTESOCFFEZ  WinSIP/Z.6.0 12:03:28  ODODAS2! 0 ES EY o 10,475
100122 120,748,113 OOISITOBBCH  WINSIF/2.6.0 12:03:28  ODODAEOS ES 0 EY o 10,473
200122 120,249,112 ODOTESOCFTEZ  WinSIP/2.5.0 12:0329  ODODEOS 0 £ Y o 10,423
100123 120.249.113  ODISIZOBBC3  WnSIP/2.6.0 12:0229 ODODED ES 0 EY o 10,425
200123 120240112 ODOTESOCFPE2  WinSIP{2.6.0 12:0329  ODODAEAD 0 ES EY [l 10,425
100124 120249113 DOISIFOBECH  WinSIP[2.6.0 12:03:29 0D ODAEAD E) o EY 0 10,431 =
Endpcirt Summaty and Recent Call Histowy | Top Takers |
I [Frotocol | Resut | Remote D [ Remote ada [Sterted [ Ended | Durston | Aud. Codec | mMosscore| R Factor | aud. Jtter |_aud. Incerval | id Codec | vid. Jtter |_vid
Total Cals 1l EY Success 100125 120.249.1.13 12:03:20 00:00:00 0.000 0.000 0.000 0.000 0.000
SiEEss i Cali] 30 EQ Success | 100125 120.249.1.13 12:06:28 00004 G Alaw 4.155 93.000 0.664 20,001 0.000
Faled Cole o 1P Success 100125 120.249.1.13 120329 oo:00:00 .00 .00 .00 .00 .00
Inbourd stp Sutcess 100125 120.249.1.13 12:03:29 00100 G711 Aaw 4,195 93,000 0.63L 20,001 0.000
Total Call £ stp Surcess 100125 120.249.1.13 12:0429 000100 G711 Aaw 4.195 93.000 0.653 20,001 0.00
Cumulative Time 00:18:10 SIP Success 100125 120.249.1.13 12:03:29 00:00:00 0.000 0.000 0.000 0.000 0.000
e stp Surcess | 100125 120.249.1.13 12:03:29 000100 G711 Alaw 4.195 93.000 0.83L 20,001 0.000
RS o EQ Suczess | 100125 120.249.1.13 12:04:28 000100 G711 Alaw 4.195 93.000 0.653 20,001 0.00
Cumulative Tme, 00:00:00
< | >
Ready For Help, press F1 [Session: 0000155 [active Callst 74 [Calk Completed: 37 [Bwn. Call Rate: 0.673(sec. [Enmors Detected: D [Error Rate: 0.000%  Registered:0 [

The Endpoint View shows a list of each endpoint that has participated in a VolP
call during this TraceBuster session. This view contains the following columns:

Status: Current status of endpoint, Inactive / Calling / Receiving.
ID: The E.164 alias of the endpoint (H.323) or Call ID (SIP)
IP_Address: The IP address of the endpoint.

MAC Address: The MAC address of the endpoint.

Description: A readable text description (if available) of the endpoint.
Discovered: This is the time this endpoint was first observed by TraceBuster.
Online: The length of time this endpoint has been online.

Placed: The number of calls this endpoint has placed.
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Received: The number of calls this endpoint has received.

Successful: The number of calls for this endpoint without errors.

Failed: The number of calls for this endpoint with errors.

Reqistered With: The gatekeeper’s IP address, for H.323 calls, or the Proxy’s IP

address, for SIP calls.

Bandwidth Used (KB): How many bytes of data that has been transferred.

The number of endpoints in the list is user configurable via Edit | Settings |

Endpoints.

Endpoint Summary and Recent Call History

Endpoint Summay and Recent CallHistory | Top Talkers

I out [Protocel | Resut | Remot=1D. Remots Addr Started

Ended

Duratian

[ Aud. Codec.

[ mos seare |

R Factor

Aud, Jtter

#ud, Interval

vid, Codec | %id. Jtter | _vid.

Total Cals 6 Inboun; B 100112 120.249.1.13 12:03:26
ScecessiullCal o Inboun, B 100112 120.249.1.13 12:03:28
Failed Calls 3

Inboun Ea 100112 120,249,113 120428
Inboun B 100112 120.249.1.13 12:05:28
7 Inboun, ES 100112 120.249.1.13 12:06:28
000315 Inboun Ea 100112 120.249.1.13 12:03:28

Inbou
To

0
00:00:00

120328
120428
120528
120828
1200843
120328

00:00:00
00100
o0i01:00
00100
00:00:15
00:00:00

G711 dlaw
G711 Aaw
G711 dlaw
G711 dlaw

0.000
4195
4195
4195
4185
0.000

0.000
93.000
93.000
92.000
3.000

0.000

0.000
0792
1227
0.987
0.8
0.000

0.000
20,007
20,008
20,008
20,020

0.000

0.000
0.000
0.000
0.000
0.000
0.000

The Endpoint Summary and Recent Call History view keeps a list of each call the

endpoint has either placed or received.

This view contains the following columns:

In/Out: Whether the call was placed (Outbound) or received (Inbound).

Protocol: The protocol used for the call (H.323 or SIP).

Result: Either Success or Fail.

Remote ID: The E.164 alias (H.323) or Call ID (SIP) of the other endpoint.

Remote Address: The IP address of the endpoint.

Started: The time the call started.

Ended: The time the call ended.
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Duration: The call duration.

Audio CODEC: The type of audio codec this endpoint used.

MOS Score: The average MOS score of this endpoint’s audio for the call.
R Factor: The average R Factor of this endpoint’s audio for the call.
Audio Jitter: The average jitter of this endpoint’s audio for the call.

Audio Interval: The average interval of this endpoint’s audio for the call.

Video CODEC: The type of video codec this endpoint used.

Video Jitter: The average jitter of this endpoint’s video for the call.

Video Interval: The average interval of this endpoint’s video for the call.

The number of endpoint histories in the list is user configurable via Edit | Settings
| Endpoints.

Top Talker

Endpoint Summany and Recent Call History | Top Talkers |

) [ Description Total Cals [ TotalTime [ Total Bandnicth Used (kE) [
100101 WinSIPf2.6.0 10 00:06:30 3,731
200101 WinSIPf2.6.0 10 00:06:30 3,731
100102 WinSIPf2.6.0 10 00:06:30 3,733
200102 WinSIPi2.6.0 10 00:06:30 3,733
100103 WinSIPi2.6.0 10 00:06:30 3,734
200103 WinSIPi2.6.0 10 00:06:30 3,734
100104 WinSIPi2.6.0 10 00:06:30 3,736
200104 WINSIPj2.6.0 10 00:06:30 3,736
100105 WINSIPj2.6.0 10 00:06:30 3,736
200105 WINSIPj2.6.0 10 00:06:30 3,736
100108 WINSIPj2.6.0 10 00:06:30 3,737
200108 WirSIPi2,6.0 10 00:06:30 3737
100107 WInSIPiZ,6.0 10 000630 3738
200107 WInSIPiZ,6.0 10 000630 3738
10010 WInSIPiZ,6.0 10 000630 373
200108 WInSIPiZ,6.0 10 00106130 373

This view contains the following columns:

ID: The E.164 alias of the endpoint (H.323) or Call ID (SIP)
Description: A readable text description (if available) of the endpoint.
Total Calls: The total calls placed and received by this endpoint.
Total Time: The total time the calls lasted.

Total Bandwidth Used (KB): The total bytes transferred.
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Audio Channels View

IP_WINTRAFFIC.EYEQ - TraceBuster (tm) Professional Ex leo Protocol Analyzer = =18 x|
File Edt Captue Record Wew Help
= = & Qe
Nebwork Manior | Active Calls | User Alers | User Alams | User Watches | Encpaints Other Audo | Dther Vidso | Registiations |
Source Address | Porc | Dest. Address | Port | Media Type. [ Packets [ S5RC [ oetected | Duration [ Adapter | Capturing -
120.249.1.13 252 120.249.1.11 S04 G729 1 SETAFSEE 12:02.42.20  00:00:00  Import o
120.249.1,13 50256 120.249.1.L1 50456 6,729 3 EpBaEBL7 12i02i42,20  00;0000  Import o
120.249.1.13 50260 120.249.1.L1 50460 G729 5 coereaal 12:02:4220  00:00:00  lmport Ho
120.249.1.13 50264 120.245.1.11 50464 G729 6 SEESAIES 12:0242.20  00:00:00  Import Ho
120.249.1.13 50268 120.245.1.L1 50468 G729 8 40B0AZOA 12:02:42.20  00:00:00  Import o
120.249.1,13 50276 120,249, 50476 G729 11 4EIFSZEE 12i02i42,20  00;0000  Import o
120.249.1.13 50280 120.249.1.L1 sz G729 13 27343EFA 12:02:4220  00:00:00  lmport Ho
120.249.1.13 50284 120.245.1.11 Sp4E¢ G729 15 51AF143A 12:0242.20  00:00:00  Import Ho
120.249.1.13 50288 120.245.1.L1 S0488 G729 16 BOSEBRES 12:02:42.20  00:00:00  Import o
120.249.1,13 50274 120,249, 50472 G729 18 zDeBAAZL 12i02i42,20  00:0001  Import o
120.249.1.13 50294 120.249.1.11 S04 G729 18 76EDOESE 12:02:4220  00:00:01  Import Ho
120.249.1.13 50296 120.245.1.11 50406 G729 20 6CEOFFAC 12:0242.20  00:00:01  Import Ho
120.249.1.13 50300 120.245.1.L1 s0500 G729 a78 7BAZOTID 12024220 00:00:53 Import o
120.249.1,13 50304 120.249.1,L1 50504 G729 &78  12FS60BY 12i02i42,20  00;00i53  Import o
120.249.1.13 50308 120.249.1.L1 S0506 G729 878 CACROEIE 12:02:4220  O0:00:53  mport Ho
120.249.1.13 50312 120.245.1.11 S512 G729 878 ADEFICFL 12:0242.20  00:00:53 Import Ho
120.249.1.13 50316 120.245.1.L1 S0516 G729 &78  CSB0GEDS 12024220 00:00:53 Import o
120.249.1,13 50320 120.249.1.L1 50520 G729 878 4ATEZDFD 12i02i42,20  00;00i53  Import o
120.249.1.13 50324 120.249.1.11 sos2¢ G729 478 D2ADEIST 12:02:4220  O0:00:53  mport Ho -
120.249.1.13 50328 120.240.1.11 50528 G.729 878 96810470 12:0242.20  00:00:53 Import Ho
120.249.1.13 50332 120.245.1.L1 s532 G.7z9 a78 77973013 12024220 00:00:53 Import o
120.249.1,13 50336 120,249, 5053 G729 &78 7081270 12i02i42,20  00;00i53  Import o
120.249.1.13 50342 120.249.1.11 so540 G729 a78 EOECS4BA 12:02:4220  O0:00:53  mport Ho
120.249.1.13 50344 120.245.1.11 50544 G729 878 ADEDC1SS 12:0242.20  00:00:53 Import Ho
120.249.1.13 50348 120.245.1.L1 S0548 G.7z9 &78 51917208 12024220 00:00:53 Import o
120.249.1,11 50452 120,249, 50252 G.72asich 1 ocaserEs 12i02i42,21  00;0000  Import o
120.249.1.11 50456 120.24.1.13 50256 G.7235.3k 2 77D80BSE 12:02:4221 000000 lmport Ho
120.249.1.11 50460 120245113 50260 G.7235.3k 3 caseascs 12:0242.21  00:00:00  Import Ho
120.249.1.11 50464 120.249.1.13 S026¢ G.7Z35.3K 4 z30A3DS8 12024221 00:00:00  Import o
120.249.1,11 50468 120,249.1,13 50268 G.7235.ak 5 FiB0BBLC 12i02i42,21  00:0000  Import o
120.249.1.11 50476 120,248.1.13 S0276 G7235.3k & E37LTS 12:02:4221 000000 lmport Ho
120.249.1.11 50482 120.245.1.13 50280 G.7235.3k o s1C2FDER 12:0242.21  00:00:00  Import Ho
120.249.1.11 50484 120.249.1.13 S0z8¢_ G.7235.3K 10 D70CesS 12:02:42.21  00:00:00 Import o [

Charrel Summary | DTME Summary | Channel 305 |

et Average Low Hoh
Jtter (ms) 1042 0.08¢ 1.959
Packet Interval (ms) 0,000 14,143 25,897
Bandvith (kb/s) 64,004 53797 65,641
Parameter [value
sdcress 120.249.1.12
Port
Viedia Type G711 Aaw ()
TOSDSCP Flag DeFault (100000)
Total Packets 23
Packes Lost 0
Early Packets 0
Late Packets 0
AudijPacket (1) 2
Frames{Parket )
DTMF Events
Current Bandwidth (1b<) 0.00
Longest Packet Loss Burst 0
Total Payload Bytes 376,160
Ready: For Help press F1 Session: D0:00/54 tive Calli 74 [Call Completed: 37 v, CallRate: 0,685/sec _Errors Detected: 0 Error Rate: D.000%  Regstersd: 0

This view contains the following columns:

Source Address: The IP address of the call initiator (caller).

Port: The port of the call initiator (caller).

Destination Address: The IP address of the call receiver (party called).

Port: The port of the call receiver (party called).

Media Type: The type of media flowing on this channel.
Packets: The number of packets sent on this channel.
SSRC: The synchronization source from the RTP header.
Detected: The time this stream was detected.

Duration: The length of time the call is (or was) active.
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Adapter: The adapter (NIC) that received the packets.

Capturing: Whether or not this stream is being captured to disk.

The Audio Channels View shows a list of each audio RTP stream that is not
identified with a VoIP call. The metrics that are calculated and displayed for
audio streams that are related to VolIP calls are also done for these ‘rogue’
streams. To start capturing the data from one of these streams, right-click the
mouse on that stream and select ‘Start Rogue Stream Capture’. To stop
capturing the data from one of these streams, right-click the mouse on that
stream and select ‘Stop Rogue Stream Capture’.

| Packets | S3RIC | Detected | Diur akion | Adapker | Zapkuring |
226 BeDFZ3BE 09:24:08.25 00:00;04 1 Mo
258 GSBED4C3A 09:24:08,25 00:00:05 1 Mo
289 15D33145 09:24:08,25 00:00:05 1 Mo
| | 1 o
55 7E Skart Rogue Skrearn Capbure 007 1 Mo
86 EA Stop Rogue Skreamn Capture :00:05 1 Mo
119 A4BCSTAE [ B 0:00:07 1 Mo
223 4E3BoDF4 09:24:08.27 0o0:00;04 1 Mo
257 03705180 09:24:08.27 00:00;05 1 Mo

The ‘Capturing’ column reflects the status of the capture.
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Video Channels View

IP_WINTRAFFIC.EYEQ - TraceBuster (tm) Professional Ex leo Protocol Analyzer =18 x|
File Edt Captue Record Wew Help
|@lems ¥ (5(Q 2
Nebwork Manior | Active Calls | User Alers | User Alams | User Watches | Encpaints | Oiver Audia Other Video | Registiations |
wce Address | Port | Dest. Address | Port [MediaTyps | Packets | SsRC [ Deterted | Duration | Adepter | Gopturing =
120.249.1.13 50754 120.245.1.L1 S0454 A 1 SBLCZSIE 1z:02:42.22 0:00  Impor o
120.249.1,13 50258 120.249.1.L1 50458 H.261 2 scsE7I0R 12i02i42,22  00:0000  Import o
120.249.1.13 50262 120.249.1.L1 S0462 H.261 4 casLao21 12:02:4222  00:00:00  lmport Ho
120.249.1.13 50266 120.245.1.11 50466 H.261 5 acoBssen 12:0242.22  00:00:00  Import Ho
120.249.1.13 50270 120.245.1.L1 50470 H.261 7 EFFE4TCH 12024222 00:00:00  Import o
120.249.1,13 50278 120,249, 50478 H.261 10 CIDIED 12024222 00000 Import o
120.249.1.13 50282 120.249.1.11 50480 H.261 1 7ese21zt 12:02:4222  00:00:00  lmport Ho
120.249.1.13 50286 120.245.1.11 50436 H.261 13 031269E4 12:0242.22  00:00:00  Import Ho
120.249.1.13 50250 120.245.1.L1 50430 H.261 15 EESOFZS 12024222 00:00:00  Import o
120.249.1,13 50474 H.261 16 3664703A 12i02i42,22  00:0000  Import o
120.249.1.13 50292 120.249.1.11 50434 H.261 16 621BD6FE 12:02:4222  00:00:00  lmport Ho
120.249.1.13 50298 120.245.1.11 5048 H.261 18 SD7EF4ZE 12:0242.22  00:00:01  Import Ho
120.249.1.13 50302 120.245.1.L1 s0s02 H.2610 860 4CIFCTIE 12024222 00:00:57  Import o
120.249.1,13 50306 120.249.1.L1 50506 H.261 860 41D9C95B 12i02i42,22 00,0057 Import o
120.249.1.13 50310 120.249.1.L1 SO510 H.261 860 SAAFC2IC  120242.22  00:00:57  Import Ho
120.249.1.13 50314 120.245.1.11 S0514 H.261 860 730237CE 12:0242.22  00:00:57  Import Ho
120.249.1.13 50318 120.245.1.L1 S0518 H.261 860 375F3438 12024222 00:00:57  Import o
120.249.1,13 50322 120.249.1.L1 50522 H.261 860 COICBETS 12i02i42,22 00,0057 Import o
120.249.1.13 50326 120.249.1.L1 S0526 H.261 860 ABEGDA0Z 12:02:4222  00:00557  mport Ho
120.249.1.13 50330 120.240.1.11 50530 H.261 860 7756D15C 12:0242.22  00:00:57  Import Ho
120.249.1.13 50334 120.245.1.L1 5053 H.261 860 4FLZACES 12024222 00:00:57  Import [ 155
120.249.1,13 50338 120,249, 50538 H.261 860 GADEICBA  12i0242.22 0007 Import o
120.249.1.13 50340 120.249.1.L1 S0542 H.261 860 SB7F2678 12:02:4222  00:00557  mport Ho
120.249.1.13 50346 120.245.1.11 50546 H.261 860 47300861 12:0242.22  00:00:57  Import Ho
120.249.1.13 50350 120.245.1.L1 50550 H.260 860 36C175C8 12024222 00:00:57  Import o
120.249.1,11 50454 120,249, 5025¢ H.263 1 ZEEDOESC 12i02i42,23  00:0000  Import o
120.249.1.11 50455 120,243.1.13 50256 H.263 2 DeDoFTER 12:02:4223 00:00:00  lmport Ho
120.249.1.11 50462 120,249,113 S0262 H.263 4 1719C872 12:0242.23  00:00:00  Import Ho
120.249.1.11 50466 120.249.1.13 S0266 H.263 5 SOD43B0E 12:02:42.23  00:00:00  Import o
120.249.1,11 50470 120,249.1,13 50270 H.263 7 3A072HE 12i0242,23 00,0000 Import o
120.249.1.11 50475 120.243.1.13 50276 H.263 10 s4Acarar 12:02:4223 00:00:00  lmport Ho
120.249.1.11 50480 120.249.1.13 S0 H.263 11 oFis3Ee 12:0242.23  00:00:00  Import Ho
120.249.1.11 50485 120.249.1.13 S0786_H.263 13 carosare 12:02:42.23  00:00:00 Import o [
Charnel Summary
Mikric Average Low Hah
Jiter () 0.54 0.069 1679
Patket Interval (ms) 66.003 57.58 74.101
Bandwidth (kbjs) 6.048 3,63 8866
Parameter [vaue
address 120.248.1.11
Port 50526
Media Typ H263 (34}
TOS/DSCP Flag Defaul: (000000
Total Patkets 8d
Parkets Lost 0
Early Packets [
Late Packets 0
Pictures 8d
icture Rate 15.186
Current Bandwickh (kbfs) 4,151,95
Longest Packet Loss Burst
Total Payioad Eytes 59,436

Ready: For Help, press F1

This view contains the following columns:

Session: 00:0057

[active Calk: 74

[va. Call Rate: 0.69jgec

Source Address: The IP address of the call initiator (caller).

Port: The port of the call initiator (caller).

[Errors Detected: 0

vor Rake: 0.000%

Destination Address: The IP address of the call receiver (party called).

Port: The port of the call receiver (party called).

Media Type: The type of media flowing on this channel.

Packets: The number of packets sent on this channel

SSRC: The synchronization source from the RTP header

Detected: The time this stream was detected.

Duration: The length of time the call is (or was) active.

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved
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Adapter: The adapter (NIC) that received the packets.
Capturing: Whether or not this stream is being captured to disk

The Video Channels View shows a list of each video RTP stream that is not
identified with a VoIP call. The metrics that are calculated and displayed for
audio streams that are related to VolIP calls are also done for these ‘rogue’
streams. To start capturing the data from one of these streams, right-click the
mouse on that stream and select ‘Start Rogue Stream Capture’. To stop
capturing the data from one of these streams, right-click the mouse on that
stream and select ‘Stop Rogue Stream Capture’.

| Packets | S3RC | Detected | Dk akion | Adapter | Capkuring |
226 | SADFZ3BE 09:24:08,25 00 00: 04 1 Mo
255 SBED4CSA 09:24:08,25 000005 1 Mo
289 | 150335145 09:24:08,25 00 00:05 1 Mo
[ - - ==+ s R e 1] Mo
358 23 Skart Rogue Stream Capbure {0007 1 [
86 Ef  Stop Rogue tream Capture :00:05 1 Mo
119  Adb_ol g e, 2 0:00:07 1 Mo
223 | 4ESBaDF4 09.24:08,27 00 00: 04 1 Mo
Z57  037DS18D 09:24:08,27 000005 1 Mo

The ‘Capturing’ column reflects the status of the capture.
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Registrations View

IP_REG.EYEQ - TraceBuster (tm) Professional Edi leo Protocol Analyzer =18 x|
File Edt Captue Record Wew Help

|@lems  EE(EH(Q 2

Nebwork Manior | Active Calls | UserAlerts | User Alams | User Walches | Encpoints | Other Audio | Dther Video Fiegisiatns |
Stats [[ser toje. 16+ [Oser Namefr.5z3 10| Address [ | Tine I Expires Remaining B
Regstersd 10007 20007 120.240.0.136 120.249.0.152 os:59:58 00:05:00
Regitered 10006 20006 120.240.0.136 120.249.0.152 085958 00:05:00
Regstered 10005 20005 120.249.0.136 120.249.0.152 oss0ie 00:05:00
Regstersd | 10004 20004 120.249.0.136 120,299, asiseiss o0:05:00
Regstersd | 10003 20003 120.249.0,136 120,249, 095958 03:05:00
Regstersd | 10002 20002 120.249.0.136 120.249.0.152 oa:59:57 00:05:00
Regstered | 10001 20000 120.249.0.136 120.249.0.152 085957 00:05:00
Regstered 40010 50010 120.240.0.112 120.249.0.152 omseiss 00:05:00
Regstersd | 40009 50009 120.240.0.112 120.249.0.152 om:50:54 00:05:00
Registered 40008 50008 120.240.0.112 120.249.0.152 085954 00:05:00 188
Regitered 40007 50007 120.249.0.112 120.249.0.152 om0t 00:05:00
Regstersd | 40006 50006 1202490112 120,299, amiseist o0:05:00
Regstersd | 40005 50005 1202490112 120,249, w5t 03:05:00
Regstered | 40004 50004 120.249.0.112 120.249.0.152 o355+ 00:05:00
Regstersd 40003 50003 120.249.0.112 120.249.0.152 035954 00:05:00
Regstered 40002 s0002 120.240.0.112 120.249.0.152 os:saiE3 00:05:00
Regstersd | 40001 s0001 120.240.0.112 120.249.0.152 om0 00:05:00
 Unregistered 10010 20010 120.240.0.136 120.249.0.152 os:5ei5t
~ Unregistered | 10009 20008 120.249.0.136 120.249.0.152 [
~ Unregistered | 10008 20008 120.249.0.136 120,299, asisEist
~ Unregistered | 10007 20007 120.249.0,136 120,249, O%isEt
~ Unregistered | 10006 20006 120.249.0.136 120.249.0.152 09565+
~ Unregistered | 10005 20005 120.249.0.136 120.249.0.152 085654
~ Unvegistered 10004 20004 120.240.0.136 120.249.0.152 om:sEEs
~ Unvegistered | 10003 20003 120.240.0.136 120.249.0.152 os:seiss
~ Unvegistered 10002 20002 120.240.0.136 120.249.0.152 08:5e:53
~ Unregistered 10001 20001 120.249.0.136 120.249.0.152 085653 -

Rlegisration Flow | Fiegistration Trace | Registiaion Info

[REGISTER sip: 120.249.0. 150, cransperc=UDF $1E/Z.0

[Via: STP/2.0/UDP 120.243.0.135: SO6D;branch=zShG4rK2105e £ 042232232

Ma-Forvards: 70

ou: "WInSTP 6" <sip:10005B120.249.0. 150> ;tay-3a23-cdas-8dbS-b03
“Win$IP 6" <sip:lO00SB1Z0.249.0.150>

[User-Agent: Win3T?/2.6.0

Sdaa-35859181-0001-Calls

Cieq: | REGISTER

TARSIP 67 <sip:l00058120.249.0.135: 5060; transport=UDP>;
o

Content-Length: 0

. |

Length - 454 fl
52 45 47 49 53 54 45 52 20 73 60 70 34 31 32 30 RECISTER sip:120

2E 32 34 39 2E 30 2E 31 35 30 3B 74 72 61 6E 73 .249.0.150;trans
70 6F 72 74 3D 55 44 50 20 §3 40 S0 ZF 32 2E 50 port=UDP FIB/Z.0
0D 0A 56 69 61 34 20 53 43 S0 ZF 32 ZE 30 2F 55 ..Via: STR/Z.0/U

Ready: For Help, press F1 [Session: 00:03:02 [active Call 80 (Cals Completed: 60 [Avo. Call Rate: 0.333jsec  [Ewrors Detected: 0 [Error Rate: 0.000%  [Registered: 80

The registrations view is designed to provide an in-depth view of each VolP call
registration and its status. Each call is represented by an entry, which is updated
once every second, in the topmost report. This report contains the following
columns:

Status: The current status of the entry. These may be things such as
registering, registered, unregistered, etc.

User ID/E.164: The SIP user ID or H.323 E.164 alias of the registered party.

User Name/H.323 ID: The SIP display name or H.323 ID of the registered party.

Address: The address of the registered party.

Reqistrar/Gatekeeper: The address of the registrar to which the party is
registered.
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Time: This is the time of the most recent registration for this party.
TTL: The registration’s time-to-live value.
Expires: The time at which this binding expires.
Remaining: The time until this binding expires.
Each individual registration has the following three sub-views:
e Registration Flow
e Registration Trace
e Registration Info
To display information about a particular registration, select it in the registration

list. Whenever a registration entry is selected, it will remain “locked” in the view
for as long as you wish to view its details.

Registration Flow

Rlegistration Flow | Registiation Trace | Fiegistiation Infa

120243012 202490 15 REGISTER oip:120.249.0.151;transport=UDF 5IB/2.0 =
¥ia: SIF/2.0/UDF 120.249.0.112:5060;branch=z%hG4bKd7df004e30273e3
Mex-Forvards: 70

From: "Device 10" <sip:Z20009@120.249.0.151>;tag=6517-dc0l-Go8d-2a
ITo: "Dewice 107 <sip:20009F120.249.0.151%

User-Agent: WinSIP/2.4.9

Call-ID: c2cd-37622328-0001-Callll

C5eq: 142 REGISTER

Contact: "Dewice 107 <sip:Z20009@120.249.0.112: 5060; transport=TUDF>
Expires: 30

Content-Length: O

1 | _»l;I

Length = 455 3
52 45 47 45 53 54 45 52 20 73 69 70 3k 31 3z 30 BEGISTER sip:120
2E 3z 34 39 2E 30 ZE 31 35 31 3B 74 72 61 6E 73 .249.0.151;trans
70 5F 72 74 3D 55 44 50 20 53 43 50 ZF 32 2E 30 port=UDP SIF/Z.0
D A 55 65 81 3k 20 53 49 50 2F 32 ZE 30 2F S5 ..¥im SINZ.0T o

This view provides a time-stamped ladder diagram view of the registration flow.
Each “rung” in the ladder may be highlighted to display the decoded packet in
both ASCII and hexadecimal representations.
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Registration Trace

Piegisration Flow Fegistration Trace | Registation Infa |

Timestamp: Source IP Port | Protocol | Method Type Cade | Text Dest IF Port REGISTER sip:120.245.0.151; transport=UDP SIF/2.0
¥ 70,249.0,112 sk [ 120,249, 0, 151 60 Via: STP/2.0/UDF 120.249.0.112:5060;branch=z9hG4bKddl7504e2a27500
120,240,151 S060 SIP REGISTER  Response 200 OK 120.249.0,112 5080 Max-Forvards: 70
From: "Device 18" <sip:20017B120.243.0.151>;tag=a491-71e3-7ce0-63
To: "Device 18" <sip:20017R120.249.0.151%
User-Agent: WinSIP/2.4.9
Call-ID: 4760-37622328-0001-Callls
Cieq: 147 REGISTER
Contact: "Device 18" <sip:20017B120.243.0.112: S060; transpor t=UDF>
Expires: 30
Content-Length: 0

: o

Length = 455 ﬁ‘
52 45 47 45 53 54 45 52 20 73 69 70 3k 31 32 30 REGISTER sip:120
ZE 3z 34 39 ZE 30 2E 31 35 31 3B 74 72 61 BE 73 .249.0.151:trans
70 6F 72 74 3D 55 44 50 20 53 49 50 ZF 32 ZE 30 port=UDP SIP/Z.0
U0 0A 56 63 61 34 20 5343 50 2F 32 ZE 30 2F 85 ..Wim SIHZ.OU

This view provides a time-stamped protocol specific report view of the
registration flow. Each entry in the report may be highlighted to display the
decoded packet in both ASCII and hexadecimal representations.

Registration Info

Reaistiation Flow | Registiation Trace  Redistration Info

This view provides an overall graphical representation of the number of
registrations and the registration rate.
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TraceBuster Menu Commands

File Menu

TraceBuster {tm) Professional Edition w,/ o5 Yers
|File Edit Capture Record Wiew Help

Skart Analyzer

Stop Analyzer i
Capture Call ey plams
Record/ Call flt+R S

Replay WinEye Capture File. ..
Import WinPCap Format Capture File. ..

Exit

1T

This menu contains the commands associated with running TraceBuster.

Start Analyzer: This command starts the analyzer on the currently selected
adapter.

Stop Analyzer: This command stops the current analyzer session.

Capture Call: This command is only enabled when a call is in one of the
completed states (completed, error, timeout, etc.). When enabled, this command
will capture the selected call in TraceBuster’s proprietary format to the specified
file.

Record Call: This command starts recording the selected call. The signaling and
subsequent media will be saved in TraceBuster’s proprietary format to the disk.

Replay TraceBuster Capture File: This command loads a file captured in
TraceBuster’s format and replays it.

Import WinPCap Format Capture File: This command loads a file captured in
WinPCap's format and replays it.

Exit: This command ends the TraceBuster session.

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved 84



Edit Menu

TraceBuster User’'s Guide

=": TraceBuster (tm) Professional Edition w/ QoS Yersi

File | Edit ©Capture FRecord ‘iew Help

Settings. ..

W

Display Filkers. .,
Alerts & Alarms. ..
Reports. ..
Watches, .,

=1

Select sdapter, ..

[5]Q 2

s | |Jzer .-’-'-.Iertsl I=zer Alarms

| Starked

This menu allows you to configure settings, display filters, alerts, alarms, reports,
watches, and adapters.

Settings: This command allows you to set the various settings of TraceBuster so

that you can program the tool. See Configuration Settings for a detailed

description.

Display Filters: This command allows you to select the protocol displayed.

Protocol Display Filters

P

™ 1CP
™ upp
[ ICMP

¥ Ras

[~ TPET
¥ H.225
[ H.245

v sIF

¥ RTP
v RTCP

<
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Alerts and Alarms: This command allows you to set the Alerts and Alarms that
TraceBuster uses.

Categories |

Audio Jitker

—Alert Value

[wlAudio Interal
[wlAudio Packet Loss
[Wléudio Burst Packet Loss When the jitter reaches 5.00  or higher
[ Video Jitter

[ "ideo Interval
[ideo Packet Loss
[ 1Video Burst Packet Loz —alarm Yalue
[w]Liztening B Factor
[ Liztening MOS Score When the jitter reaches I 10,00 ar higher
[w|One ' ay Audio Detection

[10ne Way Yideo Detection
[w|Duplicate BTP Stream Destination

ak I Cancel Lpply Help

The categories of alerts and alarms are:

Audio Jitter

Audio Interval

Audio Packet Loss

Audio Burst Packet Loss
Video Jitter

Video Interval

Video Packet Loss

Video Burst Packet Loss
Listening R Factor
Listening MOS Score
One Way Audio Detection
One Way Video Detection
Duplicate RTP Stream Detection

Reports: This command allows you to set logging, call, report and preferences
settings. See Configuration Settings for a detailed description.
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Watches: From this menu you can add single or multiple watches to
TraceBuster. Watches are a stimulus that triggers TraceBuster to isolate and
analyze any VolP call that contains that watch. Watches are an extremely simple
but powerful way of sifting through a ‘haystack’ of calls to find the ‘needle’ call
that you are looking for. Calls that are found this way are added to the Watch
View.

—aAdd/Edit Single ' atch
Walue: |1 20.249.0.136 fadd

Cancel

—&dd Mulbiple W atches
Fram: I

Reszet

Ta: | fidd

120.249.0.125 .
100001 Edit
100002
100003 Delete
100004
100005
100008
100007
100008
100009

100010
Jaohn Doe ¥ Persistent

[T Caze Sensitive

M

[Elear

Term katching——
{* Euact Phrase

™ Match Pattern

Add/Edit Single Watch: This is where a watch value is entered. This value can
represent any field of any protocol message that TraceBuster examines.
TraceBuster currently examines the following message fields:

Source MAC Address, Destination MAC Address
Source IP Address, Destination IP Address

Call ID, Conference ID

Source URI, Destination URI

Registrar address, Gatekeeper address

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved 87



TraceBuster User’'s Guide

Source User ID, Destination User ID

Source E.164, Destination E.164, Source H.323 ID, Destination H.323 ID
Calling Party Number, Called Party Number

Call Reference Value, Q.931 Display Name

All the user must do is to add the text string of the value of the field he is looking
for.

Note: No quotes are needed for strings that contain blanks.

Add Multiple Watches: This is where a range of watches can be added to the
program, instead of adding each value separately.

Persistent: If persistent is selected, the watches that have been entered will be
written to a file and reloaded the next time that TraceBuster is run. Otherwise
they will be discarded when the program terminates.

Case Sensitive: If case sensitive is selected, the case (upper / lower) of
alphabetic characters is considered in the compare. If case sensitive is true then
the string “John” is not equal “john”.

Term Matching: Exact Phrase or Match Pattern. This offers the user a ‘wild
card’ method of comparing strings. For example, if you add “192.168.10.” and
have selected Exact Phrase’, all fields examined must contain that string exactly.
If you have selected Pattern Match, any field that contains “***192.168.10***”
(where * can be any character) will match.
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Capture Menu

="z TraceBuster (tm) Professional Edition w/QoS Yersi

File Edit | Capture Record Wiew Help

J = | ¢ Calls with Errors

hatched Calls
Media Streams From Watched Calls

M etwark

larms I

Skakus | Pratacal | Skarked

This menu toggles on and off the various capture options.

Calls with errors: Enables/disables capturing calls with errors.

Watched calls: Enables/disables capturing watched calls.

Media streams from watched calls: Enables/disables capturing media streams
from the watched calls.

Record Menu

="z TraceBuster {tm) Professional Edition w/QoS Yers

File Edit Capture | Record Yiew Help

J = | TR | 4 ‘Watched Calls R

M etwork Manitor  Active Calls | E .ﬁ.lertsl U ger Alarms

Skatus | Protocol | Skarted

This menu toggles on and off the various record options.

Watched Calls: Enables/disables recording watched calls.
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View Menu

105IP_10H323.EYEQ - TraceBuster (tm) Professional Edition w,/Jos ¥ersion
File Edit Capture FRecord | Yiew Help

J (= | ¢ g | 2, | E i Settings Summary. ..
- Loq File. ..

Metwark Monitor  Active Cz er Watches I Endpoints |

Zall Summary Repork
Skaktus | Prakacal Error Summary Report | Durakion | Tetmins
+ Released H.323 ‘y'akch Summary Report 00:01:01 Source
~" Released H.323 Session Summary Report 00:01:00  Source
+ Released H.323 &lert Summary Report 00:01:00  Source
+" Released H.323 &larm Summary Repork 00:01:00  Source
+ Released H.323 Rogue Audio Repaork 00:01:00  Source
+ Released H.323 Rogue Yideo Report 00:01:00  Source
+ Released H.323 RTCF R Repaort 00:01:00  Source
+ Released H.323 DR Report 00:01:00  Source
+ Released H.323 00:01:00  Source
+ Released Haes ¥ e 00:01:00  Source
' Completed  SIP Wil 00:01:00 SOUrce
' Completed  SIP 09356845 00:01:00 SOuUrce

This menu allows you to view the settings summary, text based log file and the
various reports that are available. It also allows the user to hide the toolbars and
status bars.

Settings Summary: Shows the active settings for TraceBuster.

Log File: Text based data file of the results from the previous test.

Call Summary Report: The call summary report provides a single line entry for
each call. Summary information including start time, end time, duration, ID’s,
addresses, packet counts, QoS metrics, etc. are displayed for each line item.

Error Summary Report: Shows the errors that have occurred during the test
session.

Watch Summary Report: Shows the summary information that pertains only to
the calls in the watch list.

Session Summary Report: Shows the high level summary information about the
test session.
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Alert Summary Report: Shows the active alert messages, programmed threshold
and measured values.

Alarm Summary Report: Shows the active alarm messages, programmed
threshold and measured values.

Endpoint Summary Report: This report contains the information that is removed
from the Endpoint View when the number of endpoints in the view exceeds the
number of endpoints the user has elected to observe (via Edit | Settings |
Endpoints).

Roque Audio Summary: This report details the start time, end time, duration,
QoS measurements, etc. of audio streams that TraceBuster has detected that
are not associated with any VolIP call.

Roque Video Summary: This report details the start time, end time, duration,
QoS measurements, etc. of audio streams that TraceBuster has detected that
are not associated with any VolIP call.

RTCP XR Report: This report captures the information from RTCP XR reports
that are sent on the RTCP channel (if any).

CDR Report: Shows the call data records for all the monitored calls.
Toolbar: Shows or hides the toolbar.
Status bar: Shows or hides the status bar.

Peer Details: Brings up the Peers window.
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Help Menu

TraceBuster {(tm) Professional Edition w/(Jo5s ¥ersion 2.0.0
File Edit Capture Record Miew | Help

Jﬁ|§jﬁﬂ|é|3 '|% Help Taopics

Licensing Information. ..

Metwork Monitor  Active Calls | s
abouk TraceBuster...
Skatus | Protocol | SkaftEd TO.

This menu displays licensing and help information.

Help Topics: Provides user with on line assistance for operating procedures,
configuration information and guidance.

Licensing information: Displays information about your TraceBuster license
status. This is also where you can upgrade your license with optional features as
they become available.

About TraceBuster: Displays information about this version of TraceBuster.
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Toolbar Shortcuts

Bl 2 EEF S |Q 7

The toolbar contains shortcuts to the most commonly used application
commands. The following commands are available:

Replay

[=-

Capture

2 [

¢

Import WinPCap Capture File

+
=

Start Analysis

Stop Analysis

Unlock display (de-select currently selected item)

=

Manage Watches

Q

Help/About

7]
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Selecting the Network Adapter and Packet Capture Filter

Select The Network Adapter And Packet Capture Filter A 5'

Adapter | Index | IP Addiesses I Mame | ok I
(1] Generic: dialup adapter a “Device\WPF_GenericDislupddapter
= (2) IntellR) PROA 00 VE Network Connection 1 120.243.0135120.243.0.138 “Device\NPF_{D4EBS307-F873-4C05-BE 8B-3457072371 Eancel
(3] Intel(R] PRO/100+ PCI Adapter (Miciosoft's Packet S... 2 192168.1.14 “Device\NPF_{J18C76AD-AF50-4796 8861 F22AE 0G6E0...
Select
- Filter
Packet Capture Filter IP Sub-hets 7 IP Addresses Protocols
(lip and [tcp or wdp)] and ((bopl0:2] » 1024 and top(2:2] » 1024) or (udp(0:2] » 1024 and udp(2:2] > 1024))) or [[+lan and ip and [tcp or wdp)) [w]'olP
and ([tep[0:2] > 1024 and tep[2:2] > 1024] o [udpl[:2] > 1024 and udp[2:2] > 102411 [VITCP
[w]UDP
[HTTF
[HTTPS
[JPOP2
[1SMTP
[CIFTP
Test Filter Bieset Filter [ISNMP
Ignore Traffic On Ports Below 1024 __I __I [IRTSP
[C1Telnet
[v1302.10 [¥Lan)
Add Delete

The first step in preparing to run TraceBuster is to select the network adapter you
wish to monitor. TraceBuster will automatically display the Select Adapter screen
immediately after starting it for the first time. You may also access this dialog
from the Edit | Select Adapter menu item.

The Adapter

On the top part of the screen is a list of the Network Adapters that TraceBuster
has discovered on your PC. Select the adapter you want to monitor by clicking
the adapter line and then pressing ‘Select’ or by just double clicking the adapter
line.

The Filter

The bottom part of the screen is for the Filter. The Filter is used by the network
driver (WinPCap) to decide which packets to send to TraceBuster and which
ones to discard. There are four areas that are used set the Filter, The Packet
Capture Filter textbox, The Sub-Nets / Addresses textbox, the Protocols box and
the Ports textbox.

The Packet Capture Filter textbox is the actual Packet Capture Filter. It has been
predefined to capture IP, TCP, and UDP packets from all IP addresses with port
numbers greater than 1024 on normal and VLAN networks. You may change the
Packet Capture Filter by editing the Filter textbox directly, or in combination with
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the other three textboxes. In case of an error, simply press the ‘Reset Filter’
button to start over.

The Sub-Nets / Addresses textbox allows the user to filter on selected IP

Addresses or IP Subnets. Subnets / IP Addresses are added or removed from
the filter from here.

Sub-Mets ¢ Addrezses

sod | Delete |

If you click the ‘Add’ button, the following dialog is displayed:

Enter an IP Address or Sub-Met Segment or an':':' _ x|

|F Addresz or Sub-Met Seament or IP Addrezz Range

192.168.10.10 - 40

] I
Cancel |

Esamples :

192168 = Subnet Address 1321687
19216810 = Subnet Addrezz  192.168.10.%
192168101 = |P Addiess 192.168.10.1

1321681010 - 20

IF &ddress Range 192.168.10.10 ko 132.165.10.20

Then enter an IP subnet address, or enter an IP address (or range of addresses),
then click OK.
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The new value is added to the list.

IP Sub-Mets / IP Addresses

[]192.168.10.10-40
[1120.243.01-10
[]10.10.0
[]61.64.115.9-29
[]220.243

ydd Delete

You may the use the check boxes to select / deselect the IP addresses you want

TraceBuster to monitor:

P Sub-Mets £ IF Addresses

[W]192.168.10.10-40
W120.249.0.1-10
[w]10.10.0

[J61.64.115.9-29

[w]220.243

tdd | Delete |

The Subnets / IP Addresses will be added to or removed from the Packet
Capture Filter.
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The Protocols textbox allows the user to selectively monitor VolP and other
network protocols.

Protocols

By checking or un-checking these boxes, the indicated protocols are added or
removed from the Packet Capture Filter.

The Ports textbox allows the user to selectively exclude packets from a range of
port numbers.

The Packet Capture Filter textbox shows the combination of the Subnet /
Addresses textbox, the Protocols textbox and the Ports textbox.

Packet Capture Filker

[(ret 792168101 00r 1921681017 or 1921681012 or 1921681013 or 152168.10.14 or 1921681015 or 1921681016 or 1921681017 or
15921681018 or 1921681019 or 1921681020 or 192168.10.21 or 1921681022 or 1921681023 0r 192.168.10.24 or 1921681025 ar
192168.10.26 or 1921681027 or 192.168.710.28 or 192168.10.29 0r 1921681030 or 192.168.710.37 or 19216810032 or 192.168.10.33 or
152.168.10.34 or 1921681035 or 192.168.10.36 or 192.168.10.37 or 1921681038 or 192.168.710.39 or 192.168.10.40 or 10.10.0 or 220.249) and
(ip and [tep or udp)] and [[topl0:2] = 1024 and tep(2:2] > 1024) or [udp[0:2] > 1024 and udp[2:2] > 1024))] or [[ret 1321681010 or

15921681017 or 1921681012 or 19216871013 or 192168.10.14 or 1921681015 0r 1921681016 or 1921681017 or 1921681018 or
15921681019 or 1921681020 or 192.168.70.21 or 192168.10.22 or 1921681023 or 192.168.10.24 or 192.168.10.25 or 192.168.10.26 or

1592 168.10.27 or 1921681028 or 1921681029 or 1921681030 0r 192168103 or 1921681032 0r 1921681033 or 1921631034 or

Test Filter Rezet Fileer
lgnore Traffic On Parts Below I 1024 = | — |

When you make changes to the Subnet /Addresses textbox, the Protocol textbox,
or the Ports textbox, the Packet Capture Filter is automatically recalculated. To
ensure that the filter has the correct syntax, you may press the Test Filter to
check it.

Note: When you press the OK button on the Select Network Adapters dialog,
the filter is always checked to ensure it is syntactically correct. If it is not correct,
an error message is displayed.
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Configuration Settings

Preferences

Configuration Settings

Preferences |Heparts| Recording Settingsl Qo5 I Protocol &nalysis Endpaintsl Laggingl

— General
[ Auto Beplay Capture Files
[ Display Settings Summan

— Inzert new list entries...

" RawData
" Packetized

File Size Lirmit 10 Megs

—Active Callz — Registrations
' Beginning ' Beginning
" End " Erd
—Watched Calls —Ermors
{* Beginning {* Beginning
" End " End
— Media Capture Format
Wwhatch [tems

[ Persist Across Sessions

[ Case Sensiiive Search

—Early / Late Arrival Packets

Early Packets Are I 10 % Lesz Than Mominal Interval

Late Packets Are I 10 % Greater Than Mominal Interval

Cancel Apply Help

The following preferences are available in TraceBuster:

General:

Auto Replay Capture Files: When checked this feature will load a capture

file immediately after the capture is terminated.

Display Settings Summary: If checked, TraceBuster displays a summary

of all the program settings in effect when the program is started.
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Insert new entries:

Active Calls: This option determines where new entries will be added to
the active call list.

Watched Calls: This option determines where new entries will be added
to the watched call list.

Reqistrations: This option determines where new entries will be added to
the registration list.

Errors: This option determines where new entries will be added to the
error list.

Media Capture Format:

Raw or Packetized Data: Choose the media capture format.

File Size Limit: Constraint placed on file size

Watch ltems:

Persist Across Sessions: This option automatically reloads the previous
session’s watches when TraceBuster is started.

Case Sensitive Searches: This option makes watch item searches
sensitive to case.

Early / Late Arrival Packets:

Early Packets Are: If the inter-packet arrival time is less than this
percentage (of the nominal inter-packet arrival time) the packet will be
counted as early. For an example, if the nominal inter-packet arrival time
for a media stream is 20 milliseconds and the Early Packets factor is 50%
then packets that arrive less than 10 milliseconds apart will be considered
early.

Late Packets Are: If the inter-packet arrival time is greater than this
percentage (of the nominal inter-packet arrival time) the packet will be
counted as late. For an example, if the nominal inter-packet arrival time
for a media stream is 20 milliseconds and the Late Packets factor is 50%
then packets that arrive more than 30 milliseconds apart will be
considered late
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Reports

Configuration Settings x|

Preferences  Reports | Recording Setting&l QaS I Protacol Analy3i3| Endpoint&l Loggingl

———. — Repart Settings
Call Surnrary
VIEer Summary Fomat  [Tab Defimited 7]
[w]'watch Surimany
[15ession Summary File M arne: IE:\TraceB uzter\Reportz\CallSurnrmany, bt J
[wlslert Surnmary
[wlslarm Surimary
[ Endpoint Summary
[Rogue Audio Summary
[1Rogue Yideo Summary N
JRTCF %R Summary — Report Limitations
[w]CDR Constraints: IB-"' Size "I
[ICall Trace
Dl pUle whenfieis | 100 MB insize
[ watch Trace

Enter a walug in megabytes.

— Fepart Preferences

v “warn before ovensriting existing reports

HTML Browser: |c:\Program Filez\Internet Exploreriexplore. exe |

Ok I Cancel | Spply Help

The following reports are currently available in TraceBuster:

Call Summary Report: This report has a one-line-per-call format that details the
call parameters, start time, end time, duration, Q0S measurements, etc.

Error Summary Report: This report has a one-line-per-failed-call format that
details the call parameters, start time, end time, duration, QoS measurements,
etc.

Watch Summary Report: This report has a one-line-per-watched-call format that
details the call parameters, start time, end time, duration, QoS measurements,
etc.
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Session Summary Report: This report generates one-line-per-time-interval that
details the number of calls passed / failed, network statistics, etc. The ‘Time
Interval’ is set by the user.

Alert Summary Report: This report has a one-line-per-alert format that details
the call metric, the alert threshold, and the actual value that triggered the alert.

Alarm Summary Report: This report has a one-line-per-alarm format that details
the call metric, the alarm threshold, and the actual value that triggered the alarm.

Endpoint Summary Report: This report contains the information that is removed
from the Endpoint View when the number of endpoints in the view exceeds the
number of endpoints the user has elected to observe (via Edit | Settings |
Endpoints).

Rogue Audio Summary Report: This report details the start time, end time,
duration, QoS measurements, etc. of audio streams that TraceBuster has
detected that are not associated with any VolIP call.

Rogue Video Summary Report: This report details the start time, end time,
duration, QoS measurements, etc. of video streams that TraceBuster has
detected that are not associated with any VolIP call.

CDR Report: This report has a one line per call format that summarizes the call
information. Start time, end time, duration, IP addresses and ID’s.

Call, Error and Watch Trace Reports: These reports provide a summary and
packet-by-packet trace of the calls.

Report Settings:

Format: Sets the file format that the report will be rendered in such as
ASCIIl, HTML, or XML.

File Name: Sets the name of the file when it is saved as well as the
directory in which it can be found.

Report Limitations:

Constraints: Sets how each report is separated. At a certain point the
program will close one report and open a new one and start recording
there. The trigger for this event can be set to Size, Interval, Time of Day,
or None (which, if selected will hold all information in only one report file).

Constraint Range: Based on the report constraints, the range sets the
event trigger for when the file obtains the value specified in this field.

Copyright 2002, 2018 Touchstone Technologies, Inc. All Rights Reserved 101



TraceBuster User’'s Guide

Report Preferences:

Warn before overwriting existing reports: If this check box is selected, the
user will be prompted if an existing file is about to be overwritten.

HTML Browser: Specifies the location of an HTML browser application to
be used to open reports created in HTML format.
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Recording Settings

Configuration Settings g x|

Preferencesl Reports  Recording Settings |II!|:|S I Protacol Analy3i3| Endpoint&l Loggingl

Default filename: IE:\TraceEuster\Dump Filez' TraceBuster Evell J
DOutput file farmat———————— ~ Data Caching
’7 (o WinE yel - WinPCap ’7 wirite buffer size:l 12 [KB]

Cancel | Spply Help

The following Recording Settings are available in TraceBuster:

Default filename: This is the name of the file where the captured packets will be
stored.

Output file format: This specifies the format of the recorded file; WinEyeQ, a
Touchstone Technologies proprietary format, or WinPCap, the ‘libcap” format of
WinPCap capture files.

Data Caching: This parameter specifies how the data will be buffered internally
before being written to the disk. The optimal value is 512 KB.
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QoS

Configuration Settings i §: Xl

Preferencesl Heportsl Recording Settings  GoS Protacol Analysis Endpoint&l Loggingl

— Internationalization Setting——————— —ditter Buffer Emulator
i &% Fined Delay

" South America Mominal I—ED s
" Europe E arly Packets I—SD e
" Ahica
 Agia " Adaptive Delay
" Japan Iin W s
" Aushrailia Maminal |_4|3 s

(LT I 250 mz

Ok I Cancel | Spply Help

The following QoS options are available for TraceBuster:

Internationalization Setting: Sets TraceBuster to generate quality metrics
suitable for scales used in different countries.

Jitter Buffer Emulator: simulates the parameters of a jitter buffer. This allows
TraceBuster to have greater accuracy when collecting and analyzing information
on packet loss and call quality.

Fixed Delay: Binds the jitter buffer with the nominal delay as its actual
delay, and the maximum delay is the storage capacity of the jitter buffer in
terms of packets.
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Adaptive Delay: Binds the jitter buffer so that the minimum accepted
delay is equal to the minimum delay value, the nominal delay value is the
minimum delay used by the program, the maximum delay sets the largest
possible delay used by the buffer, and the maximum packet storage of the
buffer is a set fraction of the maximum delay.

Protocol Analysis

Configuration Settings

Preferencesl Hepartsl Recording Settingsl Qo5 Pratocal Analysiz |Endp0ints| Laggingl
—%alP Callz
V¥ Analyze SIP Traffic

v Analyze H.323 Traffic

v Analyze Media Streams

—RTP Sheams

v &nalyze Flogue Audio Streams

v Analyze Rogue Yideo Sheams

Cancel | Apply Help

The following settings govern the kind of calls are handled:

VolP Calls:

Analyze SIP Traffic: If checked, TraceBuster will analyze SIP calls.
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Analyze H.323 Traffic: If checked, TraceBuster will analyze H.323 calls.

Analyze Media Streams: If checked, TraceBuster will analyze audio and
video streams.

RTP Streams:

Analyze Rogue Audio Streams: If checked, TraceBuster will analyze
audio streams that are not associated with VoIP calls that TraceBuster is
tracking.

Analyze Rogue Video Streams: If checked, TraceBuster will analyze
video streams that are not associated with VolIP calls that TraceBuster is
tracking.
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Endpoints

Configuration Settings v x|

Preferencesl Heportsl Recarding Setting&l QaS I Pratocal Analysiz - Endpaints |Logging|

M axirum E ndpaints: 1024

¢

Call History Buffer Size:

Top Talker Count; 16

Sort Top Talkers IBy Callz 'I

L

Cancel | Spply Help

The following endpoint options are available in TraceBuster:

Maximum Endpoints: The maximum number of endpoints that will be monitored
on the Endpoint View.

Call History Buffer Size: The maximum number of calls each endpoint has
placed / received that will be monitored in the Endpoint Summary And Recent
Call History view.

Top Talker Count: The number of Top Talkers that will be added to the Top
Talker screen.
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Sort Top Talkers: The way that the Top Talkers will be sorted:

e By the number of calls
e By the time those calls were connected
e By the amount of bandwidth used in those calls

Logging

Configuration Settings . x|

Preferencesl Hepartsl Recording Settingsl Qo5 I Protocol .-’-‘n.nal_l,lsisl Endpoints  Logging

Log File: IE:'\TlaceBuster\TlaceBustel.Iog |

Log Level: IWarnings [marrnal) j

¥ Reset Log File Each Session

r— File Limitations

Constraints: IB_I,I Size "'I

Wwhen file i 100 ME in size

Enter a walue in megabytes.

Cancel | Apply | Help

The second step in preparing to run TraceBuster is to review the settings.
TraceBuster will display the following screen(s) when the Edit | Settings menu
item is chosen.
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The following options are available to control the application’s logging:
Log file: Enter the name and location of the log file you wish to use.
Log level: Select the level of verbosity you wish. The values are:

All: The slowest and most verbose level.
Trace: An extremely high level of detalil.
Debug: Standard troubleshooting level.
Information: Medium verbosity.
Warnings: Only warnings and errors.
Errors: Errors messages only.

Reset log file each session: This feature keeps the log file constrained by
resetting it after each clean exit. If the previous exit was not clean, the contents
of the previous session are preserved.

Dump statistics: Sets a timer interval to dump the current statistics to the log file.
If this value is zero, the function is disabled.

File Limitations:

Constraints: Sets how the log file is separated. At a certain point the
program will close one log file and open a new one and start recording
there. The trigger for this event can be set to Size, Interval, Time of Day,
or None (which, if selected will hold all information in only one log file).

Constraint Range: Based on the log file constraints, the range sets the
event trigger for when the file obtains the value specified in this field.
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Display Filters

Protocol Display Filters E- x|

i

I upp Cancel

v RTP
¥ RTCP

TraceBuster will display the following screen when the Edit | Display Filters menu
item is chosen. Select the protocols you want TraceBuster to display.

Note: Due to memory constraints, only the first few RTP and RTCP packets are
display for each call.
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Alerts and Alarms

Alerts and Alarms x|

Categories

Audio Jitker

[ Audio Interval ~Alert Value

[JAudio Packet Loss
[Jéudio Burst Packet Loss When the jitter reaches 1.00 or higher
[wl\fideo Jitter
[w]"ideo Interval
[1"ideo Packet Loss
[ 1Wideo Burst Packet Lozs —alarm Yalue
[Liztening B Factor
[Listening MOS Scare hen the jitter reaches I 200 ar higher
[w|One 'way dudio Detection

[w|One 'Way Yideo Detection
[w|Duplicate RTP Stream Destination

K I Cancel | Lpply | Help

Configurable alerts and alarms are available for the audio and video metric
measurements that TraceBuster performs in real-time. The alert and alarm
values are thresholds that are set by the user. The alert and alarm mechanism
provides for a two stage detection of user settable limits. Alerts may be set for
the following events:

Audio Jitter: When the jitter of an audio stream exceeds the alert/alarm
threshold, a message will be sent to the Alert/Alarm screen.

Audio Interval: When the time between receiving two successive packets (the
interval) of an audio stream exceeds the alert/alarm threshold, a message will be
sent to the Alert/Alarm screen.

Audio Packet Loss: When the total number of packets lost of an audio stream
exceeds the alert/alarm threshold, a message will be sent to the Alert/Alarm
screen.

Audio Burst Packet Loss: When the number of consecutive packets lost of an
audio stream exceeds the alert/alarm threshold, a message will be sent to the
Alert/Alarm screen.

Video Jitter: When the jitter of a video stream exceeds the alert/alarm threshold,
a message will be sent to the Alert/Alarm screen.
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Video Interval: When the time between receiving two successive packets (the
interval) of a video stream exceeds the alert/alarm threshold, a message will be
sent to the Alert/Alarm screen.

Video Packet Loss: When the total number of packets lost of a video stream
exceeds the alert/alarm threshold, a message will be sent to the Alert/Alarm
screen.

Video Burst Packet Loss: When the number of consecutive packets lost of a
video stream exceeds the alert/alarm threshold, a message will be sent to the
Alert/Alarm screen.

Listening R Factor: When the listening R factor of an audio stream exceeds the
alert/alarm threshold, a message will be sent to the Alert/Alarm screen.

Listening MOS Score: When the listening MOS score of an audio stream
exceeds the alert/alarm threshold, a message will be sent to the Alert/Alarm
screen.

One Way Audio Detection: When a call that has audio flowing in only one
direction exceeds the alert/alarm threshold, a message will be sent to the
Alert/Alarm screen.

One Way Video Detection: When a call that has video flowing in only one
direction exceeds the alert/alarm threshold, a message will be sent to the
Alert/Alarm screen.

Duplicate RTP Stream Destination: When two media streams that have the
same destination IP address and port number are detected and exceed the
alert/alarm threshold, a message will be sent to the Alert/Alarm screen.
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—Add/Edit Single Watch

Walug: |1 20.249.01 Add Cancel

—Add Multiple ‘watches
From: I

Rezet

Ta: I Add

10000 )
20000 Eit
Jahin Smith

Delete

M

[ElEar,

¥ Persistent
[ Case Sensitive

Term Matching
¥ Exact Phraze
" Match Pattern

The watch mechanism allows you to filter out specific calls based upon the value
of various call elements or fields within a call. This powerful mechanism allows
you to trap calls based upon call ID, IP address, E.164 alias, H.323 ID and most
other fields where values are known ahead of time. You may add, edit and
delete values associated with watches.

Watches may be designated as persistent (lasting across sessions) and case-
sensitive by selecting the appropriate settings on the Edit | Preferences page
from the options menu item. Also, you can specify the watch to match the value
exactly or match a subset of the value. For example, if ‘Exact’ were selected, the
watch ‘Joe’ would match the value ‘Joe’ but not the value ‘Joey’. If ‘Match
Pattern’ were selected, ‘Joe’ would match both ‘Joe’ and ‘Joey’.
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WinPcap License

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND
CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes software developed by the University of California, Lawrence Berkeley
Laboratory and its contributors.
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Appendix A

Theoretical maximum MOS scores and R factors

The following chart contains the theoretical maximum values for Listening and
Conversational MOS and R factor by codec type.

Codec Name MOS-LQ MOS-CQ R-LQ R-CQ
G.711 U-law 4.2 4.18 93 92
G.711 A-law 4.2 4.18 93 92
G.722 64k 3.88 3.84 94 93
G.722 56k 3.73 3.69 90 89
G.722 48k 3.53 3.48 84 83
G.722.1 32k 4.04 4.01 100 99
G.722.1 24k 3.91 3.91 96 95
G.722.2 23.85k 4.16 4.14 106 105
G.722.2 23.05k 4.16 4.14 106 105
G.722.2 19.85k 4.16 4.14 106 105
G.722.2 18.25k 4.09 4.09 103 102
G.722.2 15.85k 4.09 4.06 102 101
G.722.2 14.25k 4.06 4.04 101 100
G.722.2 12.85k 3.98 3.95 98 97
G.722.2 8.85k 3.73 3.69 90 89
G.722.2 6.6k 3.35 3.3 79 78
G.723.1-5.3k 3.61 3.57 74 73
G.723.1-6.3k 3.77 3.73 78 76
G.726-16k 2.82 2.77 57 56
G.726-24k 3.35 3.3 68 67
G.726-32k 4.04 4.01 86 85
G.726-40k 4.16 4.14 91 90
G.728 4.04 4.01 86 85
G.729/G.729B 3.95 3.91 83 82
G.729A/G.729AB 3.91 3.88 82 81
G.729E 8.0k 3.91 3.88 82 81
G.729E 11.8k 4.11 4.09 89 88
AMR NB 12.2k 4.09 4.06 88 89
AMR NB 10.2k 3.91 3.88 82 81
AMR NB 7.95k 3.69 3.65 76 75
AMR NB 7.4k 3.61 3.57 74 73
AMR NB 6.7k 3.44 3.39 70 69
AMR NB 5.9k 3.25 3.21 66 65
AMR NB 5.15k 3.06 3.02 62 61
AMR NB 4.75k 3.02 2.96 61 60
iLBC 13.3k 3.88 3.84 81 80
iLBC 15.2k 3.95 3.91 83 82
Speex NB 2.15k 2.92 2.87 59 58
Speex NB 5.95k 2.92 2.87 59 58
Speex NB 8k 3.39 3.35 69 68
Speex NB 11k 3.88 3.84 81 77
Speex NB 15k 4.11 4.09 89 88
Speex NB 18.2k 4.11 4.09 89 88
Speex NB 24.6k 4.16 414 91 90
Speex NB 3.95k 241 2.36 49 48
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